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POLICY STATEMENT

The Board of Supervisors, through adoption of this policy statement, and in recognition of the need to combat the growing problem of identity theft and comply with federal regulations to prevent identity theft, expresses its support of the Identity Theft Prevention – Red Flags Rule policy.  The purpose of the policy is to help identify, detect, and respond to patterns, practices, or specific activities, known as “red flags”, that could indicate that identity theft has taken place against a County of Fresno customer.
It is not clear that the Red Flag regulations apply to the County and/or to the activities of any of the County’s departments.  This Policy is being adopted solely for precautionary purposes in case the Red Flag regulations are determined to have any application, however minor, to the County of Fresno.  The adoption of this policy is not an admission by County that it is subject to the Red Flag regulations, nor is it to be construed as such in any way whatsoever.

Background
In 2003, Congress enacted the Fair and Accurate Credit Transactions (FACT) Act of 2003 to curtail the effects of identity theft.  The Federal Trade Commission (FTC) and several other federal agencies have recently amended the FACT Act to include regulations called the “Red Flags Rule” that require “creditors” holding certain “covered accounts” (which may apply to County governments) to adopt a written Identity Theft Prevention Policy by May 1, 2009.  The amendment includes text and guidelines for the “Red Flags Rule”, which can be located on pages 63772 through 63774 of the Federal Register.

Evaluation/Implementation Criteria

When evaluating/implementing Identity Theft Prevention policies and procedures, the following criteria must be considered/utilized:
· Identity theft policies and procedures are to be developed and implemented at the department level if it is determined that activities performed by departments would classify the County as a “creditor” holding “covered accounts”.  Such determination will be performed annually.
· Resulting policies and procedures will identify, detect, and respond to patterns, practices, or specific activities that could indicate that identity theft has taken place against a County customer and will include:

Identification of relevant red flags of identity theft that a department is likely to come across in new and existing covered accounts.
Detection of red flags by incorporating procedures to spot them in day-to-day operations.

Prevention and mitigation of identity theft by responding appropriately to any identified red flags spotted.

Periodic (at least annual) updates to reflect any changes in risks to customers and train staff accordingly.
· Departments developing and implementing identity theft policies and procedures will report at least annually to the County Administrative Office (CAO) regarding the:

Evaluation of the effectiveness of the program in addressing the risk of identity theft.

Significant incidents of identity theft and department response.

Recommendations for major changes to the program.

Monitoring of practices of service providers (if applicable) to implement the identify theft policy.

MANAGEMENT RESPONSIBILITY

Management is responsible for managing the affairs and operations of County government.  Responsibility for developing, implementing and updating this policy lies with the CAO.  The CAO shall establish Management Directives and other guidelines as necessary to help departments implement this policy.  County Counsel may be consulted to determine if department activities would meet the definitions of defining the County as a “creditor” holding “covered accounts”.  
Each department that performs activities meeting these definitions will establish internal policies and procedures implementing this policy, tailoring them as appropriate to specific departmental transactions.  Departments will update and monitor their policies and procedures for effectiveness at least annually and report on such matters as identified above.  Departments will provide copies of their policies to the CAO.
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