
STATE OF CALIFORNIA 
STANDARD AGREEMENT 

AGREEMEN T NO. 14-705
STD213_0HCS\Rev 01113) 

1. This Agreement is entered into between the State Agency and the Contractor named below:

AGREEMENT NUMBER 

14-90056

STATE AGENCY'S NAME (Also known as DHCS, CDHS, OHS or the State) 

Department of Health Care Services
CONTRACTOR'S NAME 

County of Fresno

2. The term of this Agreement is: July 1, 2014

through June 30, 2017

3. The maximum amount of this Agreement is: $ 42,338,088 
Forty-Two Million,Three Hundred Thirty-Eight Thousand, Eighty-Eight Dollars

(Also referred to as Contractor) 

4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference made a
part of this Agreement....... ...... . , .. ,_, ·- .. -... -·· ·····-··-··-··-··-·· ··-··-· ···-- ··-···-··· ·· - ··········-··-·-··-·-· 

Exhibit A - Scope of Work 
Exhibit A, Attachment I - Program Specifications 
Exhibit 8 - Budget Detail and Payment Provisions
Exhibit B, Attachment I - Funding Amounts 
Exhibit C • - General Terms and Conditions (GTC-610)
Exhibit O (F) - Special Terms and Conditions
Exhibit E - Additional Provisions 
Exhibit G - Privacy and Information Security Provisions 
Exhibit G, Attachment I - Social Security Administration Agreement

2 pages
39 pages
20 pages
1 page 

GTC 610 
26 pages

4 pages
31 pages
66 pages
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Items shown above with an Asterisk(*), are hereby incorporated by reference and made part of this agreement as if attached hereto. 
These documents can be viewed at http://www.dqs.ca.gov/ols/Resources/StandardContractlanguaqe.aspx.
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IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto. 

CONTRACTOR 

CONTRACTOR'S NAME (if other than an individual, state whether a corporation. partnership. etc.) 

PRINTED NAME AND TITLE OF PERS 
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STATE OF CALIFORNIA 

AGENCY NAME 

Department of Health Care Services
BY (Authorized Signature) 

£)��
PRINTED NAME AND TITLE OF PERSON SIGNING 

"Sftfistina-Sooras, Chief, Contracts and Purchasing
ADDRESS 

DATE SIGNED (Do no/type)

Jj-/9 

DJTE SIGNED (Do not type) 

c-lt-1� 

1501 Capitol Avenue, Suite 71.5195, MS 1403, PO Box 997413,
Sacramento, CA 95899-7413
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1. Service Overview 

Exhibit A 
Scope of Work 

County Contract 
County of Fresno 

#14-90056 
Exhibit A 

Contractor agrees to provide to the California Department of Health Care Services (DHCS) the 
services described herein. 

State and the Contractor enter into this contract by authority of Chapter 3 of Part 1, Division 10.5 of 
the Health and Safety Code (HSC) and with approval of Contractor's County Board of Supervlsors 
(or desrgnee) for the purpose of providing alcohol and drug services. State and the Contractor 
identified in the Standard Agreement are the only parties to this Contract. This Contract is not 
intended, nor shall it be construed, to confer rights on any third party. 

State and the Contractor enter into this contract for the purpose of identifying and provid ing for 
covered Drug Medt-Ca1 (DMC) servlces for substance use treatment in the Contractor's service 
area pursuant to Sections 11848.5(a) and (b) of the Health and Safety Code (hereinafter referred to 
as HSC), SecHons 14124.20, 14021.51 - 14021.53, and 14124.20 - 14124.25 of the Weffare and 
lnsHtutfons Code (hereinafter referred to as W&lC}, and Title 22 of the Catifornia Code of 
Regulations (hereinafter referred to as Titfe 22), Sections 51341 .1, 51490.1, and 51516.1. 

State and the Contractor enter into this contract by auUmrity of Title 45 of the Code of Federal 
Regulations Part 96 {45 CFR Part 96), Substance Abuse Prevention and Treatment Block Grants 
(SAPT Block Grant) for the purpose of planning, carrying out, and evaluating acHvities to prevent 
and treat substance abuse. Brock Grant reciptents must adhere to SAMHSA's Nationa1 Outcome 
Measures (NOMs). 

The objective is to make substance use treatment services availabte to Medi-Cal beneficiaries 
through utilization of federal and state funds available pursuant to ntre XIX and Title XXI of the 
Social Security Act for reimbursable covered services rendered by certified DMC providers. 

2. Service location 

The servrces shall be performed at applicable facHities in the County of Fresno. 

3. Service Hours 

The services sharl be provided during the workf ng hours and days as defined by the Contractor. 
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4. Project Representatives 

County Contract 
County of Fresno 

#14-90056 
Exhibit A 

A The project representatives during the term of this Agreement will be: 

Department of Health Care Services 

Contract/Grant Manager:Mike Reeves 
Telephone: {916) 327-4886 
Fax: {916) 323-0653 

I Email: Michael.reeves@dhcs.ca.CJl>V 

8 . Direct au fnquiries to: 

I Department of Health Care Services 
I 
!Department of Health Care Services 
!SUD PTRSD - FMAB 
[Attention: Irma Nieves 
Mail Station Code 2629 
P.O. Box 997413 
Sacramento, CA, 9 5899-7777 

Terephone: {916} 323-2087 
Fax: (916) 323-0653 
Email: lrma.nieves dhcs.ca. ov 

Contractor's/Grantee's Name 

County Administrator 
Telephone: (559} 600-9180 
Fax: (559) 600-7673 

Contractor's/Grantee's Name 

Fresno County Dept. of Behavioraf Health 
!Attention: County Administrator 
j 

r 444 'i East Kings Canyon Road 
I Fresno, CA 93702-3604 
I 

Tefephone: {559) 600-9180 
Fax: {559) 600-7673 

C. Either party may make changes to the information above by giving written notice to the other 
party. Said changes shall not require an amendment to this Agreement. 

5. See Exhibjt A, Attachment I, for a detaif ed description of the services to be performed. 
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Exhibit A, Attachment I 
Program Specifications 

Part I - General 

A. Additional Contract Restrictions 

County Contract 
County of Fresno 

#14-90056 
Exhibit A, Attachment I 

This Contract is subject to any additional restrictions, lim1tations, or conditions enacted by 
the Congress, or any statute enacted by the Congress, which may affect the provisions, 
terms, or funding of this Contract in any manner. 

8. NuHification of Drug rvtedi-Cat (DMC) Treatment Program substance use disorder services 
{if appticable) 

The parties agree that if the Contractor fails to comply with the provisions of Welfare and 
lnstHutions Code (W&I) Section 14124.24, all areas related to the DMC Treatment Program 
substance use disorder services shall be null and vofd and severed from the remainder of 
this Contract. 

In the event the Drug Medi-Cal Treatment Program Servfces component of this Contract 
becomes null and void, an updated Exhibit 8 , Attachment I wHI take effect reflecting the 
removal off ederat /l.·1edicaid funds and DMC State General Funds from this Contract. All 
other requirements and conditions of this Contract will remain in effect until amended or 
terminated. 

C. Hatch Act 

Contractor agrees to comply wilh the provlsions of the Hatch Act (Title 5 USC, Sections 
1501 • 1508), ·which limrt the political activities of employees whose principal employment 
acHvities are funded in whole or fn part with federal funds. 

0. No Unla1,vful Use or Unfa\vful Use Messages Regarding Drugs 

Contractor agrees that informaUon produced through these funds, and which pertains to 
drug and a!cohot- related programs, shall contain a clearly written statement that there shall 
be no unfa\vful use of drugs or alcohol associated with the program. Additionally, no aspect 
of a drug or alcohol- related program shaH include any message on the responsible use, if 
the use is unla\vful, of drugs or alcohol {HSC Section 11999-11999.3). By signing this 
Contract, Contractor agrees that it wHI enforce, and wiH require its Subcontractors to 
enforce, these requirements. 
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E. Noncompliance with Reporting Requirements 

County Contract 
County of Fresno 

# 14-90056 
Exhibit A, Attachment I 

Contractor agrees that the State has the right to w ithhotd payments until Contractor has 
submitted any required data and reports to the State, as identified in Exhibit A, Attachment 
I, Part Ill - Reporting Requirements. or as identified in Document 1 F{a), Reporting 
Requirements Matrix for Counties. 

F. Limitation on Use of Funds for Promotion of legalization of Controlled Substances 

None of the funds made avaiiabfe through this Contract may be used for any activity that 
promotes the !egalization of any drug or other substance included in Schedule I of Section 
202 of the Controlled Substances Act {21 USC 812}. 

G. Restriction on rnstribuUon of Sterile Needles 

No funds made available through this Contract shall be used to carry out any program of 
distributing sterile needles or syringes for the hypodermic injection of any illegal drug unless 
the State chooses to implement a demonstration syringe services program for injecting drug 
users with Substance Abuse Preventfon and Treatment Block Grant funds. 

H. Health Insurance Portabrlity and Accountability Act {H !PAA) of 1996 

ff any of the work performed under this Contract is subject to the HIPAA, then Contractor 
shall perform the work in compliance with aU applicable provisions of HlPAA. As identified 
in Exhibit G, the State and County shall cooperate to assure mutual agreement as to those 
transactions betv,men them, to which this Provision applies. Refer to Exhibit G for additional 
information. 

1. Trading Partner Requirements 

(a) No Changes. Contractor hereby agrees that for the personal health 
information {Information), it will not change any definition, data condiUon or 
use of a data element or segment as proscribed in the federal HHS 
Transaction Standard Regufation. (45 CFR Part 162.915 (a)) 

(b) No Additions. Contractor hereby agrees that for the lnformatron, it will not 
add any data elements or segments to the maximum data set as proscribed 
rn the HHS Transaction Standard Regulation. (45 CFR Part 162.915 (b)) 

(c) No Unauthorized Uses. Contractor hereby agrees that for the Information, it 
will not use any code or data etements U1at either are marked ~not used~ in 
the HHS Transaction's lmp!ementation specification or are not in the HHS 
Transaction Standard's impfementaUon specificatfons. (45 CFR Part 
162.915 (c)) 
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Gounty Contract 
County of Fresno 

#14-90056 
Exhibit A, Attachment I 

(d) No Changes to Meaning or Intent. Contractor hereby agrees that for the 
Information, it will not change the meaning or intent of any of the HHS 
Transaction Standard's implementation specification. (45 CFR Part 162.915 
(d)) 

2. Concurrence for Test Modifications to HHS Transaction Standards 

Contractor agrees and understands that there exists the possibiHty that the State or 
others may request an extension from the uses of a standard in the HHS 
Transaction Standards. If tnis occurs, Contractor agrees that it will participate in 
such test modifications. 

3. Adequate Testing 

Contractor is responsible to adequately test all business rules appropriate to their 
types and specialties. If the Contractor is acting as a clearinghouse for enrolled 
providers, Contractor has obligations to adequately test all business rutes 
appropriate to each and every provider type and specfafty for which they provide 
clearinghouse services. 

4. Deficie nde s 

Contractor agrees to cure transactions errors or deficiencies identified by the State, 
and transactions errors or deficiendes identified by an enroUed provider if the 
Contractor is acting as a clearinghouse for that provider. When County is a 
clearinghouse, Contractor agrees to properly communicate defidencres and o ther 
pertinent informatfon regarding electronic transactions to enrolled providers for 
which they provide clearinghouse servrces. 

5. Code Set Retention 

Both Parties understand and agree to keep oper1 code sets being processed or 
used in th is Agreement for at teast the current billing period or any appeal period, 
whichever is tonger. 

6. Data Transm[ssion Log 

Both Parties shaU establish and maintain a Data Transmission Log, which shall 
record any and all Data Transmission taking place between the Parties durlng the 
term of this Contract. Each Party wilf take necessary and reasonabre steps to 
ensure that such Data Transmissron Logs constitute a current, accurate, comptete, 
and unaltered record of any and afl Data Transmissions between the Parties, and 
shall be retained by each Party for no less than twenty-four (24) months foHowing 
the date of the Data Transmission. The Data Transmiss ion Log may be maintained 
on computer media or other su itable means provided that, if it is necessary to do so, 
the information contained in the Data Transmission Log may be retrieved fn a timely 
manner and presented in readable form. 
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County Contract 
County of Fresno 

#14-90056 
Exhibit A, Attachment I 

I. Nondiscrimination and Institutional Safeguards for ReHgious Providers 

Contractor shall establish such processes and procedures as necessary to comply \•1ith the 
provisions of TiUe 42, USC, Section 300x-65 and Title 42, CFR, Part 54t (Reference 
Document 1 B}. 

J. Counselor Certification 

Any counselor providing fntake, assessment of need for services, treatment or recovery 
planning, individual or group counseling to participants, patients, or residents in a OHCS 
licensed or certified program is required to be certified as defined in Tit!e 9, CCR, Division 
4, Chapter 8. (Document 3H} 

K. Cultural and Linguistic Proficiency 

To ensure equal access to quality care by diverse populations, each service prov[der 
receiving funds from this contract shall adopt the federal Office of Minority Health Culturally 
and UnguisUcafly Appropriate Service {CLAS} national standards (Document 3V). 

L. lntravenous Drug Use (IVDU) Treatment 

Contractor shall ensure that individuals in need of IVOU treatment shall be encouraged to 
undergo alcohol and other drug (AOD) treatment (42 USC 300x-23(b} of PHS Act). 

M. Tuberculosis Treatment 

Contractor shall ensure the following re rated to Tuberculosis (TB}: 

1. RouUnely make avaHable TB services to each individuat receivrng treatment for 
alcohol and other drug use and/or abuse; 

2. Reduce barriers to patients' accepting TB treatment; and, 

3. Devefop strategies to improve foHow-up monftoring, particularly after patients leave 
treatment, by disseminating information through educational bulletins and technical 
assistance. 

N. Trafficking Victims ProtecUon Act of 2000 

Contractor and its Subcontractors tllat provide services covered by this Contract shall 
comply with Section 106(g) of the Trafficking Victims Protection Act of 2000 as amended 
(22 U.S.C. 7104). For full text of the award term, go to: 
http://www.sarnhsa.gov/arants/trafficking.aspx 

0. Tribal Communities and Organizations 

Contractor shall regularly assess (e.g. review populaUon information avaHable through 
Census, compare to information obtained in CalOMS Treatment to determine whether 
population is being reached, survey Tribal representatives for insight in potentfaT barriers} 
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County Contract 
County of Fresno 

#14-90056 
Exhibit A, Attachment I 

the substance use service needs of the American Indian/Alaskan Native (Al/AN) poputaUon 
within the County geographic area and shall engage rn regular and meaningful consultation 
and collaboration with elected officials of the tribe, Rancheria, or their designee for the 
purpose of identifying issues/barriers to service deHvery and improvement of the quatity, 
effectiveness and accessibility of services avaHable to Al/NA communities within the 
County. 

P. Participation of County Afcohol and Drug Program Administrators Association of California. 

Pursuant to HSC Section 11801(9), the AOD administrator shall partfcrpate and represent 
the county in meetings of the County Mcohol and Drug Program Administrators AssociaUon 
of California for the purposes of representing the countfes in their relatlonship with the state 
\'iith respect to policies, standards, and administratf on for alcohol and other drug abuse 
services. 

Pursuant to HSC SecUon 11811.S(c), the county alcohol and drug program administrator 
shall attend any specfaf meetings caHed by the Director of OHCS. 

Q. Youth Treatment Gurdelines 

Contractor will follow the guidelines in Document 1V, incorporated by this reference, ~Youth 
Treatment Guidetines/ in developing and imprementing youth treatment programs funded 
under this Exhibit, until such time new Youth Treatment Guidelines are established and 
adopted. No formal amendment of this contract is required for new guidelines to apply. 

R RestricUons on Grantee Lobbying - Appropriations Act Section 503 

No part of any appropriation contained in this Act shall be sued, other than for formal and 
recognized executive-legislative ref aUonships, for publicity or propaganda purposes, for the 
preparaUon, distribution, or use of any kit, pamphlet, booklet, publication, radfo, telev[sfon, 
or video presentation designed to support defeat legislation pending before the Congress, 
except in presentation to the Congress itself or any State legislature, except in presentation 
to the Congress or any State fegislaUve body itself. 

No part of any appropriation contained in this Act shall be used to pay the salary or 
expenses of any grant or contract recipient, or agent during for such recipient, related to 
any acUvfty designed to influence legislation or appropriations pending before the Congress 
or any State legislature. 

S . Nondiscrimination in Emproyment and Services 

By signing this Contract, Contractor certifies that under the laws of the Unlted States and 
the State of California, incorporated into this Contract by reference and made a part hereof 
as if set forth in full, Contractor will not un1avtfully discriminate against any person. 
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T. Federal Law Requirements: 

County Contra ct 
County of Fresno 

#14-90056 
Exhib1t A, Attachment I 

1. Title VI of the Civil Rights Act of 1964, Section 2000d, as amended, prohibiting 
discrimination based on race, color, or national origin in federally funded programs. 

2. Title VIU of the Civil Rights Act of 1968 { 42 USC 3601 et seq.) prohibiting 
discrimination on the basis of race, color. religion, sex, handicap, familial status or 
national origin in the sale or rental of housing. 

3. Age Discrimination Act of 1975 { 45 CFR Part 90), as amended ( 42 USC Sections 
6101 - 6107), which prohibits discrimination on the basis of age. 

4. Age DiscriminaUon in Employment Act (29 CFR Part 1625} 

5. TiUe I of the Americans with Disabilities Act {29 CFR Part 1630) prohibiting 
discrimination against the disabled in employment 

6. TiUe 11 of the Americans with DJsabilitles Act {28 CFR Part 35) prohibiting 
discrimination against the disabled by public entiUes 

7. Titfe m of the Americans \'.lith 01sabHitres Act (28 CFR Part 36) regardtng access 

8. Section 504 of the Rehabllitation Act of 1973, as amended (29 USC Section 794), 
prohibiting discrimination on the basts of handicap 

9. Executive Order 11246 {42 USC 2000{e) et seq. and 41 CFR Part 60} regardfng 
nondiscrimination in employment under federal contracts and construcUon contracts 
greater than $10,000 funded by federal financial assistance 

10. Executive Order 13166 {67 FR 4 '1455) to_ improve access to federal services for 
those with limited English proficiency 

11. The Drug Abuse Office and Treatment Act of 1972, as amended, relating to 
nondiscrimination on the basis of drug abuse 

12. The Comprehensive Alcohol Abuse and Afcoholism Prevention, Treatment and 
Rehabilitation Act of 1970 {P.L. 91-616), as amended, relating to nondiscrimination 
on the basis of alcohol abuse or a1cohotism. 

U. State Law Requirements: 

1. Fair Employment and Housing Act (Government Code Section 12900 et seq.) and 
U,e applicable regulations promufgated thereunder (California Administrative Code, 
Title 2, Section 7285.0 et seq.). 

2. Title 2, Dlvision 3, Article 9.5 of the Government Code, commencing with Section 
11135. 
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3. Title 9, Division 4, Chapter 8 of the CCR, commencing with Section 10800 

4. No state or federal funds shall be used by the Contractor or its Subcontractors for 
sectarian worship, instruction, or proselytization. No state funds shall be used by 
the Contractor or its Subcontractors to provide direct, immediate, or substantial 
support to any religious activity. 

5. Noncompliance ·with the requirements of nondiscrimrnatfon in services shall 
constitute grounds for state to withhold payments under this Contract or terminate 
an, or any type, of funding provided hereunder. 

V. This Contract is subject to any additionat restrictions, limitations, or conditions enacted by 
the federal or state governments after affect the provisions, terms, or funding of this 
Contract in any manner. 

W. Subcontract Provisions 

Contractor shall include all of the foregoing provisions in all of its subcontracts. 
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Part U - Definitions 
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#14-90056 
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The v,ords and terms of this Contract are intended to have their usual meanings unless a particular 
or more Hmited meaning is assocfated wHh their usage pursuant to Division 10.5 of HSC, Section 
11750 et seq., and Tit!e 9, CCR, Section 9000 et seq. 

A. "Available Capacity" means the total number of units of servcce (bed days, hours, slots, 
etc.) that a Contractor actually makes avaHab!e in the current fiscal year. 

B. 11Contractor" means the county ldentified jn the Standard Agreement or the department 
authorized by the County Board of Supervisors to administer substance use disorder 
programs. 

C. "Corrective Action Plan" {CAP) means the ,mitten ptan of action document \Vhich the 
Contractor or its subcontracted service provider devefops and submfts to DHCS to address 
or correct a deficiency or process that is non-compliant wlth laws, regulations or standards. 

D. "County" means the county in which the Contractor physically provides covered substance 
use treatment services. 

E. "County Realignment Funds" means Behavioral Health Subaccount funds received by 
the county as per California Code Section 30025. 

F. "Days" means calendar days, unless othef\vise specified. 

G. "Dedicated Capacity" means the historically calcutated service capacity, by modality, 
adjusted for the projected expansion or reduction in services, which the Contractor agrees 
to make availabte to provide non-Drug Medi-Cal substance use disorder services to 
persons e!igibte for Contractor services. 

H. "Final Allocation" means the amount of funds identified in the fast allocation letter issued 
by the State for the current fiscal year. 

I. "Final Settlement" means permanent settlement of the Contractor's actual allowable costs 
or expenditures as determined at the time of audit, which shall be completed within three 
years of the date the year-end cost settlement report was accepted for interim settlement by 
the State. If the audit is not completed within three years, the interim settlement shall be 
considered as the final setUement. 

J. "Interim Settlement" means temporary settlement of actual allowable costs or 
expenditures reflected in the Contractor's year-end cost settlement report. 
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K. ..Maximum Payable .. means the encumbered amount reflected on the Standard 
Agreement of this Contract and supported by Exhibit B, Attachment I. 

L. "Modality .. means those necessary overall general servlce acUvities to provide substance 
use disorder services as described in Division 10.5 of the HSC. 

M. "Non-Drug Medi-Cal Amount" means the contracted amount of SAPT Block Grant funds 
for services agreed to by the State and the Contractor. 

N. "Performance" means providing the dedicated capacity in accordance with Exhibit B, 
Attachment I. and abiding by the terms of this Exhibit A, including all appficable state and 
federal statutes, regulations, and standards, including Alcohol and/or Other Drug 
Certification Standards {Document 1 P), in expending funds for the provisfon of alcohol and 
drug services hereunder. 

0. "Preliminary Settlement" means lhe settlement of only SAPT funding for counttes that do 
incfude DMC funding. 

P. "Revenue" means Contractor's income from sources other than the State allocation. 

Q. "Service Area" means the geographical area under Contractor's jun'sdiction. 

R. "Service Element" is the specific type of servrce performed v,ithin the more genera[ 
service modafiUes. A list of the service modalitfes and service elements and service 
elements codes is incorporated into this Contract as Document 1H(a) "Service Code 
Descriptions". 

S. "State" means the Department of Health Care Services or DHCS. 

T. "Unit of Service" means the type of unit used to quantify the service modalitiesfe1ements. 
The units of servfces are listed befow: 

Support Services staff hours 
Primary Prevention Services N/A 
Secondary Preventlon Services staff hours 
Nonresidential Services (Outpatient and Aftercare) staff hours 
Intensive Outpatient Services visit days 
Residential Treatment Services bed days 
Narcotic Treatment Program 

Inpatient OetoxificaHon 
Outpatient Detoxification 
Narcotfc Reptacement Therapy 

l\·1ethadone 
Ancillary Services 
Driving Under-the-Influence 

bed days 
slot days 
slot days 

staff hours 
persons served 

U. "Utilization" means the total actual units of service used by dients and participants. 
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The words and terms of this Contract are intended to have therr usual meaning untess a specrfic or 
more limited meaning is assocfated v,ith their usage pursuant to the HSC, Title 9, arid/or Title 22. 
Definitions of covered treatment modalities and services are found in Title 22 (Document 2C) and 
are incorporated by this reference. 

A. "Administrative Costs" means the Contractor's actual direct costs, as recorded in the 
Contractor's financial records and supported by source documentation, to administer the 
program or ar1 activity to provide service to the DMC program. Administrative costs do not 
include the cost of treatment or other direct services to the beneficfary. Administrative costs 
may include, but are not !imited to, the cost of training, programmatic and financial audit 
reviews, and activitfes related to biHing. Administrative costs may include Contractor's 
overhead per the approved indirect cost rate proposal pursuant to 01\-18 Circutar A-87 and 
the State Controller's Office Handbook of Cost Plan Procedures. 

B. 11Authorization" is the approval process for DMC Services prior to the submission of a 
DMCc!aim. 

C. "Beneficiary" means a person who: (a) has been determined eligible for Medi-Car; (b} is 
not [nstituUonarized; (c) has a substance-refated disorder per the "Diagnostic and StatisUcal 
fl.1anuar of Mental rnsorders Ill Revised (DSM}," and/or DSM IV criteria; and {d) meets the 
admission criteria to receive DMC covered services. 

D. "Certified Provider" means a substance use disorder clinic and/or sateHite clinic location 
that has received certification to be re[mbursed as a DMC clinic by the State to provide 
services as described in Title 22, CaHfornia Code of Regulations, Section 51341.1. 

E. "Covered Services" means those DMC services authorized by Title XIX or Title XXI of the 
Social Security Act; Title 22 Section 51341.1; W&I Section 14124.24~ and California's 
Medicaid State Plan. 

F. "Direct Provider Contract" means a contract established between the State and a Drug 
Medi-Cal certified provider entered into pursuant to this Agreement for the provision of Drug 
Medi-Cal servrces. 

G. "Drug Medi-Cal Program" means the state system 11,vherein benefidaries receive covered 
services from DrvlC-certified substance use disorder treatment providers. 

H. "Drug Medi-Cal Termination of Certificationu means the provider is no !anger certrfied to 
parttcipate in the Drug Medi-Cal program upon the State's issuance of a Drug lv1edi-Cal 
Terminatton of CertificaUon Termination notice. 

1. "Early and Periodic Screening, Diagnosis, and Treatment Program (EPSDT}" means 
the federalry mandated Medicaid benefit that entitles full-scope Medi-Cal-covered 
beneficiaries less than 21 years of age to receive any Medicaid service necessary to correct 
or ameliorate a defect, mental illness, or other condition, such as a substance-related 
disorder, that ls discovered during a health screening. 
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J. 11EPSDT (SuppJementa1 Service)" means the supplemental individual outpatient drug-free 
(ODF) counseling services provided to beneficiaries eligible for the EPSDT program. 
SuppTemental individual ODF counseling consists of any necessary individual substance 
use disorder counse!ing not otherwise induded rn the ODF counseling modality under the 
DMC program. 

K. "Provjder Certification" means the provider must be certified in order to participate in the 
Medi-Cal program. 

L. 11Federal Financial Participation (FFP)" means the share of federal Medicaid funds for 
reimbursement of DMC services. 

M. "Medical Necessity" means those substance use treatment servfces that are reasonable 
and necessary to protect life, prevent significant ilrness or disability, or alleviate severe pain 
through the diagnosis and treatment of a disease, illness, or injury or, in the case of 
EPSDT, services that meet the criteria specified in Tille 22, Sections 51303 and 51340.1 . 

N. "Minor Consent DMC Services" are those covered services that, pursuant to Family Code 
Section 6929, may be provided lo persons 12-20 years old wtthout parental consent. 

0. "Narcotic Treatment Program" means an outpatient clinic licensed by the State to provide 
narcotic replacement therapy directed at stabilizaUon and rehabilitation of persons who are 
opiate-addicted and have a substance use diagnosis. 

P. 11Payment Suspension" means the Drug Medi-Cal certified provider has been issued a 
notice pursuant to W&! 14107 .11 and is not authorized to receive payments after the 
payment suspension date for DMC services, regardless of when the service was provided. 

a. "Perinata1 DMC Services" means covered services as weB as mother/child habilitative and 
rehabilitative services; services access (i.e., provision or arrangement of transportation to 
and from medically necessary treatment}; education to reduce harmful effects of alcohol 
and drugs on the mother and fetus or infant; and coordination of ancillary services (TiUe 22, 
Section 51341.1(c} 4). 

R. "Postpartum", as defined for OMC purposes, means the 60-day period beginning on the 
last day of pregnancy, regard!ess of whether other conditf ons of eligibility are met. Eligibility 
shall end on the last day of the calendar month in which the 60ti1 day occurs. 

S. "Post Service Post Payment (PSPP} Utilization Review" means the review for program 
compliance and medical necessity conducted by the State after service was rendered and 
paid. State may recover prior payments of Federal and State funds if such review 
deteITTlines that the services did not comply with the applicabte statutes, regulations, or 
standards (Cal. Code Regs. Tit. 22, Section 51341.1). 

T. "Projected Units of Service" means the number of reimbursabte Drv\C units of service, 
based on historical data and current capacity, the Contractor expects to provide on an 
annual basis. 
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U. "Provider of DMC Services" means any person or entity that provides direct substance 
use treatment services and has been certified by State as meeting the standards for 
partfcfpation 1n the DMC program set forth in the ilDMC Certification Standards for 
Substance Abuse Clinics", Document 2E and ~standards for Drug Treatment Programs 
(Oclober 21, 1981)", Document 2F. 

V. "Re-certification" means the process by which the certified clinic and/or satellite program 
is required to submit an application and specffied documentation, as determfned by DHCS, 
to rematn eligible to participate in and be reimbursed in through the DMC program. Re­
certificaUon shall occur no 1ess than every five years from date of previous Drv1C 
certification or re-certification. 

W. 'jSatellite Site" has the same meaning as defined tn the DMC Certification Standards for 
Substance Abuse Clinics. 

X. '1 Statewide Maximum Allowances (SMA}" means the maximum amount authorized to be 
paid by DMC for each covered unit of service for outpatient drug free, intensive outpatient 
treatment, perinatal res1dential, and NaUrexone treatment services. WhHe the rates are 
approved by the State, they are subject to change through the regulaUon process. The 
SMA for FY 2014-15 is listed in the ~unit of Servicen table in Exhibit B, Part V. 

Y. 1'Subcontract" means an agreement between the Contractor and its Subcontractors. A 
Subcontractor shaH not delegate its obligatfon to provide covered services or otherwise 
subcontract for the provision of direct patient/client services. 

Z. "Subcontractor" means an individual or entity that is DMC certified and has entered into 
an agreement with the Contractor to be a provider of covered services. It may also mean a 
vendor who has entered into a procurement agreement with the Contractor to provide any 
of the administrative functions related to fulfilling the Contractor's obHgations under the 
terms of this Exhibft A, Attachment I. 

AA. 11Temporary Suspensionu means the provider is temporarily suspended from participating 
in the DMC program as authorized by W&I Section 14043.36(a). The provider cannot bHI 
for DMC servtces from the effective date of the temporary suspension. 
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Contractor agrees that the State has the right to wlthhord payments until Contractor has submitted 
any required data and reports to the State, as identffied in this Exhibit A, Attachment I or as 
identified in. Document 1 F(a), Reporting Requirement Matrix for Counties. 

A. Quarterly Federal Financial Management Report {QFFMR) 

The QFFMR must be subm1tted to reflect quarterly SAPTBG expenditures. 

For lhe beginning of each federal award year, the due dates are: 

March 1 for the period October through December 
June 1 for the period January through March 
September 1 for the period April through June 
December 1 for the period July through September 

B. Year-End Cost SetUement Reports 

Pursuant to W&I SecUon 14124.24 Contractor shall submit to the State, on November 1 of 
each year, the following year-end cost settlement documents by paper or electronic 
submission for the prevtous fiscar year: 

1. Document 2P, County Certification Year-End Claim for Reimbursement 

2. Document 2P(a) and 2P{b), Drug Medi-Cal Cost Report Forms for Intensive 
Outpatient Treatment for Non-Perinatat or Perinatal (if applicable) 

3. Document 2P(c) and 2P{d}, Drug Medi-Cal Cost Report Forms for Outpatient Drug 
Free Individual Counseling for Non-Perinatal or Perinatal (if app!icabfe} 

4. Document 2P{e) and 2P{f), Drug Medi-Cal Cost Report Forms for Outpatient Drug 
Free Group CounseHng for Non-Perinatal or Perinatal {if applicable} 

5. Document 2P(g}, Drug Medi-Cal Cost Report Forms for Resf dentia1 for Perinatal {if 
appHcab!e) 

6. Document 2P(h) and 2P(i), Drug Medi-Cal Expend1ture Forms for Narcotic 
Treatment Programs for Non-Perinatal or Perinatal {if applicable) 

Electronic program as prescribed by the State that contafns the detarled cost report data 
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Contractors or providers that bill the State or the County for services idenUfied in Section 
51516.1 of Title 22 shall submit claims in accordance v,ith the Department of Hearth Care 
Services DMC Prov]der B111ing Manual. 

Claims for DMC reimbursement shall include only those services covered under Title 22, 
Section 51341. 1{c-<l) and administrative charges that are aHowed under W&IC, Sections 
14132.44 and 14132.47. 

1. Contractor shall certffy the public expenditure was made prior to submitting a claim 
for refmbursement. Contractor shall submit the "Certtfied Public Expenditure" form 
at the time of submitttng the electronic Drug Medi-Cal claim, 42 CFR Section 
433.51. Contractor shall submit to the State the Drug Medi-Cal Certification Form 
DHCS Form DHCS 100224A {Document 40) for each claim me submitted for 
reimbursement of the federal Medicaid funds. 

2. DMC service claims shaH be submitted electron1cally in a Health Insurance 
Portability and Accountability Act (HIPAA) compHant format {837P}. All adjudicated 
claim information must be retrieved by the Contractor via an 835 HIPAA compliant 
format (Health Care Claim Payment/Advice). 

3. The following forms shall be prepared as needed and retained by the provider for 
review by State staff: 

(a) Multiple Billing Override Certification (MC 6700), Document 2K 

(b) Good Cause Certification {MC 6065A), Document 2L{a} 

(c) Good Cause Certification {MC 60658), Document 2L{b} 

In the absence of good cause documented on the Good Cause Certification (MC 
6065A or 60658) form, claims that are not submitted wlthin 30 days of the end of the 
month of service shall be denied. The existence of good cause shall be determined 
by the State in accordance with Title 22, CCR, Sections 51008 and 51008.5. 

4. Certified Public Expenditure County Administration 

Separate from direct service claims as identified in #2 above, county may submit an 
invoice for administrative costs for administering the DMC program on a quarterly 
basis. The form requesting reimbursement shall be submitted to DHCS. 

5. U white completing the UtilizaUon Review and Qual1ty Assurance requirements of 
this Exhibit A. Attachment I, Part V, Section 4 any of the Contractor's skil led 
professional medical and personnet and directly supporting staff meet the criteria set 
forth in 42 C.F.R. 432.50(d)(1 }, then the Contractor shall submit a written request 
that specifically demonstrates how the skilled professional medical personne, and 
dlrectly supporting staff meet all of the app[icable criteria set forth in 42 C.F.R. 
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432.50(5}( 1} and outlines the duties they will perform to assist the Department, or 
the Department's skilted professional medical personnel, f n activities that are direcUy 
related to the admf nistration of the Drug Medi-Cal Program. The Department shall 
respond to the Contractor's written request \Nithin 20 days with either a written 
agreement pursuant to 42 C.F. R. 432.50{d)(2} approving the request or a written 
explanatlon as to why the Department does not agree that the Contractor's skilled 
professional medical personnel and directly supporting staff do not meet the criteria 
set forth in 42 C.F.R. 432.50(d)(1}. 

D. California Outcomes Measurement System (CalOMS) for T reatment (CatOMS-Tx) 

The CalOMS-Tx business rules and requirements are: 

1. Contractor contracts with a software vendor that compHes with the CalOMS-Tx data 
coHection system requirements for submission of Ca10MS-Tx data. A Business 
Associate Agreement {BAA} must be estab[ished beti.•;een the Contractor and the 
software vendor. The BAA must state that DHCS [sallowed to return the processed 
CalOMS-Tx data to the vendor that supplied the data to DHCS. 

2. Contractor shall conduct information technotogy {fT) systems testing and pass State 
certification testing before commencing submission of Ca10MS-Tx data. If the 
Contractor subcontracts wlth vendor for IT services, Contractor ls responsib[e for 
ensuring that the subcontracted IT system is tested and certified by the DHCS prior 
to submitting Ca!OMS-Tx data. If Contractor changes or modifies the Ca10MS-Tx IT 
system, then Contractor shall re-test and pass state re-certification prior to 
submitting data from new or modified system. 

3. Erectronic submission of CalOMS-Tx data is due 45 days from the end of the last 
day of the report month. 

4. Contractor shall comply with data collection and reporting requirements established 
by the DHCS CatOMS-Tx Data Collection Gulde {Document 3J) and all former 
Department of Alcohol and Drug Programs Bulletins and DHCS Information Notices 
re!evant to Ca!OMS-Tx data collectton. 

5. Contractor shall submit CalOMS-Tx admission, discharge, annual update, 
resubmissions of records containing errors or in need of correction, and "provider no 
activity"' report records fn an electronic format approved by DHCS. 

6. Coritractor shall comply with the CalOJ\·18-Tx Data Compliance Standards 
established by DHCS tdentified in Document 38 for reporting data content, data 
quality, data completeness, reporting frequency, reporting deadlines, and reporting 
method. 

7. Contractor shall participate in CalOMS-Tx informational meetings, trainings, and 
conference calls. 

8 . Contractor shall imptement and maintain a system for collecting and e1ectronicaHy 
submitting CalOMS-Tx data. 
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9. Contractor shall meet the requfrements as identlfied in Exhib1t G, Privacy and 
Information Security Provisions and Exhibit G, Attachment I - SSA Agreement 2014. 

E. California Outcomes Measurement System (CalOMS} for Prevention (CalOMS-Pv} 

The Ca10MS-Pv Bustness Rules and Requirements are: 

1. By utilization of the CalOMS Prevention User Manual, Contractor shall comply with 
requirements which address the collection of information required fn the SAPT Block 
Grant. 

2. PrevenUon services/activity data is to be reported by CalOMS-Pv by all funded 
prfmary prevention providers. Services are to be reported by the date of occurrence 
on a monthry basis. No more than one week's data shall be aggregated into one 
reported service. 

3. AH Cat0/l.·1S-Pv serv1ce/activity data shall be reviewed by each county and rereased 
to the State no fater than 30 days tonowing the close of each quarter. The reporting 
quarters are: July through September; October through December, January through 
March; and April through June. 

4. Reporting progress on prevenUon goals and objectives via the Evaruation Module 
within CatOMS-Pv shall be done on an annuar basis. This information is due no 
later than September 30th of each fiscal fiscal year. 

5. If the Contractor cannot submit CalOMS-Pv data by the es tab ti shed due dates, the 
Contractor shall submit a written request for an extension. The DHCS will make a 
decision and issue a written response on the request for an extension prior to the 
established due date. 

6. Contractor shall participate fn CalOMS-Pv informational meetings, trainings, and 
conference caUs. 

F. carOMS-Tx and CalOMS-Pv Genera! Information 

1. If the Contractor experiences system or service failure or other extraordinary 
circumstances that affect its ability to timely submit CalOMS-Tx and/or CalOMS-Pv 
data, and or meet other CalOMS-Tx and/or Ca10MS-Pv data compliance 
requirements, Contractor shall report the problem in writing before the establisned 
data subm1ssfon deadlines. The written notice shall indude a remediation plan that 
is subject to review and approval by the State. A grace period of up to sixty (60} 
days may be granted, at the State's sole discretion, for the Contractor to resolve the 
problem before non-DMC payments are \'Jithhetd. 
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2. ff the State experiences system or service failure, no penaltres will be assessed to 
the Contractor for late data submission. 

3. Contractor sha11 comply with the treatment and preventron data quality standards 
established by the State. Failure to meet these standards on an ongoing basis may 
result in withholding non-DMC funds. 

4. If the Contractor submits data after the established deadlines, due to a delay or 
problem, Contractor is still responsible for collecting and reporting data from Ume of 
delay or problem. 

G. Drug and Treatment AcCBss Report {DATAR) 

The DATAR business rules and requirements are: 

1. The Contractor shall be responsible for ensuring that the Contractor-operated 
treatment services and all treatment providers with whom Contractor makes a 
contract or otherwise pays for the services, submit a monthly DAT AR report in an 
electronic copy format as provided by the State. 

In those instances where the Contractor maintains, either directly or indirectly, a 
central intake unit or equivalent which provides intake services including a waiting 
fist, the Contractor shaH identify and begin submitting monthly DA TAR reports for 
the central intake unit by a date to be specified by the State. 

2. The Contractor shall ensure that all DAT AR reports are submitted by either 
Contractor-operated treatment services and by each subcontracted treatment 
provider to the State by the 1 ot~ of the month following the report activity month. 

3. The Contractor shall ensure that all applicable providers are enrolled in the State's 
web-based DATARWeb program for submission of data, accessibte on the DHCS 
website when executing the subcontract. 

4. If the Contractor or its subcontractor experiences system or service faiture or other 
extraordinary circumstances that affect its ability to timely submit a monthly DATAR 
report, and/or to meet data comp Hance requirements, the Contractor shall report the 
problem in writing before the established data submission deadlines. The written 
notice shall include a correcUve action plan that is subject to review and approval by 
the State. A grace period of up to sixty (60} days may be granted, at the State's 
sole discretion, for the Contractor to resolve the problem before non-DMC payments 
are withheld (See Exhibit B, Part II, Sectfon 2). 

5. If the State experiences system or service failure, no penatties will be assessed to 
Contractor for late data submission. 

6. The Contractor shall be consrdered compliant if a minimum of 95% of required 
DATAR reports from the Contractor's treatment providers are received by the due 
date. 
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Contractor shall submit annually the totat number of referrals necessitated by relfgrous 
objection to other altemaUve substance abuse providers. This informaUon must be 
submitted to DHCS in a format prescribed by DHCS and at Hme required by DHCS 
{reference ADP Bulletin 04-5). 

I. Subcontractor Documentation 

Contractor shall require its Subcontractors tt,at are not licensed or certified by the State to 
submit organizational documents to the State \vi thin thirty (30) days of its execution of an 
initfat subcontract, within ninety {90) days of the renewal or continuation of an existing 
subcontract or when there has been a change fn Subcontractor name or ownership. 
Organizational documents shall incTude the Subcontractor"s Articles of Incorporation or 
Partflership Agreements {as appficable), and business licenses, fictitious name permits, 
and such other information and documentation as may be requested by the State. 

J. Failure to meet required reporting requirements shall result in: 

1. The DHCS will issue a Notice of Deficiency {Deficlencies) to Contractor regarding 
specified providers with a deadline to submit the required data and a request for a 
Corrective AcUon Plan (CAP) to ensure timely reporting in the future. The State wfll 
approve or reject the CAP or request revisions to the CAP ·which shall be 
resubmitted to the State within thirty (30} days. 

2. If the Contractor has not ensured compliance with the data submission or CAP 
request \Vithin the designated timeline, then the State may withho!d funds until all 
data is submitted. The State shall inform the Contractor when funds will be 
wtthhe!d. 
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PART lV - Non·Drug Medi-Cal Substance Use Disorder Treatment Services 

Section 1. General Provisions 

A. Restricttons on Salaries 

Contractor agrees that no part of any federal funds provided under this Contract shall be 
used by the Contractor or its Subcontractors to pay the salary and v,ages or an individual at 
a rate in excess of Level i of the Executive Schedule. Salary and wages schedules may be 
found at htto://v,.n.V\v.opm.gov/oca. SAPT Block Grant funds used to pay a safary in excess 
of the rate of bas[c pay for Level I of the Executive Schedule shall be subject to 
disaHowance. The amount disal!mved shall be determined by subtracting the individual's 
actual satary from the Level I rate of basic pay and mu1tiplytng the result by the percentage 
of the individual's salary that was paid w1th SAPT B!ock Grant funds {Reference: Terms 
and Conditions of the SAPT Block Grant award.} 

B. Primary Prevention 

1. The SAPT Block Grant regulation defines ~Primary Prevention Programs~ as those 
programs directed at "individuals who have not been determined to require 
treatment for substance abuse~ ( 45 CFR 96.121 }. Primary Prevention includes 
strategies, programs and initiatives which reduce both direct and indirect adverse 
personal, social, health, and economic consequences resufting from problematic 
AOD avai labrlity, manufacture, d[stribution, promotion, sales, and use. The destred 
result of primary prevenUon is to promote safe and healthy behavfors and 
environments for individuals, families and communities. The Contractor shall 
expend not less than its aHocated amount or the Substance Abuse Prevention and 
Treatment (SAPT) Block Grant on primary prevention as described in the SAPT 
Block Grant requirements {45 CFR 96.125). Inappropriate use of these funds for 
non-primary prevenUon services w[II require repayment of SAPT Block Grant funds. 

2 . Th1s contract and any subcontract shall meet data reporting requirements for 
capac1ty, process and outcome as required by federal grant requirements. In 
addiUon to the Center for Substance Abuse Prevention (CSAP's) six strategies of 
lnformaUon Dlssemination, Educat1on, Alternative, Problem ldentificatlon and 
Referral, Community-Based Process, and Envrronmental, the data for the Institute of 
Medicine prevention categories of Universal, Se!ective and Indicated must be 
reported. 

3. Use of the Strategtc Prevention Framework (SPF) is mandatory for air counties and 
SPF-required data must be submitted via Ca!Drv1S Prevention as evidence of 
engagement and use of the practices. Adherence to the SPF by subcontractors is 
at the discreUon of the subcontracting county. 
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4. No rater than January 31 of each year, contractor shall submit a Prevention Mid­
Year Budget to DHCS indicating how the SAPT Block Grant 20% Primary 
Prevention Set-Aside shall be spent. Examples of a Prevention Mid-Year Budget 
and supporting documentation can be viewed at 
httos~/Jcaprev.kithost.net/caprevent2013/oLandKB.aspx (setect Library, Fiscat -
Prevention "'·lid-Year Budget Example for FY XX-XX}. 

C. Perinatal Services Network Guidelines 2014 

Contractor shaH comply with the requirements for perinatal programs funded under Exhibft 
A, Attachment I, contained in Document 1G, incorporated by this reference, "Perinatal 
Services Net\vork Guidelines 2014" untH such time new Perinatal Services Network 
Guidelines are established and adopted. No formal amendment of this contract is required 
for new guidelines to apply. 

0 . Funds 1dentified in this contract shall be used exclusively for county alcollol and drug abuse 
servtces to the extent activities meet the requirements for receipt of federal block grant 
funds for prevention and treatment of substance abuse described l subchapter XVII of 
Chapter 6A of TiUe 42 of the United State Code. (Health and Safety Code sect1on 18100 et. 
seq.) 

Section 2 - Formation and Purpose 

A. Authority 

State and the Contractor enter into this Exhibit A, Attachment I, Part IV, by authority of 
Chapter 3 of Part 1, Division 10.5 of the Health and Safety Code (HSC) and with approval 
of Contractor's County Board of Supervisors (or designee) for the purpose of providing 
alcohol and drug services, which will be reimbursed pursuant to Exhibit A, Attachment I. 
State and the Contractor identified in the Standard Agreement are the only parties to this 
Contract. This Contract is not intended, nor shall it be construed, to confer rights on any 
third party. 

B. Control Requirements 

1. Performance under the terms of this Exhibit A, Attachment !, Part IV, is subject to all 
appHcabte federal and state laws, regulations, and standards. In accepting the 
State drug and alcohol combined program allocation pursuant to HSC Sections 
11814(a} and (b), Contractor shall: {i) establish, and shalf require its Subcontractors 
to establish, written procedures consistent v-1[th the fol!owing requ irements; (ii) 
monitor for compfiance with the written procedures; and { iii) be held accountabte for 
audit exceptions taken by the State against the Contractor and its Subcontractors 
for any failure to comply wlth these requtrements: 

(a) HSC, Division 10.5, commencing with Section 11760; 

(b) Title 9, California Code of Regulations (CCR} {herein referred to as TiUe 9), 
Division 4, commencing with Section 9000; 
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(d) Government Code, Article 7, Federally Mandated Audits of Block Grant 
Funds Allocated to Local Agencies, Chapter 1, Part 1, Division 2, Title 5, 
commencing at Section 53130; 

{e} Title 42 United State Code {USC), Sections 300x-21 through 300x-31,_300x-
34, 300x-53, 300x-57, and 330x-65 and 66; 

(f) The Single Audit Act Amendments of 1996 (TiUe 31, USC Sections 7501-
7507} and the Office or Management and Budget (OMS) Circular A-133 
revised June 27, 2003; 

(g) Title 45, Code of Federal Regutations {CFR), Sections 96.30 through 96.33 
and SecUons 96.120 through 96.137; 

(h) Trtle 42, CFR, Sections 8.1 through 8.34; 

{i} Title 21, CFR, Sections 1301.01 through 1301.93, Department of Justice, 
Controlled Substances; and, 

{j) State Administrative Manual (SAM), Chapter 7200 (General Outline of 
Procedures). 

Contractor shall be familiar with the above laws, regulations, and guidance and shall 
assure that its Subcontractors are also famil iar with such requirements. 

2. The provisions of this Exhibit A, Attachment I, Part IV, are not intended to abrogate 
any provrsfons of taw or regulation, or any standards existing or enacted during the 
term of this Contract. 

3. Contractor shafl adhere to the appficab!e provis1ons of TiUe 45, CFR. Part 96, 
Subparts C and L, as appficabte, in the expenditure of the SAPTBG funds. 
Document 1A, 45 CFR 96, Subparts C and L, is incorporated by reference. 

4. Documents 1C and 1D(b), incorporated by this reference, contain additional 
requirements that shaH be adhered to by those Contractors that receive the types of 
funds specified by each document. These exhibits and documents are: 

{a} Document 1C, Driving-Under-the-Influence Program Requirements; 

{b) Document 1 D(b ), SAPT Female Offender Treatment Project (FOTP). 
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5. In accordance w tth the Fiscal Year 2011-12 State Budget Act and accompanying 
law (Chapter 40, Statues of 2011 and Chapter 13, Statues of 2011, First 
Extraordlnary Sessron), contractors that provide Women and ChHdren's Residential 
Treatment Servtces sharl comply \.Vith the program requirements {Section 2.5. 
Required Supplemental/Recovery Support Services) of the Substance Abuse and 
Mental Health Services AdminfstraUor'l's Grant Program for Residential Treatment 
for Pregnant and Postpartum Women, RFA found at 
http:I/Mvw.samhsa.gov/Grants/2008/ti 08 009.doc 

Section 3 - Performance Provisions 

A. Monitoring 

1. Contractor's performance under this Exhibit A, Attachment I, Part IV, shall be 
monitored by the State during the term of this Contract. Monitoring criteria shall 
include, but not be limited to: 

(a) Whether the quantity of work or services berng performed conforms to 
Exhibit B; 

(b) Whether the Contractor has estabHshed and is monitoring appropriate quality 
standards; 

{c) Whether the Contractor is ab1dlng by all the terms and requfrements of this 
Contract; 

{d} Whether the Contractor is ab1ding by the terms of the Perinatal Services 
Network Gu1defines (Document 1G); and 

{e} Contractor shafl conduct annual onsite monitoring reviews of servrces and 
subcontracted services for programmatic and fiscal requirements. 
Contractor shaU submit copy of their monitoring and audit reports to DHCS 
within two weeks of issuance. 

2. FaHure to comply with the above provisions shall constitute grounds for the State to 
suspend or recover payments, subject to the Contractor's right of appeal, or may 
result in termination of the Contract or both. 

B. Performance Requirements 

1. Contractor shall provlde services based on funding set forth in Exhibit B, Attachment 
I, and under the terms of this Contract. 

2. Contractor shall provide services to all etigible persons in accordance v,ith federal 
and state statutes and regulations. Contractor shafl assure that in planning for the 
provisfon of services, the folfowing barriers to services are considered and 
addressed: 
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{a) Lack of educationar materiafs or other resources for the provision of 
services; 

(b) Geographic isolation and transportation needs of persons seeking services 
or remoteness of services; 

(c) Jnstitutional, cultural, and/or ethnfcrty barriers; 

(d} Language drfferences; 

(e} Lack of service advocates; 

(f) FaHure to survey or other.vise identify the barriers to service accessibility; 
and, 

(g) Needs of persons \vith a disabiltty. 

3. Contractor shall comply with any additional requirements of u,e documents that 
have been incorporated herein by reference, including, but not limited to, those on 
the "List of Exhibit A. Attachment I Documents incorporate by Reference for Fiscal 
Year 2014-15" which is attached to Exhibit A, Attachment I. 

4. Amounts awarded pursuant to Exhibit A, Attachment I shall be used exclusively for 
providing alcohol and/or drug program services consistent with the purpose of the 
funding. 

5. DHCS shall issue a report to Contractor after conducting monitoring, utillzation, or 
auditfng revrews of county or county subcontracted providers. When the DHCS 
report identifies non-compliant services or processes, it shall require a CAP. The 
Contractor, or in coordination with its subcontracted provider, shaH submit a CAP to 
DHCS \Nithin the designated timef rame specified by DHCS. 

6. The CAP shall include a statement of the problem and the goal of the actions the 
Contractor and or its sub-contracted provider will take to correct the defidency or 
non~compliance. The CAP shall: 

(a) Address the specific actions to correct deficiency or non-compliance 

(b) Identify who/which unit(s) will act; who/which unit(s} are accountable for 
acting; and 

(c) Provide a timeline to comptete the actions. 
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Part V: Drug Medi-Cal Treatment Program Substance Use Disorder Services 

Section 1. Formation and Purpose 

A. This Exhibit A, Attachment l, Part V of the Contract is entered fnto by and between the 
State and the Contractor for the purpose of identifyrng and providing for covered DMC 
services for substance use disorder treatment in the Contractor's service area pursuant to 
Sections 11848.S(a) and (b) of the Health and Safety Code (hereinafter referred to as 
HSC), Sections 14124.20, 14021.51 -14021.53, and 14124.20- 14124.25 of the W&l, 
and Title 22 of the Catifornra Code of Regulations (here[nafter referred to as Title 22), 
SecUons 51341. 1, 51490.1, and 51516.1. 

B. It is further agreed this Contract is controlled by applicable provis[ons of: (a) the W&I, 
Chapter 7, Sections 14000, et seq., fn particular, but not limited to, Sections 14100.2, 
14021, 14021.5, 14021.6, 14043, et seq., (b) Tit!e 22, including but not limited to Sections 
51490.1, 51341.1 and 51516.1; and (c) Division 4 of Title 9of the Cafifornia Code of 
Reguratrons (hereinafter referred to as Title 9). 

C. It is understood and agreed that nothing contained in this contract shall be construed to 
impair the single state agency authority of DHCS. 

D. The objective of this contract is to make substance use disorder treatment services 
available to Medi-Cal beneficraries through utilization of federal and state funds avaHable 
pursuant to TiUe XIX or Tme XXI of the Social Security Act for reimbursable covered 
serv1ces rendered by certified DMC providers. 

E. Awards under the Medical Assistance Program (CFDA 93. 778) are no longer excluded from 
coverage under the HHS implementation of the A-102 Common Rure. 45 CFR part 92 
(Federal Regjster, September 8, 2003, 68 FR 52843-52844 ). This change rs effective for 
any grant av,ard under this program made after issuance of the initial awards for the second 
quarter of Federal Fisca1 Year 2004. This program also is subject to the requirements of 45 
CFR part 95 and the cost princip!es under Office of Management and Budget Circular A-87 
(as prov1ded in Cost Principfes and Procedures for Developing Cost Affocation Plans and 
Indirect Cost Rates for Agreements with the Federal Government, HHS Publication ASI' ... 18 
C-10, available on the Internet at htto://rates.psc.aov/fms/dcalasmb%20c-10.pdf. 
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1. Contractor shafl establish assessment and referral procedures and shall arrange, 
provide, or subcontract for covered services in the Contractor's service area. 
Covered services include: 

(a) Outpatient drug-free treatment; 

{b) Narcotic replacement therapy; 

{ c) Naltrexone treatment; 

(d} Intensive Outpatient Treatment and, 

(e) Perinatal Residential Substance Abuse Services (excluding room and 
board). 

2. Narcotic treatment program services per W&IC 14124.22: 

In addition to narcotic treatment program services, a narcotic treatment program 
provrder who is also enroHed as a rv1edi·Cal provider may provide medically 
necessary treatment of concurrent health conditions within the scope of the 
provfder's practice, to /l.·1edi·Cal beneficiaries who are not enrolled in managed care 
plans. Medi·Cal beneficiaries enrolled in managed care plans shall be referred to 
those plans for receipt of medicaHy necessary medical treatment of concurrent 
health conditfons. 

Diagnosis and treatment of concurrent heatth condittons of Medt·Ca! beneficiaries 
not enroHed in managed care plans by a narcotic treatment program provider may 
be prov1ded within the Medi·Cal coverage limits. When the services are not part of 
the substance use disorder treatment reimbursed pursuant to Section 14021 .51, 
servrces shall be reimbursed in accordance ,vith the Medi·Cal program. Services 
reimbursable under this section shall lncfude, but not limited to, all of the following: 

{a) Medical treatment visits 

(b) Diagnostic blood, urine, and X-rays 

{c} Psycho!ogical and psychiatric tests and services 

(d) Quantitative blood and urine toxico!ogy assays 

(e) Medical suppties · 
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A narcotic treatment provfder, who is enrolled as a Medi-Cal fee-for-service 
provider, shall not seek reimbursement from a beneficiary for substance abuse 
treatment services, if services for treatment of concurrent health conditions are 
bilted to the rv1edi-Ca! fee-for-serv1ce program. 

3. In the event of a conflict betv,een the definition of servfces contained in this Section 
of the Contract, and the definition of services f n Title 22, Sections 51341.1, 51490.1, 
and 51516.1 , the provts1ons of Title 22 shall govern. 

4. Contractor, to the extent appficabte, shall comply with "Sobky v. Smolet {Document 
2A), 855 F. Supp. 1123 (E.D. Cal 1994), incorporated by this reference. 

5. Contractor shall comply with federal and state mandates to provide alcohol and 
other drug treatment services deemed medically necessary for Medf-Cal eligible: 
(1) pregr1ant and postpartum women, and (2} youth under age 21 who are eligible 
under the EPSDT Program 

(a) lf Drug Medi-Car services are provided to Minor Consent beneficfaries. 
Contractor shall comply wlth Callfornia Family Code Section 6929, and 
California Code of RegulaUons, Trlle 22, Sections 50147 .1 , 50030t 50063.5, 
50157(f}(3}, 50167(a}(6){D}, and 50195{d). 

B. Access to Services 

1. Subject to DHCS provider enroHment certification requirements, Contractor shan 
maintafn continuous availability and accessibifity of covered services and facilities, 
servfce sites, and personnel to provfde the covered servfces through use of DMC 
cert.med providers. Such services shall not be limited due to budgetary constraints. 

(a) When a request for covered services is made by a beneficiary, Contractor 
shaH require services to be initiated with reasonable promptness. Contractor 
shaH have a documented system for monitoring ar1d evaluatrng accessibility 
of care, including a system for addressing problems that deverop regarding 
waiting times and appointments. 

(b) The contractor shall authorize residential services in accordance with the 
medical necessity criteria specified in Title 22, SecUon 51303 and the 
coverage provisions of the approved state Medl-Cal Plan. Room and board 
are not reimbursable DMC service. If services are denied, the provider shaH 
inform the beneficiary in accordance with Title 22, Section 51341 .1 (p). 

(c) Contractor shall require that treatment programs are accessrbte to people 
with df sab11ities rn accordance with Title 45, Code of Federal Regulations 
{hereinafter referred to as CFR), Part 84 and the Americans with Disabilities 
Act 

2. Covered services, whether provided dfrecUy by the Contractor or through 
subcontractors with OMC certified and enrolled programs, shall be provided to 
beneficiaries w ithout regard to the beneficiaries' county of residence. 
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3. The faifure of the Contractor or its Subcontractors to comply \.Vith Section B of this 
Part will be deemed a breach of this Contract sufficient to terminate this Contract for 
cause. In the event the Contract fs termfnated, the provision of this Exhibit, 
Attachment I, Part I, Section B, shall apply. 

C. Payment For Servfces 

1. The Department shall make the appropriate payments set forth in Exhibit B and take 
all avaHable steps to secure and pay FFP and State General Funds (SGF) to the 
Contractor, once the Department receives FFP and SGF, for claims submitted by 
the Contractor. The Department shall notify Contractor and allow Contractor an 
opportunrty to comment to the Department when questions are posed by CMS, or 
when there is a federar deferral, withholding, or d isaflmvance with respect to clafms 
made by the Contractor. 

2. Contractor shall amend its subcontracts for covered services in order to provide 
sufficfent funds to match allovmble federal Medicard reimbursements for any 
increase in provider DMC servfces to beneficiaries. 

3. In the event that the Contractor fails to provide covered servf ces in accordance with 
the provisfons of this Contract, at the df screUon of the State, Contractor may be 
required to forfeit its county realignment funds pursuant to Government Code 
Section 30027 .1 O (a} through (d) from the Behavioral Health Subaccount that is set 
aside for Drug Medi-Cal services and surrender its authority to function as the 
administrator of covered services in Hs service area. 

Section 3: Drug Medi-Cal Certification and Continued Certification 

A. Dl\·1C Certification and Enrollment 

1. The State wfll certify eligible providers to participate in the DMC program. 

2. The Department shall certify any county operated or non-governmental provf ders. 
This certification shall be performed prior to the date on which the Contractor begins 
to deliver services under this contract at these sites. 

3. Contractor shall require that providers of perinatal DMC services are properly 
certified to provide these services and comply with the requirements contarned in 
Tille 22, Section 51341 .1, Services for Pregnant and Postpartum Women. 

4. Contractor shall require all the subcontracted providers of services to be ficensed, 
registered, DMC certified and/or approved in accordance with appllcab!e laws and 
regulations. Contractor's subcontracts shall require that providers comply with the 
foHmving regulations and guidelines: 

(a) Title 21, CFR Part 1300, et seq., Title 42, CFR, Part 8; 
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(b) Drug Medf-Cal Certificatron Standards for Substance Abuse Clinics 
{Document 2E); 

(c) TiUe 22, CCR, Sections 51341.1 , 51490.1, and 51516.1, (Document 2C); 

(d} Standards for Drug Treatment Programs {October 21, 1981) (Document 2F); 

{e} Titre 9, CCR, Division 4, Chapter 4, Subchapter 1, Sections 10000, et seq. ; 
and 

(f) Titre 22, CCR, sections 51000 et. seq. 

In the event of conflicts, the prov1srons of TiUe 22 shall control if they are more 
stringent 

5. The Contractor shall report to the state 1,vithin 35 days of any addiUon or change in 
the information previously submitted in the appHcation package for certification. The 
Contractor shall report the additton or change by submitting a complete appHcation 
package for enroflment. 

6. Contractor shall notify the State in writing prior to reducing the provision of covered 
servfces. In addiUon, any proposal to change the locaUon where covered services 
are provided, or to reduce their availability, shall be submitted in an application to 
the State sixty (60) days prior to the proposed effecUve date. Contractor shall not 
imptement proposed changes prior to receiving written approval from the State. 
Contractor shall not implement the proposed changes if the State denies the 
Contractor's proposal. 

7. U, at any time, a Subcontractor's license, registration, certification, or approval to 
operate a substance use treatment program or provfde a covered service is 
revoked, suspended, modified, or not rene1.ved, the Contractor must notify DHCS 
within two business days. 

(a} A provider's certification to participate in the DMC program shall 
automaticaHy terminate rn the event that the provider or 1ts owners, officers 
or directors are conv1cted of Medi-Cal fraud, abuse or malfeasance. For 
purposes of this section, a conviction shall include a plea of guilty or no1o 
contendere. 

B. Continued Certification 

1. All DrvlC certified providers shall be subject to continuing certificaUon requirements 
at !east once every five years. 

2. The Department may allow the Contractor to continue delivering covered services to 
beneficfaries at a site subject to on-site review by the Department as part of the 
recertification process prior to the date of the on-site review, provided the site is 
operational, the certification remains valid, and has all required fire clearances. 
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3. State will conduct recertification on-site visits at cl1nics for crrcurnstances identified 
in the ~Drug Medi-Cal Certification Standards for Substance Abuse Clinics" 
(Document 2E). Document 2E contains the appeal process in the event the State 
disapproves a provider's request for certffication or recertificaUon and shall be 
rncluded in the Contractor's subcontracts. 

Section 4: Monitoring 

A. State Monitoring 

1. OHCS Monitoring Reviews and Financial Audits of Contractor 

The Department shafl monitor the Contractor's operatfons for compliance with the 
provisions of this contract, and applicable federal and state faw and regulations. 
Such monitoring activities shall include, but not be limited to, inspection and auditrng 
of Contractor services, management systems and procedures, and books and 
records, as the Department deems appropriate, at any time during the Contractor's 
or facility's normaf business hours. When monitoring activiUes identffy areas of non­
compliance, the Department shall issue reports to the Contractor detailing findings, 
recommendations, and corrective action. 

2. Post Service Post Payment Utillzation Reviews 

(a) The Department shall conduct Post Service Post Payment Utilization 
Reviews of claims for DMC services. The DHCS shall issue the PSPP 
report to the Contractor wtth a copy to subcontracted DMC provider. The 
Contractor shall be responsible to ensure any deficiencies are re mediated 
pursuant to Sections 1 and 2 herein. The Contractor shall certify the 
defic1endes have been remediated and are compfete, pursuant to Section 
4(A), Paragraph (C}, herein. 

(b) State shall conduct Post Service Post Payment (PSPP} uUlization reviews in 
accordance with Title 22 SecUon 51341.1. Any claimed DMC service may 
be reviewed for compliance with all applicable standards, regulations and 
program coverage after services are rendered and the claim paid. 

(c) State shall take appropriate steps in accordance with TiUe 22, CCR, Section 
51341.1 to recover payments made if subsequent investigation uncovers 
evidence that the cfaim(s) should not have been paid or that DMC services 
have been improperly utilized, and/or shall take the correcUve action as 
appropriate. If programmatic or fiscal deficiencies are identified, the Provider 
shall be required to submit a Corrective Action Plan to DHCS vla the 
Contractor for approvaf. 
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L Pursuant to CCR, Title 22, Section 51341.1(0}, all deficiencies 
identified by the Post Service Post Payment (PSPP) review, whether 
or not a recovery of funds results, must be corrected and a Corrective 
AcUon Plan (CAP) must be submitted to the DMC PSPP Unit within 
60 days of the date of the report. 

{ 1} The plan shaH: 

a. Address each demand for recovery of payment and/or 
programmatic deficiency; 

b. Provide a specific description of how the deficiency 
shall be corrected; and 

c. Specify the date of implementation of the corrective 
actlon. 

(2) DHCS will provide written approval of the CAP to the 
Contractor with a copy to the Provider. If DHCS does not 
approve the CAP submitted by the Provider via the 
Contractor, DHCS v,iH provtde guidance on the deficrent areas 
and request an updated CAP from the Contractor with a copy 
to the Provider i.vith a new deadline for submission. 

(3) If the Provider, via the Contractor, does not submit a CAPt or, 
does not implement the approved CAP provisions within the 
designated timeTine, then DHCS may withho!d funds untH the 
Contractor brings the Provider into compliance. The State 
shafl 1nform the Contractor when funds wiH be wlthhe!d. 

{d) Contractor and/or Subcontractor may appeal DMC disposiUons concerning 
demands for recovery of payment and/or programmatic deficiencies of 
specffic claims. Such appeals shall be handled pursuant to Titre 22, CCR, 
Section 51341.1{q}. This section shall not apply to those gr1evances or 
complaints arising from the financial findings of an audit or examinaUon 
made by or on behalf of the State pursuant to Exhibit B, Part II, SecUon 3, of 
this Contract. 

(e) State shall monitor the Subcontractor's compl1ance with PSPP utilization 
review requirements in accordance with Title 22. Counties are also required 
to monitor of the subcontractor's compfiance pursuant to SecUon 4, 
Paragraph A.2, of this contract. The federaf government may also review the 
existence and effectiveness of the State's utillzation review system. 

(f) Contractor shall implement and maintain compfrance with the system of 
review described in T itle 22, Section 51341.1, for the purposes of reviewing 
the utilization, quality, and appropriateness of covered services and ensuring 
that all applicable Medi-Cal requirements are met. 
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{g) Contractor shall assure that subcontractor sites must keep a record of the 
cHents/patients being treated at that location. Contractor shall retain cHent 
records for a minimum of three {3) years from the date of the tast face-to­
face contact. When an audit by the Federal Government or the State has 
been started before the explration of the three-year period, the client records 
shaH be maintained until completion of the audit and the final resolution of all 
issues as a result of the audit. 

3. Training 

(a) DHCS Substance Use rnsorder Preventron, Treatment, and Recover 
Services (SUD PTRS) shall provide mandatory annual training to the 
Cor1tractor on the requirements of Title 22 and the Drug Medi-Cal program 
requirements. 

{b) Contractor may request additional Technicar Assistance or training from 
SUD PTRS on an ad hoc basis. 

B. Contractor Monitoring 

1. Program Integrity: Contractor is responsible for ensuring program integrity of its 
services and its subcontracted providers through a system of oversight. which shall 
in dude at least the following: 

(a) Compliance with state and federar law and regulatrons, including, but not 
limited to, 42 CFR 433.32, 42 CFR 433.51, 42 CFR 431.800 et. seq., 42 
CFR 440.230, 42 CFR 440.260, 42 CFR 455 et. seq.T 42 CFR 456 et. seq .• 
42 CFR 456.23, 22 CCR 51490, 22 CCR 51490_1, 22 CCR 51341.1, 22 
CCR 51159, WIC 14124.1, and WIC 14124.2; 

{b} Contractor shall conduct, at least annually, a programmatcc and fiscal audit 
of DMC providers to assure covered services are berng appropriately 
rendered. The annual audit must include an on-site visit of the service 
provider. Reports of the annual audit shall be provided to the Department's 
DMC PSPP unit at 

Substance Use Disorder - Prevention, Treatment and Recovery Services 
Division, PSPP Unit 
Department of Health Care Services 
PO Box 997413, MS-2621 
Sacramento, CA 95899-7413; 

Or by secure, encrypted email to: SUDCountvReports@dhcs.ca.aov 

Audit reports shall be provided withln 2 weeks of compTetlon by lhe 
Contractor. 

Technical assistance is available to counties from DHCS SUD PTRS. 
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{c} Contractor shall ensure that DATAR submissions, detailed in Part !II, 
Paragraph G of this contract are complied with by all treatment providers and 
subcontracted treatment provtders. Contractor shall cert1fy tnat each 
subcontracted provider is enrolled in DATAR at the time of execution of the 
subcontract. 

(d) Contractor must monitor and certify compliance and/or completfon by 
Providers with CAP requirements (detailed in Sectfon 4, Paragraph (A)(2){c)} 
as required by any PSPP review. Contractor shall certify to DHCS, using the 
form deveroped by DHCS that the requlrements in the CAP have been 
completed by the Contractor and/or the Provider. Submission of form by 
Contractor must be accomplished v.rithin the timeline specified in the 
approved CAP, as noticed by DHCS. 

(e) Contractor shall certify that DMC claims submitted to the state have been 
subject to review and verification process for accuracy and legitimacy. ( 45 
CFR 430.30, 433.32, 433.51 ). Contractors shall not submit daims for 
services rendered to any beneficiary after the beneficiary's date of death, or 
from uncertified or decertified providers. 

2. Training to D11.·1C Subcontractors 

(a) Contractor shaH provide training on the requirements of Trtle 22 regulations 
and DJ\·1C requirements at least annually to all subcontracted providers. 
Attendance of any subcontracted provider at the annual trainings offered by 
DHCS (specified in Section 4, paragraph (A){3) of this contract) shall suffice 
to meet the requirements of this prov[ sion. Contractor shall report 
compliance wtth this section to DHCS annually as part of the DHCS County 
monitoring process. 

3. Monthly Monitoring 

(a) Contractor shall check the status of all providers monthly to ensure that they 
are continuing active participaUon in the DMC program. Any subcontracted 
provtder who surrenders their certification or closes their facility must be 
reported by the Contractor to the Department within t\vo (2) business days of 
notification or discovery. 

(b) During the monthly status check, the Contractor shall monitor for a triggering 
recertification event (change in ownership, change in scope of services, 
remodeling of facitity, or change in location} and report any triggering events 
to the state v,ithin two (2) business days of notification or discovery. 
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{a) All complaints received by Contractor regarding a DMC certified facrlity shall 
be fof\varded to the SUD Compliance Division, Complaints Unit within two 
(2) business days of receipt as follows. 

Compla1nts are to be submitted to: 
Department of Health Care Services 
Substance Use Disorder Services- Compfiance Division 
P.O. Box 997413, MS# 2601 
Sacramento, CA 95899-7413 

The Complaint Form rs avairabte and can also be submitted online at 
htto://w,.w1.dhcs.ca.qov/individuals/Paoes/Sud-Complaints.aspx 

Comp1aints can also be sent by FAX to: 

Fax form to: (916) 445-5084 

Complaints for ResidenUat Adult Alcoholism or Drug Abuse Recovery or 
Treatment Facilities may atso be made by telephoning the appropriate 
licensing branch listed below: 

SUD Compfiance Division: 

Public Number: (916) 322-2911 
Ton Free Number: {877) 685-8333 

Counties shall be responsible for investigating compfa1nts and providing the 
resurts of all invesUgatfons to the Department's SUD Compfaint Compliance 
Division within two (2) business days of compleUon; 

5. Record Retention 

{a} Contractor shall include instructions on record retention and in dude in any 
subcontract with providers the mandate to keep and maintain records for 
each service rendered, to whom it was rendered, and the date of service, 
pursuant to W&I Section 14214.1 and 42 CFR 433.32; and 22 CCR secUon 
51341.1 . 

6. Subcontract TerminaUon 

(a) The Contractor must notify DHCS of the termination of any contract with a 
certified subcontracted provider, and the basis for termination of the contract, 
within two {2} business days. 
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(a} If the Contractor fails to ensure any of the foregoing oversight through an 
adequate system of monitoring, utilization review, and fiscar and 
programmatic controls, the Department may request a CAP from the 
Contractor to address these deficiencies and a timeline for implementaUon. 
Failure to submit a CAP or adhere to the provisions in the CAP can result in 
a withhold of SAPT funds allocated to Contractor for the provision of 
services, and/or termination of this contract for cause 

{b} Failure to compty with l\'1onitoring requirements shaH result in: 

i. DHCS shall issue a report to Contractor after conducting monitortng, 
utiHzation, or fiscaf auditing reviews of a county. When the DHCS 
report identifies non-compliant services or processes, it shall require 
a CAP. The Contractor shall submit a CAP to DHCS within the 
fonowing timeframes of receipt of the DHCS report. 

a. The CAP shall include a statement of the prob tern and the 
goaf of the actions the Contractor or its subcontracted 
provider wiH take to correct the deficiency or non-compliance. 
The CAP shall: 

{ 1} Address the specific actions to correct deficiency or 
non-comp1fance; 

Identify who/which unit{s) will act; who/which unit(s) 
are accountable for actfng; and 

(2} Provide a timeline to complete the actions. 

ii. DHCS ,.viii provide written approval of the CAP to the Contractor and 
the subcontracted prov1der. If DHCS does not approve the CAP 
submitted by the Contractor, DHCS will prov1de guidance on the 
deficient areas and request an updated CAP from the Contractor with 
a new deadline for submfssion. 

iii. If the Contractor does not submit a CAP. or, does not implement the 
approved CAP provisions within the designated timellne, then the 
State may withhold funds until the Contractor is in compliance. The 
State shaH inform the Contractor when funds wHI be w1thheld. 

Section 5: Investigations and Confidentiality of Administrative Actions 

A. Contractor acknowledges that if a DMC provtder is under investigation by the State or any 
other state, locat or federal raw enforcement agency for fraud or abuse, the State may 
temporarily suspend the provider from the DMC program, pursuant to W&I Section 
14043.36(a). lnformaUon about a provider's administrative sanction status is confidentfal 
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until such time as the action is either completed or resolved. The DHCS may af so issue a 
Payment Suspension to a provider pursuant to W&l Sect[on 14107 .11 and Code of Federal 
Regu!ations, THle 42, section 455.23. The Contractor f s to withhoTd payments from a DMC 
provfder during the time a Payment Suspension is in effect. 

B. Coritractor shalf execute the Confidentiafity Agreement, attached as Document 5A. The 
Confidentiality Agreement permits DHCS to communicate with Contractor concerning 
subcontracted providers that are subject to administrative sanctions. 
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The following documents are hereby incorporated by reference into the County contract though 
they may not be physicaHy attached to the contract but wil l be issued in a CD under separate 
cover. 

Document 1A: 

Document 1 B: 

Document 1C: 

Document 1D(b): 

Document 1 F(a): 

Document 1G: 

Document 1H(a}: 

Document 1H(b}: 

Document 1H(c}: 

Document 1J(a): 

Document 1J{b): 

Document 1K: 

Document 1P: 

Document 1 T: 

nue 45, Code of Federat Regufations 96, Subparts C and L, Substance 
Abuse Prevention and Treatment Block Grant Requirements 

htto://wvtv1.access.ooo.gov//nara/cfr/waisidx 04/45cfr96 04.html 

Title 42, Code of Federal Regulations, Charitable Choice Regulations 

htto://wvm.access.goo.gov//nara/cfr/wals;dx 04/42cfr54 04.html 

Driving-Under-the-Influence Program Requirements 

SAPT Femare Offender Treatment Project (FOTP) 

Reporting Requirement Matrix - County Submisslon Requirements for the 
Department of Health Care Services 

Perinatal Services Network Guidelines 2014 (for Non-DMC Perinatal 
Programs) 

Service Code Descriptions 

Program Code Listing 

Funding Line Descriptrons 

Non-Drug Medi-Cal Audit Appeals Process 

DMC Audit Appeals Process 

Drug and Alcohol Treatment Access Report (DATAR) 

htto:/lvJ1.1J\'i.dhcs.ca.oov/orovgovoart/Pages/DATAR.asox 

Alcohol and/or Other Drug Program Certification Standards 
(March 15, 2004) 

htto://wwv1.dhcs.ca.gov/orovqovoart/Paaes/Facifity Certification.asox 

CaTOl'vlS Prevention User Manual 
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Document 1 V: 

Document 2A: 

Document 2C: 

Document 2E: 

Document 2F: 

Document 2K: 

Document 2L(a}: 

Document 2L(b}: 

Document 2P: 

Document 2P{a): 

Document 2P{b): 

Document 2P{c): 

Document 2P(d): 

Document 2P(e): 

Youth Treatment Guidelines 
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htto://VN/\V.dhcs.ca.gov/ind1vicluals/Documents/Youth Treatment Guidelines 
.odf 

Sobky v. Smoley, Judgment, Sfgned February 1, 1995 

Titre 22, California Code of Regulations 

htto://ccr.oal.ca.aov 

Drug Medi-Cal Certification Standards for Substance Abuse Clinics (Updated 
Jury 1, 2004) 

http:/lvwrw.dhcs.ca.aov/orovqovoart/Documents/DMC%20Documents%20for 
%20PED%20weboaae/Drugt1/a20Medi­
Ca~%20Certification%20Standards.pdf 

Standards for Drug Treatment Programs {October 21, 1981) 

htto://wvvw.dhcs.ca.aov/provgovpart/Documents/DMC%20Documents%20for 
%20PED%20.veboage/Ol•,..1C%20Standards%20for%200rug%20Treatment% 
20Proarams.odf 

r-..·1ultip!e Billing Override CerUfication {MC 6700} 

Good Cause Certification (MC 6065A) 

Good Cause Certification (MC 60658) 

County Certrfication - Cost Report Year-End Claim For Reimbursement 

Drug Medi-Cal Cost Report Forms - Intensive Outpatient Treatment - Non­
Perinatal {form and instructions) 

Drug Medi-Cal Cost Report Forms - Intensive Outpatfent Treatment -
Perinatal {form and instructions) 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Individual 
Counseling - Non-Perinatal (form and instructions} 

Drug Medi-Cal Cost Report Forms - Outpatient Drug Free Individual 
CounseHng - Perinatal {form and instructions} 

Drug t ... 1edi-Cal Cost Report Forms - Outpatient Drug Free Group Counseling 
- Non-Perinatal (form and rnstructions) 
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Document 2P(f}: 

Document 2P(g}: 

Document 2P(h}: 

Document 2P{i): 

Document 3G: 

Document 3H: 

Document 3J: 

Document 30: 

Documer.t 3S 

Document 3T 

Document 3T(a) 

Documer1t 3V 

Document 4A : 

Document 48: 
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Drug Medi-Cal Cost Report Fonns - Outpatient Drug Free Group Counseling 
- Perinatal (form and instrucUons) 

Drug Medi-Cal Cost Report Forms - Residential - Perinatal {form and 
instructions} 

Drug Medi-Cal Cost Report Forms - Narcotic Treatment Program - County -
Non-Perinatal {form and instrucUons) 

Drug Med1-Cal Cost Report Forms- Narcotic Treatment Program -County­
Perinata! (form and instrucUons) 

California Code of Regutations, TiUe 9 - Rehabilitation and Developmental 
Services, rnvision 4- Department of Alcohol and Drug Programs, Chapter 4 
- Narcotic Treatment Programs 

htto:/N-1w,v.calreqs.com 

California Code of Regulations, Title 9 - Rehabilitation and Developmental 
Services, Dlvision 4 - Department of Alcohol and Drug Programs, Chapter 8 
- Certification of Alcohof and other Drug Counsetors 

htto: flw,vw. ca I rea s.co m 

CalOMS Treatment Data CoUecUon Guf de 

htto://wi.vw.dhcs.ca.gov/orovgovoart/Documents/Ca10MS Tx Data CoUection G 
uide JAN%202014.pdf 

Quarterly Federal Finandar Management Report (QFFMR} 2014-15 

htto:l/\\1\VW.dhcs.ca.oov/orovaovoart/Paqes/SUD Forms.aspx 

Ca!OMS T reatment Data Compliance Standards 

Non-Drug Medj-Cal and Drug Medi-Cal Local Assistance Funding Matrix 

SAPT Authorized and Restricted Expenditures lnformation (Nov 2012) 

Culturally and Linguistically Appropriate Services (CLAS) Natrona! Standards 

http:/ I mi no rityheallh .hh s. q ov/te mo lates/b rows e. asox? lvl=2& ivl ID= 15 

Drug Medi-Cal Cfaim Submission CertificaUon - County Contracted Provider 
- DHCS Form MC 8186 with Instructions 

Drug Medi-Cal er aim Submf ssion CertmcaUon - County Operated Provf der -
DHCS Form MC 8187 with Instructions 
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Document 40 : 

Document 4E : 

Document 4F : 

Document 5A : 

<...;ounty Contract 
County of Fresno 

#14-90056 
Exhibit A. Attachment I 

Drug Medi-Cal Certffication for Federar Reimbursement (DHCS 100224A) 

Treatment Standards for Substance Use Diagnosis: A Guide for Servrces 
{Spring 201 O} 

Drug Medi-Cal {DMC) Services Quarterly Claim for Reimbursement of 
County Administrative Expenses (Form #MC 5312) 

Confidentiality Agreement 
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Budget Detail and Payment Provisrons 

Fiscal Year 2014-15 

Part I - General FiscaJ Provisions 

Section 1 - General Fisca1 Provisions 

A Fiscal Provisions 
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For servlces satisfactorily rendered, and upon receipt and approval of documentation as 
identified in Exhibit A. Attachment I, Part Ill, DHCS agrees to compensate the Contractor for 
actual expenditures incurred in accordance with the rates andfor allm.vable costs specified 
herein. 

B. Use of State Funds 

Contractor may not use aHocated Drug Medi-Cal State General Funds to pay for any non­
Drug Medi-Cal services. 

C. Funding Authorization 

Contractor shall bear the financial risk in provid1ng any substance use disorder servfces 
covered by this Contract. 

D. Availability of Funds 

It is understood that, for the mutual benefit of both parties, this Contract may have been 
written before ascertaining the availability of congressional appropriation of funds in order to 
avoid program and fiscal delays that would occur if this Cor1tract were not executed until 
after that determination. If so, State may amend the amount of funding provided for in this 
Contract based on the actual congressionar appropriation. 

E. Subcontractor Funding Limitatfons 

Pursuant to HSC Section 11818{2)(A}, Contractor shall reimburse its Subcontractors that 
receive a combination of Medi-Cal funding and other federal or county reatignmer1t funding 
for the same service element and location based on the Subcontractor"s actuar costs in 
accordance with Medicaid reimbursement requirements as specified in TiUe XIX or T itle XXI 
of the Social Security Act; Title 22, and the State's Medicaid Plan. Payments at negotiated 
rates shall be settled to actual cost at year-end. 
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It is mutually agreed that if the Budget Act of the current year and/or any subsequent years 
covered under this Agreement does not appropriate sufficient funds for the program, this 
Agreement shall be of no further force and effect In this event, DHCS shall have no liability 
to pay any funds whatsoever to Contractor or to furnish any other considerations under this 
Agreement and Contractor shall not be obligated to perform any provisions of this 
Agreement. 

If funding for any fiscaf year is reduced or deleted by the Budget Act for purposes of this 
program, DHCS shall have the option to either cancel this Agreement with no fiability 
occurring to OHCS, or offer an agreement amendment to Contractor to reflect the reduced 
amount. 

G. Expense AUowability I Fiscal Documentation 

1. Jnvo1ces, received from a Contractor and accepted and/or submitted for payment by 
DHCS, shall not be deemed evrdence of allowable agreement costs. 

2. Contractor shall maintatn for review and audit and supply to DHCS upon request, 
adequate documentation of all expenses clarmed pursuant to this Agreement to 
permit a determination of expense allowability. 

3. If the allowability or appropriateness of an expense cannot be determined by DHCS 
because invoice detait, fisca1 records, or backup documentation is nonexistent or 
inadequate according to genera fly accepted accounting principles, and generally 
accepted governmental audft standards, all questionable costs may be disallowed 
and payment may be withheld by DHCS. Upon receipt of adequate documentation 
supporting a disallowed or questionable expense, reimbursement may resume for 
the amount substantiated and deemed allowable. 

4. Costs and/or expenses deemed unaHowable are subject to recovery by DHCS. 

H. rv1aintenance of Effort for SAPT Block Grant 

1. Notwithstandrng any other provision in this contract, the Director may reduce federal 
funding allocations, on a dollar-for-doHar basis, to a county that has a reduced or 
anticipates reduced expenditures in a way that v,ould result in a decrease in the 
federal Substance Abuse Preventlon and Treatment Brock Grant funds (42 U.S.C. 
Sect 300x-30). 

2. Prior to making any reductions pursuant to this subdiviscon, the Director shall notify 
air counties that county underspending wm reduce the federal Substance Abuse 
Prevention and Treatment B!ock Grant maintenance of effort (MOE). Upon receipt 
of notification, a county may submit a revision to the county budget initially 
submitted pursuant to subdivision (a} of Section 11978 in an effort to maintain the 
statewide SAPT Brock Grant /l.·10E. 
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3. Pursuant to subdivision {b) of Section 11978.1, a county shaH notify the Department 
in writing of proposed local changes to the county's expenditure of funds. The 
Department shall review and may approve the proposed roca1 changes depending 
on the level of expenditures needed to maintain the statewlde SAPT Block Grant 
MOE. 

L Effective the date of execution of this Contract, nothing in this Contract waives the 
protections provided to Contractor under Section 36 of article XII I of the California 
Constitution ("Proposition 30~). Except where specifically stated fn the terms of this 
contract, Contractor's performance of any additional legal requirements, induding, but not 
limited to court-ordered requirements and statutory or regulatory amendments, is subject to 
Proposition 30's funding requirements. 

Section 2 - General Fiscal Provjsions - Non·Drug Medi-Cal 

A. Revenue Coltectlon 

Contractor shall conform to revenue collection requirements in Division 10.5 of the HSC, 
Sections 11841, by raising revenues fn addition to the funds allocated by the State. These 
revenues indude, but are not Hmited to, fees for services, private contribuUons, grants, or 
other governmental funds. These revenues shall be used in support of addiUonal alcohot 
and other drug services or faciliUes. Each alcohol and drug program shall set and co Hect 
client fees based on the clf ent's ability to pay. The fee requirement shaH not apply to 
prevention and early intervention services. Contractor shall identify in its annual cost report 
the types and amounts of revenues collected. 

B. Cost Efficiencies 

It is intended that the cost to the Contractor in maintaining the dedicated capacity and units 
of service shaU be met by the non-DMC funds allocated to the Contractor and other 
Contractor or Subcontractor revenues. Amounts awarded pursuant to Exh1bit A, 
Attachment I, Part iV, shall not be used for services where payment has been made, or can 
reasonably be expected to be made under any other state or federal compensation or 
benefits program, or where services can be paid for from revenues. 

Section 3 - General Fiscal Provisions - Drug Medi-Cal 

A. Return of Unexpended Funds 

Contractor assumes the total cost of prov[ding covered services on the basis of the 
payments delineated in this Exhibit B, Part II. Any State General Funds or federal Medicaid 
funds paid to the Contractor, but not expended for DMC services shafl be returned to the 
State. 

B. Amendment or Cancellation Due to lnsuffic1ent Appropriation 

This Contract is valid and enforceable only if sufficf ent funds are made available to the 
State by the United States Government for the purpose of the DMC program. It is mutually 
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agreed that if the Congress does not appropriate sufficient funds for th[s program, State has 
the option to void this contract or to amend the Contract to reflect any reduction of funds. 

C. Exemptions 

Exemptions to the provisions of Item B above, or th[s Exhibit, may be granted by the 
California Department of Finance provided that the Director of DHCS certifies in writing that 
federal funds are avaHable for the term of the contract. 

D. Allowable costs 

Allowab(e costs, as used in Section 51516.1 of TiUe 22 shall be determined in accordance 
with Title 42, CFR Parts 405 and 413, and Centers for Medicare and Medicaid Services 
(CMS), "Medicare Provider Reimbursement Manual (Publication Number 15)," which can 
be obtained from the Centers for Medicare & Medicaid Services, or \'V\~v.cms.hhs.gov." In 
accordance with W&IC Sections 14132.44 and 14132.47, funds allocated to the Contractor 
for DMC services, including funding for alcohol and other drug services for pregnant and 
postpartum women pursuant to TiUe 22, Section 51341.1 ( c), may not be used as match for 
targeted case management services or for Medt-Cal administratlve activities. 
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A. Prompt Payment Clause 
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Payment will be made in accordance with, and within the time specified in, Government 
Code Chapter 4.5, commencing with SecUon 927. 

8. Amounts Payable 

1. The amount payab!e under this Agreement shall not exceed the amount identified 
on the Standard Agreement. 

2. Reimbursement shall be made for allowable expenses up to the amount annually 
encumbered commensurate with the state fiscal year in which services are 
performed and/or goods are received. 

3. The funds identified for the fiscal years covered by under this Section, within this 
Exhibit, are subject to change depending on the avaHability and amount of funds 
appropriated by the Legislature and the Federal Government. The amount of funds 
availabte for expenditure by the Contractor shall be limited to the amount identified 
in the final aflocations issued by the State for that fiscal year or the non-DMC 
amount, whichever is less. Changes to aHocated funds will require written 
amendment to the Contract. 

4. For each fiscal year, the State may setue costs for services based on each fiscal 
year year-end cost settlement report as the finat amendment for the specific fisca! 
year cost settlement report to the approved singfe _state/county contract. 

Section 2. Non-Drug Medi-Cal 

A. Amounts Payabte for Non-Drug Medi-Cal 

1. State shall reimburse the Contractor monthly in arrears an amount equal to one­
twelfth of the maximum amount allowed pursuant to Exhibit B of the contract or the 
most recent allocatfon based on the Budget Act Alfa cation, whichever is less. Final 
allocations w[II renect any increases or reductions in the appropriations as reflected 
in the State Budget Act allocation and any subsequent aHocation revisions. 

2. Monthry disbursement to the Contract at the beginning of each fiscal year of the 
Contract shall be based on the preliminary allocation of funds, as detaifed in this 
Exhibit. 
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3. However. based on the expenditure information submitted by the counties in the 
Quarterly Federal Financial Management Report (QFFrv1R) (Document 30}, State 
may adjust monthly payments of encumbered block grant federal funds to extend 
the !ength of time {not to exceed 21 months) over which payments of federal funds 
will be made. 

4. Monthly disbursements to the Contractor at the beginning of each fiscal year of the 
Contract shatl be based on the preliminary allocation of funds, as detatled tn Exhibit 
B. 

5. State may withhord monthly non-DMC payments if the Contractor fails to: 

{a) timely submit reports and data required by the State, including but not lrmited 
to, reports required pursuant to Exhibit A, Attachment I, Part IH. 

{b) submit the contract amendment ·within 90 days from issuance from the State 
to the Contractor. 

{c} submrt and certify the completion of Corrective Action Plans for services 
provided pursuant to this contract. 

6. Upon the State's receipt of the complete and accurate reports, data, or signed 
contract, the Contractor's monthly payment shall commence with the next scheduled 
monthly payment. and shall include any funds withheld due to late submission of 
reports, data and/or signed contract. 

7. Adjustments may be made to the total of the Contract and amounts may be withheld 
from payments otherwise due to the Contractor hereunder, for nonperformance to 
the extent that nonperformance involves fraud, abuse, or failure to achieve the 
objectives of the provisions of Exhibit A, Attachment I, Part IV. 

B. Payment Provisions 

For each fiscal year, the total amount payable by the State to the Contractor for services 
provided under Exhibit A, Attachment I, Part IV, shall not exceed the encumbered amount. 
The funds identified for the fiscal years covered by Exhibit A, Attachment I, Part IV, are 
subject to change depending on the availability and amount of funds appropriated by the 
Legislature and the Federal Government Changes to encumbered funds will require 
written amendment to the Contract State may settle costs for non-DMC services based on 
the year-end cost setUement report as the final amendment to the approved single 
state/county contract. 

C. In the even a contract amendment is required pursuant to the preceding paragraph, 
Contactor shall submit to the State information as identified in Exhibit E, Section 1.0. To 
the extent the Contractor is notified of the State Budget Act aflocation prior to the execuUon 
of the Contract, the State and the Contractor may agree to amend the contract after the 
issuance of the first revised aHocaUon. 
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Any interest accrued from State-aHocated funds and retained by the Contractor must be 
used for the same purpose as the State aHocated funds from which the interest was 
accrued. 

·E. Expendilure Period 

Substance Abuse Prevention and Treatment (SAPT) Block Grant funds are allocated based 
upon the Federal Grant award period. These funds must be expended for activities 
authorized pursuant to 42 USC Sections 300x-21(b) through 300x-66; and Titre 45, CFR, 
Subpart L, within the availability period of the grant award. Any SAPT Bfock Grant funds 
that have not been expended by a Contractor at the end of the expenditure period identified 
below shall be returned to the State for subsequent return to the Federal government 

1. The expenditure period of the FFY 2014 award is October 1, 2013 through 
June 30, 2015. 

2. The expenditure period of the FFY 2015 award ls October 1, 2014 through 
June 30, 2016. 

3. The expenditure period of the FFY 2016 award is October 1, 2015 through 
June 30, 2017. 

4. The expenditure period of the FFY 2017 award is October 1, 2016 through 
June 30, 2018. 

5. The expenditure period or the FFY 2018 award is October 1, 2017 through 
June 30, 2019. 

F. Contractors receiving SAPT Block Grant funds shall comply w ith the financial management 
standards contained in Title 45, CFR, Part 92, Sections 92.20(b}(1} through (6), and Title 
45, CFR, Part 96, Section 96.30. 

G. Non-profit Subcontractors receiving SAPT B!ock Grant funds shall comply wrth the financial 
management standards contained in T itle 45, CFR, Part 74, Sections 74.21(b){1) through 
(4) and (b)(7}, and Part 96, Section 96.30. 

H . Contractors receiving SAPT Stock Grant funds shall track obligations and expenditures by 
individual SAPT Block Grant award, including, but not limited to, obligations and 
expenditures for primary prevention, services to pregnant women and women with 
dependent children. "Obligation~ shall have the same meaning as used in Title 45, CFR, 
Part 92, Section 92.3." 

Additionafly, Contractors expending SAPT Block Grant H IV Set As1de funds for HIV Early 
Intervention Services are required to collect data regarding their use of HIV Set-Aside funds 
and to report this data to the State. 
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I. Restrictions on the Use of Federal Block Grant Funds 

County Contract 
Cour1ty of Fresno 

#14-90056 
Exhibit B 

Pursuant to 42 U.S.C. 300x-31, Contractor shatl not use SAPT Block Grantfunds provided 
by the Agreement te on the following acUv1ties; 

1. Provide inpatient services; 

2. Make cash payment to intended redpients of health services; 

3. Purchase or improve land, purchase, construct or permanenUy improve (other than 
minor remodeling) any building or other faciHty or purchase major medical 
equipment; 

4. Satisfy any requirement for the expenditure of non-Federal funds as a condition for 
the receipt of Federal funds; 

5. Provide financial assistance to any entity other than a public or nonprofit private 
entity; 

6. Pay !he salary of an individual through a grant or other extramural mechanjsm at a 
rate in excess of revel I of the Executive Salary Schedu!e for the award year: see 
htto://qrants.nih.qov/arants/oolicy/safcao summary.htm; 

7. Purchase treatment services and penal or correcUonaf institutions of this State of 
California; and 

8. Supplant state funding of programs to prevent and treat substance abuse and 
related activit1es. 

Section 3. Drug Medi-Cal 

A. To the extent that the Contractor provides the covered services in a satisfactory manner 
and in accordance with the terms and condltions of this Contract, the State agrees to pay 
the Contractor federal Medica1d funds according to Exhibit A, Attachment I, Part Ill. Subject 
to the availability of such funds, Contractor shall receive federal rv1edicaid funds and/or 
State General Funds for aHowable expenditures as estab!ished by the federaT government 
and approved by the State, for the cost of services rendered to beneficiaries. 

B. Any payment for covered services rendered pursuant to Exhibit A. Attachment I, Part V, 
shaH only be made pursuant to applicable proviscons of Trtle XIX or TiUe XXI of the Social 
Security Act; the W&IC; the HSC; California's Medicaid State Plan; and Sections 51341 .1, 
51490.1, 51516.1, and 51532 of Title 22. 

C. It fs understood and agreed that failure by the Contractor or !ts Subcontractors to comply 
wrth appficab!e federal and state requirements in rendering covered services shafl be 
sufficient cause for the State to deny payments to and/or recover payments from the 
Contractor and/or terminate the Contractor or its Subcontractor from DMC program 
participation. If the State or the Department of Health and Human Services (DHHS} 
disallows or denies payments for any ct aim, Contractor shafl repay to the State the federal 
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Medicaid funds and/or State General Funds it received for a!I claims so disallowed or 
denied. The overpayment shall be recovered by any of the methods aHowec:i in Title 22, 
CCR, SecUons 51047(a) and (b}. 

0. Before such denial, recoupment, or disallowances are made, State shall provide the 
Contractor with written notfce of its proposed action. Such noUce shall inctude the reason 
for the proposed action and shall allow the Contractor sixty (60) days to submit additional 
information before the proposed action [s taken, as required in Titte 22, CCR, Section 
51047{a}. This requirement does not apply to the DMC Post Service Post Payment 
Utilization Reviews. 

E. The State shall refund to the Contractor any recovered Federal Drug Medi-Cal overpayment 
that is subsequently determined to have been erroneously coHected, together with interest, 
in accordance with Title 22, CCR Section 51047(e). 

F. Contractor shall be reimbursed by the State on the basis of its actual net re tmbursable cost, 
not to exceed the unit of service maximum rate. 

G. Claims submitted to the contractor by a sub-contracted provider that is not certified or 
whose certification has been suspended pursuant to the Welfare and Institutions Code 
section 14107.11, and Code of Federal RegulaUons, Title 42, section 455.23 shall not be 
cert,fled or processed for federal or state reimbursement by the contractor. Payments for 
any DMC services shall be held by the Contractor until the payment suspension is resolved. 

H. In the event a contract amendment is required pursuant to the preceding paragraph, 
Contractor shall submtt to the State informatton as identffied in Exhibit E , Section 1.D. To 
the extent the Contractor is notified of the State Budget Act aHocation prior to the execution 
of the Contract, the State and the Contractor may agree to amend the contract after the 
issuance of the first revised aUocation. 

I. Reimbursement for covered services, other than NTP services, shall be fimited to the tower 
of: 

1. the provider's usual and customary charges to the general public for the same or 
simHar services; 

2. the provider's actual allowable costs; or 

3. the DMC SMA for the modality. 

J. Reimbursement to NTP's shall be limited to the lower of either the USDRrate, pursuant to 
W&tC Section 14021.51(h), or the provider's usual and customary charge to the general 
pub fie for the same or similar service. However, reimbursement paid by a county to an NTP 
provider for services provided to any person subject to Penal Code Sections 1210.1 or 
3063.1 and for which the individual client is not liabte to pay, does not constitute a usual or 
customary charge to the general public. (W&IC Section 14021.51{h){2){A)). 
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K. State shall reimburse the Contractor the State General Funds and/or federal Medicaid 
amount of the approved DMC claims and documents submitted in accordance with Exhibit 
A. Attachment I, Part Ill. 

L. State will adjust subsequent reimbursements to the Contractor to actual aHowabte costs. 
Actual aHowable costs are defined fn the Medicare Provider Reimbursement Manual {CMS­
Pub. i 5}, which can be obtained from the Centers for Medicare & Medicaid Services, 
Baltimore, Maryland, or \V\Vw.cms.hhs.qov. 

M. Contractors and Subcontractors must accept, as payment in full, the amounts paid by the 
State in accordance with Title 22, CCR, Section 51516.1, plus any cost sharing charges 
(deductible, coinsurance, or copayment} required to be pard by the cHent. However, 
Contractors and Subcontractors may not deny services to any client eligible for DMC 
services on account of the cHent's inability to pay or rocaUon of eligibility. Contractors and 
Subcontractors may not demand any additionaf payment from the State, dient, or other 
third party payers. 

Section 4. Drug Medi-Cal Direct Provider Contracts 

A Pursuant to W&IC 14124.21, DHCS shaH contract w1th qualified DMC provfders within the 
county when a county does not contract to operate DMC services, in whole or in part. 

B. The State wtll invoice the Contractor for the county realignment share of approved DMC 
claims received by the State from the State's subcontractor. Contractor shall reimburse the 
State for the county realignment share of the approved DMC claims within 30 days of 
receipt of the invoice. If Contractor does not reimburse the State within 30 days of receipt 
of the invoice, the State may offset the amount owed from any other funding owed to 
Contractor by the State or any other State agency. The parties acknowledge that the 
State's subcontractor shaH be responsible for repayment of any disallowed claims. 
However, in no event shaH the State be Hable for Medicaid refmbursement for any 
disallowed claims. 

1. Any Contractor contracting with the State for the provision of servrces through NTP 
providers may receive reimbursement of the NTP administrative rate. 

2. As a result of the direct contract provider's settled cost report, any County 
Realignment funds owed to the direct contract provider \Viii be handled through an 
invoice process to the Contractor. Additionally, as a result of the direct contract 
provider's setued cost report, any County Realignment funds owed to the State will 
be returned to the Contractor. 
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Section 1. General Fiscal Audit Requirements 
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A. In additron to the requirements identified beto1N, the Contractor and its Subcontracts are 
required to meet the audit requirements as delineated [n Exhibit C, General Terms and 
Conditions, and Exhibit D(F), Specral Tenns and Conditions, of this Contract. 

B. AH expendltures of county realignment funds, state and federal funds furnished to the 
Contractor and its Subcontractors pursuant to tnis Contract are subject to audit by the 
State. Such audits shall consider and build upon external independent audits performed 
pursuant to audit requirements of the Office of Management and Budget (OMB) Circular A-
133 (Revised December 2013). Objectives of such audits may include, but not limited to, 
the foHow1ng: 

1. To determine whether units of service claimed/reported are properly documented by 
service records and accurately accumulated for claiming/reporting; 

2. To validate data reported by the Contractor for prospective contract negotiations; 

3. To provide technical assistance in addressing current year activities and providing 
recommendation on internal controts, accounting procedures, financial records, and 
compliance with raws and reguratrons; 

4. To determine the cost of services, net of related patient and participar1t fees, third­
party payments, and other re fated revenues and funds; 

5. To determine that expenditures are made in accordance with appficable state and 
federal laws and regulations and contract requirements, and/or; 

6. To determine the facts in relation to analysis of data, comptaints, or allegations, 
which may be indicative of fraud, abuse, willful misrepresentation, or failure to 
achieve the Contract objectives of Exhibit C and D(F}. 

C. Unannounced visits may be made at the discreHon of the State. 

D. The refusal of the Contractor or lts Subcontractors to permit access to and inspection of 
electronic or print books and records, physical fadlities, and/or refusa! to permit interviews 
with employees, as described in this part constitutes an express and immediate material 
breach of this Contract and w111 be sufficient basis to terminate the Contract for cause or 
default. 

E. Reports of audits conducted by the State shalt reflect all findings, recommendations, 
adjustments and corrective action as a result of it's finding in any areas. 
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A. Pursuant to OMB Circurar A-'133 §_.400(d)(3), Contractor shall monitor the activiUes of all 
of its Subcontractors to ensure that 

1. Subcontractors are complying with program requirements and acnieving 
performance goa(s 

2. Subcontractors are complying with fiscal requirements, such as having appropriate 
fiscal controls in prace, and are using awards for authorized purposes. 

B. Contractor can use a variety of monitoring mechanfsm, fnc!udfng limited scope audits, on­
site visits, progress reports, financial reports, and review of documentatron support requests 
for relmbursemenl, to meet the Contractor's monitoring objectives. The Contractor may 
charge federal awards for the cost of these monitoring procedures as ouUined in OMB 
Circular A-133. 

C. The Contractor shall submit to the State a copy of the procedures and any other monitoring 
mechanism used to monitor non-profit Subcontracts at the Ume of the County's annual site 
vis ft or within 60 days thereafter. Contractor shall state the frequency that no11-profit 
Subcontracts are monitored. 

D. Limited scope audits, as defined in the OMB Circular A-133, only include agreed-upon 
engagements that are {1) conducted in accordance with either the American Institute of 
Certified PubHc Accountants generally accepted auditing standards or attestation 
standards; {2) paid for and arranged by pass-through entities (counties); and (3) address 
one or more of the followfng types of compliance requirements: {i) activities allowed or 
unallm•-1ed; (ii) allowable costs/cost principals; (iii) etigibility; (9v) match1ng, level of effort 
and earmarking; and (v) reporting. 

E. On-site visits focus an compliance and controfs over comp!iance areas. The reviev1er must 
make site visits to the subcontractor focaUons(s}, and can use a variety of monitoring 
mechanism to document compfiance requirements. The finding and the corrective actlon 
vim require follow-up by the Contractor. 

F. Contractor shall be responsible for any disaUmvance taken by the Federal Government, the 
State, or the California State Audit, as a result of any audit exception that is related to the 
Contractor's responsfbiliUes herein. Contractor shall not use funds administered by the 
State to repay one federal funding source with funds provided by another federal funding 
source, to repay federal funds wfth state funds, or to repay state funds with federal funds. 
State shall invoice Contractor 60 days after issuing the final audit report or upon resotution 
of an audit appeal. Contractor agrees to devetop and implement any corrective action 
plans fn a manner acceptable to the State in order to comply \vith recommendations 
contained in any audit report. Such corrective action plans shall in dude time-specific 
objectives to a How for measurement of progress and are subject to verification by the state 
within one year from the date of the plan. 

Page 12 of 20 



County Contract 
County of Fresno 

#14-90056 
Exhibit B 

If differences cannot be resotved between the State and Contractor regarding the terms of 
the financial audit settlements for funds expended under Exhibit A, Attachment I, Part IV, 
Contractor may request an appeal in accordance with the appeal process described in 
Document 1J{a), "Non-DMC Audit Appeal Process,~ incorporated by this reference. When 
a financial audit is conducted by the Federal Government, the State, or the CaHfornia State 
Auditor directly with a Subcontractor of the Contractor, and if the Subcontractor disagrees 
with audit disallowances related to its programs, claims or services, Contractor shall, at the 
Subcontractor's requesi, request an appeal to the State in accordance with Document 
1J(a). Contractor shall lnctude a provision in its subcontracts regarding Uie process by 
which its Subcontractors may file an appear via the Contractors. 

G. Contractors that conduct financial audrts of Subcontractors, other than a Subcontractor 
whose funding consists entirely of non-Department funds, shall develop a process to 
resolve disputed financial findings and notify Subcontractors of their appeal rights pursuant 
to that process. This section shall not apply to those grievances or compliances arising 
from the financial findings of an audit or examination made by or on behalf of the State 
pursuant to Art1cle IV of this Contract. 

H. Pursuant to OMB Circular A-133, State may impose sanctions against the Contractor for 
not submitting single or program-specific audit reports, or failure to comply with all other 
audit requirements. The sanctions shaU [nclude: 

1. Withhotdrng a percentage of federal awards until the audit ts completed satisfactorily 

2. Withhold or disallowing overhead costs 

3. Suspending federal awards until the audit is conducted; or 

4. Terminating the federal award 

Section 3. Drug Medi·Cal Financial Audits 

A. In addition to the audit requirements set forth in Exhibit D(F}, State may also conduct 
financral audits of OMC programs, exclusive of NTP services, to accomplish any of, but not 
limited to, the following audit objectives: 

7. To review reported costs for vaHdily, appropriate allocation methodology, and 
compliance 1,vith Medicaid laws and regulaUons; 

8. To ensure that only the cost of allowable DMC activities are included in reported 
costs; 

9. To determirte the provider's usual and customary charge to the general public in 
accordance with CMS (The Medicare Provider Reimbursement Manual) (CMS­
Pub.15), which can be obtained from the Centers for Medicare & Medicaid Services, 
Baltimore, Maryland, or \w,w.cms.hhs.gov, for comparison to the OMC cost per unit; 

10. To review documentatfon of units of service and determine the final number of 
approved units of service; 

Page 13 of 20 



County Contract 
County of Fresno 

#14-90056 
Exhibit B 

11. To determine the amourit of clients' thrrd-party revenue and Medi-Cal share of cost 
to offset allowabre DMC reimbursement; and, 

12. To compute final settlement based on the rower of actua1 aHowable cost, tlle usual 
and customary charge, or the maximum allowance, in accordance with Title 22, 
Section 51516.1. 

B. In additron to the audit requirements set forth in Exhibit D(F), State may conduct financial 
audits of NTP programs. for NTP serv[ces, the audits will address items A(3) through A(5) 
above, except that the comparison of the provider's usual and customary charge in A(3) will 
be to the DMC USDR rate in lieu of DMC cost per unit. In addition, these audits wrll 
include, but not be limited to: 

1. For those NTP providers required to submit a cost report pursuant to W&{C Section 
14124.24, a reviev-1 of cost allocation methodology bev.veen NTP and other service 
modalities, and bet\.veen DMC and other funding sources; 

2. A review of actual costs incurred for comparison to services claimed; 

3. A review of counseling claims to ensure that the approprfate group or individual 
counseling rate nas been used and that counseling sessf ons have been bHled 
appropriately; 

4. A review of the number of clients in group sessions to ensure that sessf ans include 
no less than four and no more than ten cl1ents at the same time, with at least one 
Medi-Cal clrent rn attendance; 

5. ComputaUon of final settlement based on the rower of USDR rate or the provider's 
usual and customary charge to the general public; and, 

6. A review of supporting service, time, financial, and patient records to verify the 
validity of counsefing claims. 

C. Contractor shafl be responsible for any disaHowances taken by the Federal Government, 
the State, or the Bureau of State Audits as a result of any audit exception that is related to 
its responsibilities. Contractor shall not use funds administered by the State to repay one 
federal funding source with funds provided by another federal funding source, or to repay 
federal funds ,.vith state funds, or to repay state funds with federal funds 

0. Contractor agrees to promptly develop and f mplement any corrective acUon plans in a 
manner acceptable to the State in order to comply with recommendations contained in any 
audit report. Such corrective action plans shall include time-specific objectives to al!ow for 
measurement of progress and are subject to verification by the State within six months from 
the date of the plan. 

E. Contractor, in coordination with the State, must provide foHow-up on all significant findings 
in the audit report, includlng findings relating to a Subcontractor, and submit the resutts to 
the State. 
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If differences cannot be resolved between the State and the Contractor regarding the terms 
of the final financial audit settlements for funds expended under Exhibit B, Contractor may 
request an appear in accordance with the appeal process described in the "DMC Audit 
Appeal Process," Document 1J(b), incorporated by this reference. When a financial audit is 
conducted by the Federal Government, the State, or the Bureau of State Audits directly with 
a Subcontractor of the Contractor, and if the Subcontractor disagrees with audit 
disallowances related to ils programs, daims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State in accordance with Document 
1J(b). Contractor shall include a provision in its subcontracts regarding the process by 
which a Subcontractor may file an audit appeal via the Contractor. 

F. Providers of DMC services shaU, upon request, make available to the State their fiscal arid 
other records to assure that such provider have adequate recordkeeping capability and to 
assure that reimbursement for covered DMC services are made in accordance with Title 22, 
CCR, Section 51516.1. These records include, but are not limited to, matters pertaining to: 

1. Provider ownership, organization, and operatlon; 

2. Fiscaf, medical, and other recordkeeping systems; 

3. Federal income tax status; 

4. Asset acquisition, lease, sale, or other action; 

5. Franchise or management arrangements; 

6. Patient service charge schedules; 

7. Costs of operation~ 

8. Cost allocation methodology; 

9. Amounts of rncome received by source and purpose; and, 

10. Flov, of funds and working capitaf. 

G. Contractor shall retain records of utilization review activities required in Article VI herein for 
a minimum of three (3} years. 
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Contractor shall maintain sufficient books, records, documents, and other evidence 
necessary for the State to audit contract performance and contract compHance. Contractor 
shall make these records availabre to the State, upon request, to evaluate the quality and 
quantity of services, accessibility and appropriateness of services, and to ensure fiscal 
accountability. Regardless of the location or ownership of such records, they shall be 
sufficient to determine if costs incurred by contractor are reasonable, allowab!e and 
aHocated appropriately. All records must be capable of verification by quafified auditors. 

1. Contractor sha11 include in any contract \1.lith an audit finn a clause to permit access 
by the State to the working papers of the external independent auditor, and require 
that copies of the v,orking papers shall be made for the State at its request. 

2. Contractor shall keep adequate and sufficient financial records and statisticar data to 
support the year-end documents filed with the State. AH records must be capabte of 
verification by qualified auditors. 

3. Accounting records and supporting documents shall be retained for a three-year 
period from the date the year-end cost settlement report was approved by the State 
for interim settlement. When an audit by the Federal Government, the State, or the 
California State Auditor has been started before the expiration of the three-year 
period, the records shall be retained until completfon of the audit and final resoluUon 
of all Issues that arise in the audit. Final settlement shall be made at the end of the 
audit and appear process. If an audit has not been comp feted within three years, 
U1e interim settlement shafl be considered as the final settrement 

4. Financial records shall be kept so that they clearly reflect the source of funding for 
each type of service for which reimbursement is claimed. These documents 
include, but are not limited to, all ledgers, books, vouchers, tf me sheets, payrolls, 
appointment schedu!es, client data cards, and schedules for aHocating costs. All 
records must be capable of verificaUon by quaHfied auditors. 

5. Contractor's subcontracts shall require that all Subcontractors comply with the 
requirements of Exhibit A, Attachment I, Part V, Section 2. 
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6. Shoutd a Subcontractor discontinue its contractual agreement with the Contractor, 
or cease to conduct business in its entirety, Contractor shall be respons1b1e for 
retaining the Subcontractor's fiscal and program records for the required retentfon 
period. The State Admintstrative Manuat (SAM} contains statutory requirements 
governing the retention, storage, and disposal of records pertaining to state funds. 
Contractor shall follow SAM requirements located at 
htto~/lsam.dqs.ca.qowTOC/1600.aspx. 

The Contractor shall retain all records required by Welfare and Institutions Code 
section 14124.1, 42 CFR 433.32, and Catifomia Code of Regulations, Title 22, 
Section 51341.1 et seq. for reimbursement of services and financial audit purposes. 

7. In the expenditure of funds hereunder, and as required by 45 CFR Part 96, 
Contractor shall comply with the requirements of SAM and the laws and procedures 
appficab!e to the obtigaUon and expenditure of federal and state funds. 

B. Dispute Resolution Process 

1. In the event of a dispute under this Exhibit A. Attachment I, Part IV, other than an 
audit dispute, Contractor shall provide written notice of the particulars of the dispute 
to the State before exercising any other available remedy. Written notice shall 
include the contract number. The Director {or designee) of the State and the County 
Drug or Alcohol Program Adm1nistrator (or designee) shall meet to discuss the 
means by which they can effect an equ1table resolution to the dispute. Contractor 
shaH receive a written response from the State within sixty (60) days of the notice of 
dispute. The written response shall reflect the issues discussed at the meeting and 
state hmu the dispute \\1111 be resolved. 

2. In the event of a dispute over financial audit findings between the State and the 
Contractor, Contractor may appeal the audit in accordance with the gnon- DMC 
Audit Appeal Process" (Document 1J(a)}. When a financia t audit by the Federal 
Government, the State, or the Califom1a State Auditor is conducted directly with a 
Subcontractor of the Contractor, and ff the Subcontractor disagrees with audit 
disaHowances related to its programs, craims or services, Contractor shall, at the 
Subcontractor's request, request an appeal to the State rn accordance with 
Document 1J{a). Contractor shall include a provis1on in its subcontracts regarding 
the process by which a Subcontractor may file an aud1t appeal via the Contractor. 

3. As stated in Part Ill, Section 3, of this Exhibit, in the event of a dispute over financrar 
audft findings bet\veen the State and the Contractor, Contractor may appeal the 
audit in accordance with DMC Audit Appeal Process" (Document 1 J(b }}. When a 
financial audit by the Federal Government, the State, or the California State Auditor 
is conducted direcUy with a Subcontractor of the Contractor, and if the 
Subcontractor disagrees with audit dlsaHowances related to its programs, clarms or 
services, Contractor shall, at the Subcontractor's request, request an appeal to the 
State in accordance with DMC Audit Appeal Process~ (Document 1J(b)). Contractor 
shall 1nclude a provisfon in 1ts subcontracts regarding the process by which a 
Subcontractor may file an audit appeal via the Contractor. 
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4. Contractors that conduct financial audits of Subcontractors, other than a 
Subcontractor whose funding cons ists entirely of non-Department funds, shaH 
develop a process to resolve dfsputed financial findings and notify Subcontractors of 
their appeal rights pursuant to that process. This section shall not apply to those 
grievances or complaints arising from the financial findings of an audit or 
examination made by or on behalf of the State pursuant to Part U of this Exhibit. 

5. To ensure that necessary correcUve acUons are taken, financial audit findings are 
e[ther uncontested or uphetd after appeal may be used by the State during 
prospective contract negotiations. 
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A. "Uniform Statewide Daily Reimbursement {USDR) Rate" means the rate for NTP 
services based on a unit of service that is a daily treatment servrce provided pursuant to 
Title 22, Sections 51341.1 and 51516.1 and TiUe 9, commencing with SecUon 10000 
(Document 3G}, or the rate for indiv[duaJ or group counseling. The following tab!e shows 
the proposed Fiscal Year {FY) 2014-15 USDR rates. 

Non-Perinatal Perinatal 
Type of Unit of {Regurar) Rate Per Rate Per 

Service Service (UOS) uos uos 

NTP-Methadone Dosing 
DaHy 

$10.80 $11.79 

NTP-1ndividual Counseling One 10-minute 
S13.48 $21.06 

(*) increment 

One 10-minute 
$2.91 $7.03 

NTP Group Counseling ("'} increment 

{*) The NTP contractors may be reimbursed for up to 200 minutes (20-10 mrnute 
increments) of individual and/or group counseling per calendar month per beneficiary. If 
medical necessity is met that requires additional NTP counsefing beyond 200 minutes per 
catendar month, NTP contractors may bill and be reimbursed for additional counseling (in 
10 minute increments). Medical justification for the additfonal counseling must be clearly 
documented in tne patfent record. 

Reimbursement for covered NTP servrces shall be limited to the tower of the NT P's usual 
and customary charge to the general publ1c for the same or srmilar services or the USDR 
ra te. 
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B. "Unit of Service" means a face-to-face contact on a calendar day for outpatient drug free, 
intens1ve outpatient treatment, perinatal residential, and Naltrexone treatment services. 
Only one face-to-face service contact per day ls covered by DMC except fn the case of 
emergencies when an addittonal face-to-face contact may be covered for intake crisis 
rntervention or collateral service. To count as a unit of service, the second contact shall not 
duplicate the services provrded on the first contact, and each contact shall be clearly 
documented in the beneficiary·s record. While the rates are approved by the State, they 
are subject to change through the regulation process. Units of service and proposed Sll.·1A 
for FY 2014-15 are identified 1n the following table. 

Service Type of Unit of Non-Perinatal Perinatal 
Service (UOS) (Regular) Rate Per Rate Per UOS 

uos 
Intensive Outpatient Face-to-Face Visit $56.44 $80.78 
Treatment 
Naltrexone Treatment Face-to-Face Visit $19.06 NA 
Outpatient Drug Free Face-to Face Visit $67.38 $105.32 

- Individual (per 
person} 
Face-to-Face Visit $26.23 $63.33 
-Group (per 
person} 

Perinatal Residential I Daily - Residential NA $99.43 
Day 
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Special Terms and Conditions 

(For federally funded service contracts or agreements and grant agreements) 

The use of headfngs or titres throughout this exhibit is for convencence only and shall not be used to interpret 
or to govern the meaning of any specffic term or conditton. 

The terms "contracr, ~contractor~ and "Subcontractor" shall arso mean, ~agreement", ~grant", ~grant 
agreemenr, "Grantee~ and "Subgrantee~ respeclivety. 

The terms ~California Department of Health Care Services fl , "Califomfa Department of Health Services", 
'Department of Health Care Services\ "Department of Health Services~, "CDHcs~. "DHGS~, ~co HS", and 
~OHS" shaH an have the same meaning and refer to the California Slate agency that is a party to this 
Agreement. 

This exhibit contains provisions that require strict adherence to various contracting laws and policies. Some 
provisions herein are conditronal and only apply if specified conditions exist {i.e., agreement total exceeds a 
certain amount; agreement is federally funded, etc.). The provisions herein app!y to this Agreement unless 
the proves cons are removed by reference on the face of this Agreement, the provisions are superseded by an 
alternate provision appearing elsewhere in this Agreement, or the applicabte conditions do not exist. 

Index of Special Terms and Conditions 

1. Federal Equal Employment Opportunity 
Requirements 

2. Travel and Per Diem Reimbursement 

3. Procurement Rules 

4. Equipment Ownership/ Inventory I Olsposition 

5. Subcontract Requfrements 

6. Income Restrictions 

7. Audit and Record Retention 

8 . Slte Inspection 

9. Federal Contract Funds 

10. fntet!ectual Property Rights 

11 . Air or Water Polrution Requirements 

12. Prior Approval of Training Seminars, Workshops 
or Conferences 

13. Confidentiality of Information 

14. Documents, Publications, and Written Reports 

15. Dispute Resolution Process (Revised 2/2012) 

16. Financial and Compliance Audit Require men ls 
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17. 

18. 

19 . 

20. 

21 . 

22. 

23. 

24. 

25. 

26. 

27. 

28. 

29. 

30. 

31. 

32. 

Human Subjects Use Requirements 

Novation Requirements 

Debarment and Suspension Certification 

Smoke-Free Workplace Certification 

Covenant Against Contingent Fees 

Payment Withholds 

Performance Evaluatlon 

Officfa1s Not to Benefit 

Four-Digit Dale Comprfance 

Prohibited Use of State Funds for Software 

Use of Small, Minority Ovmed and Women's 
Businesses 

Alien lne!igibility Certification 

Union Organizing 

Contract Uniformity (Fringe Benefit 
Alrowability} 

Suspension or Slop Work Notification 

Lobbying Restrictions and Disclosure 
Certification 
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1. Federal Equal Opportuntty Requirements 

(Applicable to alt federally funded agreements entered into by the Department of Health Care Services) 

a. The Contractor 1Nifl not discriminate against any employee or applicant for employment because of race, 
color. reltgion, sex, national origin, physical or mental handicap. disability, age or status as a disabled 
veteran or veteran of tile Vietnam era. The Contractor will take affirmative action to ensure that qualified 
app!icants are employed, and lhat emptoye€s are treated during employment, without regard to thefr 
race, color, reffgion, sex, national origin, physical or mental handicap, disabHity, age or status as a 
disabted veteran or veteran of tile Vietnam era. Such action shall include, but not be limited to the 
follovling: emptoyment, upgrading, demoUon or transfer; recruitment or recruitment advertising; layoff or 
terminaUon; rales of pay or other forms of compensation; and career development opportunities and 
selection for training, including apprenticeship. The Contractor agrees to post in conspicuous praces, 
avai!able to emptoyees and applicants for employment, notices to be provided by lhe Federal 
Government or DHCS, setting forth the provisions of the Equal Opportunity clause, Section 503 of the 
Rehabilitation Act of 1973 and the affirmatlve action cfause required by the Vietnam Era Veterans' 
Readjustment Assistance Act of 1974 (38 U.S.C. 4212). Such notices shall slate the Contractor's 
obligation under tile law to take affirmative action to emptoy and advance in employment qualified 
applicants without discrimlnation based on their race, cotor, reHgion, sex, national origin physical or 
mental handicap, disability, age or status as a disabled veteran or veteran of the Vietnam era and the 
righls of applicants and employees. 

b. The Contractor wm, i n a[I soHdtaUons or advancements for emptoyees p!aced by or on behalf of the 
Contractor, state that all qualified applicants wifl receive consideralion for employment without regard to 
race, color, retcgion, se;ic, national origin physical or mental handicap, dlsability, age or status as a 
disabted veteran or veteran of the Vietnam era. 

c. The Contractor Y.~lt send to each fabor union or representative of workers with which it has a coneclive 
bargaining agreement or other contract or understanding a notice, to be provided by tile Federa1 
Government or the State, advising the labor union or workers' representative of the Contractor's 
commitments under the provislons herein and shall post copies of the notice in conspicuous places 
avaitab!e to emptoyees and applicants for employment. 

d. The Contractor will comply with all provisions of and furnish alf information and reports required by 
Section 503 of the Rehabilitation Act of 1973, as amended, the Vietnam Era Veterans' Readjustment 
Assistance Act of 1974 (38 U.S.C. 4212) and of the Federal Executive Order No. 11246 as amended, 
including by ExecuHve Order 11375, 'Amendfng Executive Order 11246 Relating to Equal Employment 
Opportunity,' and as supplemented by regulation at 41 CFR part 60, "Office of the Federal Contract 
Compliance Programs, Equal Employment Opportunity, Department of Labor/ and of the rules, 
regulations, and relevant orders of the Secretary of Labor. 

e. The Contractor will furnish au information and reports required by Federal Executive Order No. 11246 as 
amended, fnduding by Executive Order 11375, 'Amending Executive Order 11246 Relatfng to Equal 
Employment Opportunity,' and as supplemented by regulation at 41 CFR part 60, ~office of the Federal 
Contract Compliance Programs, Equat Employment Opportunity, Department of Labor,~ and lhe 
Rehabilitation Act of 1973, and by the rules, regulations, and orders of tile Secretary of Labor, or 
pursuant thereto, and will permit access to its books, records, and accounts by the Stale and its 
designated representatives and the Secretary of Labor for purposes of investigation to ascertain, 
compliance with such rutes, regulatfons, and orders. 

f. In the event of tile Contractor's noncompliance with the requirements of the provisions herein or with any 
federal rules, regutations, or orders which are referenced herein, this Agreement may be cancerted, 
terminated, or suspended in whole or in part and the Contractor may be declared ineligibfe for further 
federal and slate contracts in accordance wlth procedures authorfzed in Federa! Executive Order No. 
11246 as amended and such other sanctions may be imposed and remedies invoked as provided in 
Federal Executive Order No. 11246 as amended, including by Execulive Order 11375, 'Amending 
Executive Order 11246 Relating to Equal Emptoyment Oppartunlty,' and as supplemented by regulation 
at 41 CFR part 60, ~Office of the Federaf Contract Compliance Programs, Equal Emproyment 
Opportunity, Department of Labor,~ or by ru!e, regulation, or order of the Secretary of Labor, or as 
otherwise provided by Jaw. 
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g. The Contractor wilt include the provisions of Paragraphs a through g in every subcontract or purchase 
order untess exempted by rures, regulations, or orders of the Secretary of Labor issued pursuant to 
Federal Executive Order No. 11246 as amended, including by Executive Order 11375, 'Amending 
ExecuUve Order 11246 Relating to Equaf Employment Opportunity.' and as supplemented by regulation 
at 41 CFR part 60, ~amce of the Federal Contract Compliance Programs, Equal Employment 
Opportunity, Department of Labor.~ or Section 503 of the Rehabilitation Act of 1973 or (38 U.S.C. 4212) 
of the Vietnam Era Veteran's Readjustment Assistance Act, so that such provisions will be binding upon 
each subcontractor or vendor. The Contractor will take such action with respect lo any subcontract or 
purchase order as the Director of the Office of Federal Contract Compliance Prngrams or DHCS may 
direct as a means of enforcing such provisions including sanctions for noncompliance provided, hO\Uever, 
that in the event the Contractor becomes invotved rn, or is threatened with litigation by a subcontractor or 
vendor as a result of such direction by DHCS, the Contractor may request in writing to DHCS, who, in 
turn, may request the United States to enter into such litigation to protect the interests of the State and of 
the United Slates. 

2. Travel and Per Dlem Reimbursement 

(Applicable rf travel and/or per diem expenses are reimbursed \'lith agreement funds.) 

Reimbursement for travet and per diem expenses from DHCS under this Agreement shall , unress otherwi se 
specified in this Agreement, be at the rates currently in effect, as established by the California Department of 
Personnel Administration {DPA}, for nonrepresented state emptoyees as stipulated in DHCS' Travei 
Reimbursement Information Exhibit. ff the DPA rates change during the term of the Agreement, the new 
rates shall apply upon their effective date and no amendment to this Agreement sha!I be necessary. 
Exceptions to DPA rates may be approved by DHCS upon the submission of a statement by the Contractor 
indicating that such rates are nol available to the Contractor. No travel outside the State of California shalf be 
reimbursed without prror authorization from DHCS. Verbal authorization should be confirmed in writing. 
Written authorization may be in a form including fax or email confirmation. 

3. Procurement Rules 

(Appffcable to agreements in which equipment/property, commodities and/or supplies are furnished by DHCS 
or expenses for sard items are reimbursed by DHCS 1.'lith state or federal funds provided under the 
Agreement.} 

a. EquipmenUProperty definitions 

Wherever the term equipment andlor property ls used, the following definitions shall apply: 

{1) Major equipment/property: A tangible or intangible item having a base unit cost of S5.000 or more 
with a Hie expectancy of one (1} year or more and is either furnished by DHCS or the cost is 
reimbursed through this Agreement. Software and videos are examples of intangible items lhat meet 
this definition. 

(2} Minor equipment/property: A tangible item having a base unit cost of Jess than SS.000 with a fife 
expectancy of one {1) year or more and is either furnished by DHCS or the cost is reimbursed 
through this Agreement. 

b . Government and public entities (including slate colleges/universities and auxmary organizations), 
whether acting as a contractor and/or subcontractor, may secure all commoditres, supplies, equipment 
and services related to such purchases that are required in performance of this Agreement. Said 
procurements are subject to Paragraphs d through h of Provision 3. Paragraph c of Provision 3 shal l 
also app!y, if equipment/property purchases are delegated to subcontractors that are nonprofit 
organizations or commercial businesses. 

c . Nonprofit organizations and commercral businesses, whether acting as a contractor and/or 
subcontractor, may secure commodities, suppfies, equipment/property and services related to such 
purchases for performance under this Agreement. 

(1) Equipmentlproperty purchases shall not exceed $50,000 annually. 

To secure equipment/property above the annual maximum limit of S50,000, the Contractor shall 
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make arrangements through the appropriate DHCS Program Contract Manager, to have alf 
remaining equipmentfproperty purchased through DHCS' Purchasing Unit. The cost of 
equipment/property purchased by or through DHCS shaH be deducted from the funds ava1labre in this 
Agreement. Contractor shalt submit to the DHCS Program Contract Manager a list of 
equipment/property speciflcatlo11s for those items that the State must procure. OHCS may pay the 
vendor directly for such arranged equipment/property purchases and title to the equipment/property 
will remain with DHCS. The equipment/property wm be delivered to the Contractor's address, as 
stated on the face of the Agreement, u11ress the Contractor notifies the DHCS Program Contract 
Manager, in writing, of an alternate delivery address. 

(2) All equipmentfproperty purchases are subject to Paragraphs d through h of Provision 3. Paragraph b 
of Provision 3 shall afso apply, if equipment/properly purchases are defegated to subcontractors that 
are either a government or public entity. 

(3} Nonprofit organizations and commercial businesses shall use a procurement system that meets the 
following standards: 

{a) Maintain a code or standard of conduct that shal! govern the performance of its officers, 
employees, or agents e11gaged in mvardfng procurement contracts. No emp!oyee, officer, or 
agent shalt participate in the selecUon, award, or administraUon of a procurement, or bid contract 
in wh:ch, to his or her knovlfedge, he or she has a financial interest. 

(b} Procurements shalf be conducted in a mannei that provfdes, to the maximum extent practical, 
open, and free compeution. 

{c} Procurements shall be conducted in a manner that provides for all of the following: 

[1] Avoid purchasing unnecessary or duplicate items. 

[2] Equipmentfproperty solicitations shalt be based upon a dear and accurate descripUon of the 
technical requirements of the goods to be procured. 

[3] Take positive steps to utilize smal! and veteran mvned businesses. 

d. Untess waived or otherwise stipulated in writing by DHCS, prior written authorrzalion from lhe appropriate 
OHCS Program Contract Manager will be requcred before the Contractor will be reimbursed for any 
purchase of $5,000 or more for commodities, supplies, equipment/property, and services related to such 
purchases. The Contractor must provide in its request for authorization all parlicurars necessary, as 
specified by DHCS, for evaluating the necessity or desirability of incurring such costs. The term 
"purchase~ exdudes the purchase of services from a subcontractor and public utility services at rates 
estabtrshed for uniform applicability to the ge11erat public. 

e. rn specfal circumstances, determined by DHCS (e.g., when DHCS has a need to monitor certa1n 
purchases, elc.), DHCS may require prior written authorization and/or the submission of paid vendor 
receipts for any purchase, regardless of dollar amount. OHCS reserves the right to either deny daims for 
reimbursement or to request repayment for any Contractor and/or subcontractor purchase that DHCS 
determines to be unnecessary in carrying out performance under this Agreeme11t. 

f. The Contractor and/or subcontractor must maintain a copy or narrative description of the procurement 
system, guidelines, rures, or regufations that will be used to make purchases under this Agreement. The 
State reserves the rfght to request a copy of these documents and to inspect the purchasing practices of 
the Contractor and/or subcontractor at any time. 

g. For all purchases, the Contractor and/or suboo11tractor must mafntain copies of all paid vendor cnvoices, 
documents, brds and other information used in vendor setection, for inspection or audit. Justifications 
supporti11g lhe absence of bidding {i.e., sole source purchases) shafl also be maintained on fire by the 
Contractor and/or subcontractor for inspection or audit. 

h. DHCS may, v/tlh cause (e.g., with reasonabre suspicion of u11necessary purchases or use of 
inappropriate purchase practices, etc.), v,ilhhold, ca11cet, modify, or retract the delegated purchase 
authority granted under Paragraphs b and!or c of Provision 3 by givfng the Contractor no !ess tha11 30 
calendar days v:ritten notice. 
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4. Equipment/Property Ownership I Inventory J Disposition 

{Applicab!e to agreements in which equipment/property is furnished by DHCS and/or when said items are 
purchased or reimbursed by OHCS vlith state or federal funds provided under the Agreement.) 

a . Wherever the term equipment and/or property is used in Provisfon 4, the definiUons in Paragraph a of 
Provision 3 shall apply. 

Unfess othervlise stipulated in this Agreement. aU equipment and/or property that is 
purchased/reimbursed with agreement funds or furnished by DHCS under the terms of this Agreement 
shall be considered state equipment and the property of DHCS. 

(1) Reporting of Equipment/Property Receipt - DHCS requires the reporting, tagging and annllaf 
inventorying of air equipment and/or property that is furnished by OHCS or purchased/reimbursed 
wilh funds provided through this Agreement. 

Upon receipt of equipment and/or property, the Contractor shall report the receipt to the OHCS 
Program Co11tract Manager. To report the recefpt of said items and to receive property tags, 
Contractor shall use a form or format designatEKl by DHCS' Asset Management Unit. If the 
appropriate form (i.e., Contractor Equipment Purchased with DHCS Funds) does not accompany lhis 
Agreement, Contractor shall request a copy from the DHCS Program Contract Manager. 

{2} Annual Equipment/Property Inventory - If U,e Contractor enters into an agreement with a term of 
more than twetve months, the Contractor shall submit an annual inventory of state equipment and/or 
property to the DHCS Program Contract Manager using a form or format designated by DHCS' Asset 
Management Unit If an inventory report form {i.e., rnventory/Disposition of DHCS-Funded 
Equipment) does not accompany this Agreement, Contractor shall request a copy from the DHCS 
Prngram Contract Manager. Contractor shalf: 

(a) Include in the inventory report, equipment and/or property in lhe Contractor's possession and/or 
in the possession of a subcontractor (including independent consuttants). 

(b) Submit the inventory report to DHCS acx:ording to the instructions appearing on the inventory 
form or issued by the DHCS Program Contract Manager. 

(c) Contact lhe DHCS Program Contract Manager to [earn hov, to remove, trade-in, sell, transfer or 
survey off, from the inventory report, expired equipment andfor property that is no longer wanted, 
usab[e or has passed [ts life expectancy. lnslructions \'Iii! be supplied by either the DHCS 
Program Contract Manager or DHCS' Asset Management Unit. 

b. Titre to stale equipment and/or property shall not be affected by lts incorporation or attachme11t to any 
property not owned by lhe State. 

c. Unless other.vise stipulated, DHCS shafl be under no obtigation to pay the cost of restoration, or 
rehabilitation of the Coritractor's and/or Subcontractor's facility whfch may be affected by the rem ova! of 
any state equipment andlor property. 

d. The Contractor and/or Subcontractor shall maintain and administer a sound business program for 
ensuring the proper use, mafn!enance, repair, protection, insurance and preservation of state equipment 
andfor property. 

(1) In administering thts provjsfon, DHCS may require the Contractor and/or Subcontractor to repair or 
replace, to DHCS' satisfaction, any damaged, tost or stolen stale equipment and/or property. In the 
ever1t of state equipment andfor miscellaneous property theft, Contractor and/or Subcontractor shall 
immediatety file a theft report with the appropriate police agency or the California Highway Patrol and 
Contractor shall promptiy submit 011e copy of the theft report to the DHCS Program Contract 
Ma11ager. 

e. Unless other.•.ise stipulated by the Program funding this Agreement, equipment andlor property 
purchasedlreimbursed with agreement funds or furnished by DHCS under the terms of this Agreement, 
shall only be used for performance of this Agreement or another DHCS agreement. 
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f. Within sixty {60) carendar days prior to the termi11ation or end of this Agreement, the Contractor shaH 
provide a final inventory report of equ1pment andfor property to the DHCS Program Contract Manager 
and sha11, at that time, query DHCS as to the requfrements. incfuding the manner and method, of 
returning state equfpment and/or property to DHCS. Ffna! dispos[tion of equipment and/or property shall 
be at DHCS expense and according to DHCS instructions. Equipment and/or property dfsposiUon 
fnstrucUons shalf be issued by DHCS immediately after receipt of the final inventory report. At the 
termination or condusion of this Agreement, DHCS may at fts discretion, author1ze the continued use of 
state equ1pment and/or property for performance of work under a different DHCS agreement. 

g. Motor Vehicles 

{Applfcabte onty if motor vehic!es are purchased/reimbursed with agreement funds or furnished by DHCS 
under this Agreement.) 

{1} If motor vehfcfes are purchased/reimbursed \vilh agreement funds or furnished by DHCS under the 
terms of lhis Agreement, w'ilhin thirty (30) calendar days prior to the termination or end of thfs 
Agreement, the Contractor and/or Subcontractor shafl return such vehicles to DHCS and shall deliver 
all necessary documents of title or registration to enabte the prop-er tra11sfer of a marketable title to 
DHCS. 

(2) If motor vehictes are purchased/reimbursed with agreement funds or furnished by DHCS under the 
terms of this Agreement the State of California shall be the legal owr.er of said motor vehicfes ar.d 
the Contractor shafl be the registered owner. The Co11traclor and/or a subcontractor may only use 
safd vehrdes for performance and under the terms of this Agree men I. 

(3) The Contractor and/or Subcontractor agree that afl operators of motor vehictes, 
purchased/reimbursed with agreement funds or furnished by OHCS under the terms of this 
Agreement, shat! hotd a valid State of California driver's license. In the event that ten or more 
passengers are to be transported in any one vehicte, the operator shalt also hold a State of California 
Class B driver's tfcense. 

(4) If any motor vehfcte is purchased/reimbursed with agreement funds or furnished by OHCS under the 
terms of this Agreement, the Contractor and/or SubcontractorT as applicabte, shalf provide, maintafn, 
and certify that, at a minimum, the foflowlng type and amount of automobife ftabmty insurance is fn 
effect during the term of th1s Agreement or any extension period during \•,1hich any veh1de remains in 
the Contractor's and/or Subcontractor's possession: 

Automobile Liability Insurance 

{a) The Contractor, by srgning this Agreement, hereby certifies that it possesses or 1um obtain 
automobile liability insurance in the amount of S1,000,000 per occurrence for bo<lily injury and 
property damage combined. Safd insurance must be obtained and made effective upon the 
delivery date of any motor vehfcfe, purchased/reimbursed \•iith agreement funds or furnished by 
OHCS under the terms of this Agreement, to the Contractor and/or Subcontractor. 

{b) The Contractor and/or Subcontractor shafl, as soon as practical, furnish a copy of the certificate 
of insurance lo the DHCS Program Contract Manager. The certificate of insurance shall identify 
the DHCS contract or agreement number for which the insurance applies. 

(c) The Contractor and/or Subcontractor agree that bodity injury and property damage liability 
insurance, as required herein, shall remain in effect at alf Umes durfng the term of this Agreement 
or until such time as the motorvehcde is returned to DHCS. 

(d) The Contractor and/or Subcontractor agree to provide, at least thirty {30} days prior lo the 
exp1ration date of sard insurance coverage, a copy of a new certificate of insurance evidencing 
continued coverage, as indicated herein, for not less than the remainder of the term of this 
Agreement, the term of any extenscon or continuation thereof, or for a period of not less than one 
(1) year. 

(e) The Contractor and/or Subcontractor, if not a self-insured government and/or public entity, must 
provide evidence, that any required certificates of insurance contain the following provisions: 
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[1] The insurer wm not cancel the i11sured's coverage without giving thirty (30} calendar days 
prior written notice to the State (California Department of Health Care Services). 

[2] The State of Cafffomia, its officers, agents, emproyees, and servants are induded as 
additional irisureds, but only \'.ith respect to work performed for the State under this 
Agreement and any extension or continuation of this Agreement. 

[3) The insurance carrier sharl notify the Califomta Department of Hearth Care Services (DHCS), 
in writing, of the Contractor's faHure to pay premcums; its cancellation of such policies; or any 
other substantial change, includfng, but not limited to, the status, coverage, or scope of the 
requfred insurance. Such notices shall conlaln a reference to each agreement number for 
which the i11surance \..,.as obtained. 

(f) The Contractor and/or Subcontractor is hereby advised that copies of certificates of insurance 
may be subject to review and approval by the Department of General Services (DGS), Office of 
Risk and Insurance Management. The Contractor shall be notified by DHCS, in writing, if this 
provision is applicable to this Agreement. If DGS approval of the certificate of insurance is 
required, the Contractor agrees that no work or services shall be performed prior to obtaining 
said approvar. 

{g) In the event the Contractor and/or Subconlraclor fails to keep insurance coverage, as required 
herein, in effect at alf times during veh[cle possession, DHCS may, in addition to any other 
remedies it may t1ave, terminate this Agreement upon the occurrence of such ever1t. 

5. Subcontract Requirements 

(Applicable to agreements under whrch services are to be performed by subcontractors 1nc1udrng 
independent consultants.} 

a. Prior wTltten authorization will be required before the Contractor enters into or is reimbursed for any 
subcontract for services costing SS,000 or more. Except as indicated in Paragraph a(3) herein, when 
securing subcontracts for services exceeding $5,000, the Contractor snail obtain at least three bids or 
justify a sole source award. 

{1) The Contractor must provide in its request for authorization, all information necessary for evalualing 
the necessity or desirability of fncurrfng such cost. 

(2) DHCS may identify the information needed to futfilr thls requirement. 

(3} Subcontracts performed by the following enUties or for the service types listed below are exempt from 
the bidding arid so!e source justification requirements: 

(a} A local governmental entity or the federal government, 

(b) A State college or State university from any State, 

(c) A Joint Po·Ners Authority, 

(d) An auxiliary organization of a carrfomia State University or a Ca!ifornia community college, 

(e} A foundation organized to support the Board of Governors of the California Community Cot!eges, 

(f} An auxiliary organization of tile Student Aid Commission established under Educatron Code 
§ 69522, 

(g) Firms or fndividuars proposed for use and approved by DHCS' funding Program via acceptance 
of an application or proposal for funding or pre/post contract award negotiations, 

(h) Entities andfor service types identified as exempt from advertising and competitive bic:!d[ng in 
State Contracting Manual Chapter 5 Section 5.80 Subsectfon B.3. View this pub!icalion at the 
fol I owing l nternet address: htto://v~'\'IW .d as .ca .oov/ ors/Resources/ State Con lractM an u al. as ox. 

b. OHCS reserves 1he right to approve or disapprove the selection of subcontractors and with advance 
written notice, require the substitution of subcontractors and require the Contractor to terminate 
subcontracts entered fnto in support of this Agreement. 
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(1} Upon recerpt of a written notice from DHCS requiring the substitution and!or termination of a 
subcontract, lhe Contractor shall take steps to ensure the comptelion of any work in progress and 
sefect a replacement, if applicable, within 30 calendar days, unless a !onger period is agreed to by 
DHCS. 

c . Actual subcontracts (i.e., v,'Titten agreement between the Contractor and a subcontractor) of $5,000 or 
more are subject to the prcor revimv and written approval of DHCS. DHCS may, at its disc.etion, elect to 
\•;aive this right. All such waivers shall be confirmed in writing by DHCS. 

d. Contractor shaH maintain a copy of each subcontract entered into in support of lhis Agreement and shall, 
upon request by DHCS, make copies availabte for approval, inspection, or audit. 

e. DHCS assumes no responsibi!ity for the payment of subcontractors used fn the performance of this 
Agreement. Contractor accepts sore responsibility for the payment of subcontractors used in the 
performance of this Agreement. 

f. The Contractor is responsibfe for all performance requirements under this Agreement even though 
performance may be carrced out through a subcontract. 

g. The Contractor shalf ensure that all subcontracts for services include provision(s} requiring compliance 
with applicabte terms and conditions specified in this Agreement. 

h. The Contractor agrees to incrude the follmving clause, relevant to record retention, in all subcontracts for 
services: 

"(Subcontractor Name) agrees to maintain and preserve, untH three years after termination of 
(Agreement Number} and final payment from DHCS to the Contractor. to permit OHCS or any 
duly authorfzed representative, to have access to, examrne or audit any pertfnent books, 
documents, papers and records re!aled to this subcontract and to alto.•, fnterviev11s of any 
employees who might reasonably have information refated to such records.~ 

i. Unfess otherv.'ise stipulated in \vriting by DHCS, the Contractor shall be the subcontractor's sole point of 
contact for a!l matters related to performance and payment under this Agreement. 

j . Contractor shaU, as applicable, advise air subcontractors of their obligations pursuant to the follovling 
numbered provisions of this Exhibit: 1, 2 , 3, 4, 5, 6. 7, 8, 10, 11, 12, 13, 14, 17, 19, 20, 24, 32 and/or 
other numbered provisions herein that are deemed applicable. 

6. lncome Restrictions 

Unless otherv,.ise stipulated in this Agreement, the Contractor agrees that any refunds, rebates, credits, or 
other amounts (rncluding any interest thereon) accruing to or received by the Contractor under this 
Agreement shat! be pacd by lhe Contractor to OHCS, to the extent that they are properly allocable to costs for 
which the Contractor has been reimbursed by DHCS under thfs Agreement 

7. Audit and Record Retention 

(Appficab1e lo agreements in excess of S10,000.) 

a. The Contractor and/or Subcontractor shalr maintain books, records, documents, and other evtdence, 
accounting procedures and pract1ces, sufficient to property reflect alt direct and indirect costs of whatever 
nature claimed to have been incurred in the performance of this Agreement, inc!uding any matching 
costs and expenses. The foregoing constitules ~records~ for the purpose of this provision. 

b. The Contractor's and/or subcontractor's facility or office or such part thereof as may be engaged ln the 
performance of this Agreement and his/her records shat! be subject at all reasonable times to inspection, 
audit, and reproduction. 

c. Contractor agrees that DHCS, the Department of General Services, n,e Bureau of Slate Audits , or their 
designated representatives en eluding the Comptroller General of the United States shall have the right to 
review and to copy any records and supporting documentation pertaining to the performance of this 
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Agreement. Contractor agrees to altow the auditor(s} access to such records during norrnaf business 
hours and to allow interviews of any employees who might reasonably have information related to such 
records. Further, the Contractor agrees to indude a similar right of the State to audit records and 
interview staff in any subcontract related to performance of this Agreement. (GC 8546.7, CCR Title 2, 
Section 1896). 

d . The Contractor and/or Subcontractor shall preserve and make available his/her records (1) for a period 
of three years from the date of final payment under this Agreement, and {2) for such longer period, if any, 
as is required by applicable statute, by any other provision of this Agreement, or by subparagraphs (1) or 
(2} belO\'/. 

(1} If this Agreement is completely or partially terminated, the records relaling to the work terminated 
shalt be preserved and made avai!ab!e far a period of three years from the date of any resulting final 
setUement. 

(2) ff any litigaUon, claim, negotiation, audit, or other action invotving the records has been started before 
the expiration of the three-year period, the records shall be retained until comp!etion of the acUon and 
resolution of all issues which arise from it, or until the end of the regular three-year period, whichever 
is fater. 

e. The Contractor and/or Subcontractor shall comp(y with the above requirements and be aware of the 
penalties for violations of fraud and for obstruction of investigation as set forth in Publfc Contract Code§ 
10115.10, if applicable. 

f. The Contractor and/or Subcontractor may, at its discretion, following receipt of final payment under this 
Agreement, reduce its accounts, books and records related to this Agreement to microfilm, computer 
disk, CD ROPo,·t, DVD, or other data storage medium. Upon request by an authorized representative to 
inspect, audit or obtain copies of sa:d records, the Contractor and/or Subcontractor must supply or make 
available app!icab!e devices, hardware, andlor software necessary to view, copy and/or print said 
records. Applfcabre devices may indude, but are not limited to, microfilm readers and microfilm printers, 
etc . 

g. The Contractor shall, if appfccab!e, comply vlith the Single Audft Act and the audit reporting requirements 
set forth in OMB Circular A-133. 

8. Site Inspection 

The State, through any authorized representatwes, has the right at all reasonabfe times to inspect or 
otherwise evaluate the work performed or belng performed hereunder induding subcontract supported 
activities and the premises i11 which it is being performed. If any inspection or evaluation is made of the 
premises of the Contractor or Subcontractor, the Contractor shalt provide and shafl require Subcontractors to 
provide all reasonable facilities and assistance for lhe safely and convenience of the authorized 
representatives in the performance of their duties. All inspectfons and eva!uations shall be performed in such 
a manner as \'viii not u11duly delay the work. 

9. Federal Contract Funds 

(Appficable only to that portion of an agreement funded in part or who!e with federal funds.) 

a. It is mulualry understood between the parties that this Agreement may have been v .... r itten before 
ascertaining the avaitabillty of congressional appropriation of fu11ds, for the mutual benefit of both parties, 
fn order to avoid program and fiscal defays which would occur if the Agreement ,vere executed after that 
determi11ation was made. 

b. This agreement ls valid and enforceable only if sufficient funds are made available to the State by the 
United States Government for the fiscal years covered by the term of this Agreement In addition, this 
Agreement is subJect to any additional restrictions, limitations, or conditions enacted by the Congress or 
any statute enacted by the Congress vvhich may affect the provisions, lerms or funding of this Agreement 
in any manner. 
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c. U is mutual[y agreed that if the Congress does not appropriate sufficient funds for the program, this 
Agreement shall be amended to reflect any reduction in funds. 

d. DHCS has the option to invaftdate or cancer the Agreement with 30-days advance written notice or to 
amend the Agreement to reflect any reduction in funds. 

10. Intellectual Property Rights 

a. Ownership 

{1) Except where DHCS has agreed in a signed writing to accept a license, DHCS shall be and remain, 
·without additional compensaUon, the sore owner of any and all rights, title and interest in all 
lntel1ectuaf Property, from the moment of creatfon, whether or not joinUy conceived, that are made, 
conceived, derived from, or reduced to practice by Contractor or DHCS and wh:ch result direcUy or 
indirectly from this Agreement. 

{2) For the purposes of this Agreement, Intellectual Property means recognized protectable rights and 
interest such as: patents, {whether or not issued) copyrights, trademarks, service marks, applications 
for any of the foregoing, inventions, trade secrets, trade dress, logos, insignia, color combinations, 
slogans, moral rights, right of publicity, author's rights, contract and ftcensing rights, works, mask 
\vorks, industrial design rights, rights of priority, know how, design flmvs, methodologies, devices, 
business processes, developments, innovations, good will and all other fegar rights protecting 
intangibte proprietary information as may exist nov1 and/or here after come into existence, and aH 
renewals and extensions, regardless of whether those rights arise under the 1avJS of the United 
States, or any other state, country or jurisdiction. 

(a) For the purposes of the definition of Intellectual Property, ~works~ means all Hterary works, 
writings and printed matter including the medium by which they are recorded or reproduced, 
photographs, art work, pictorial and graphic representations and 1.•mrks of a similar nature, film, 
motion pcctures, digital images, animation cells, and other audiovisual works including positives 
and negatives thereof, sound recordings, tapes, educational materlars, interactive videos and any 
other materials or products created, produced, conceptualrzed and fixed in a tangible medium of 
expressron. Tt inctudes preliminary and final products and any materiars and information 
developed for the purposes of producing those final products. Works does not indude articles 
submitted to peer review or reference joumats or independent research projects. 

(3) In the performance of this Agreement, Contractor \._ill exercise and utiHze certain of its lnterreclual 
Property in existence prior to the effective date of this Agreement. In additcon, under this Agreement, 
Contractor may access and utilize certain of DHCS' Intellectual Property in existence prior to the 
effective date of this Agreement. Except as othervlise set forth herein, Contractor shall not use any 
of DHCS' lntelrectual Property now existing or hereafter existfng for any purposes \Vilhout the prior 
written permission of DHCS. Except as otherwise set forth herein, neither the Contractor nor 
DHCS shall give any ownership interest in or rights to its Intellectual Property to the other 
Party. If during the term of this Agreement, Contractor accesses any third-party Intellectual Property 
that is licensed to OHCS, Contractor agrees to abide by all license and confidentiality restrictions 
applicable to DHCS in the third-party's license agreement 

(4) Contractor agrees to cooperate with DHCS fn establishing or maintaining DHCS' exclusive rights in 
the Intellectual Property, and in assuring DHCS' sole rights against third parties with respect to the 
lntellecluar Property. If the Contractor enters into any agreements or subcontracts \vilh other parties 
in order to perform this Agreement, Contractor shafl require the terms of the Agreement(s) to in crude 
all lntellectuat Property provisions. Such terms must incfude, but are not fimited to, lhe subcontractor 
assrgning and agreeing to assign to DHCS alf rights, tille and interest in Intellectual Property made, 
conceived, derived from, or reduced to practice by the subcontractor, Contractor or DHCS and whcch 
resutt directly or indirectly from this Agreement or any subcontract. 

(5} Contractor further agrees to assist and cooperate with DHCS in a11 reasonable respects, and execute 
all documents and, subject to reasonable availability, give testimony and lake al l further acts 
reasonabfy necessary to acquire, transfer, maintain, and enforce OHCS' Intellectual Property rights 
and interests. 
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b. Retained Rights I License Rights 

(1) Except for fnte!lectual Property made, conceived, derived from, or reduced lo practice by Contractor 
or DHCS and which result directly or iridirectry from this Agreement, Contractor shall retain title to all 
of its Intellectual Property lo the extent such lnte!lectual Property is i11 existence prior to lhe effective 
date of this Agreement. Contractor hereby grants to DHCS, w'ithout addiUonaf compensation, a 
permanent, non-exclusive, royalty free, paid-up, worldwide, irrevocable. perpetual, non-terminable 
Hcense to use, reproduce, manufacture, sell, offer to sen, import, export, modify, publfdy and private[y 
display/perform, distribute, and dispose Contractor's lntelrectual Property with the right to sub!icense 
through multlp!e layers, for any purpose whatsoever, to the extent it is incorporated in the fnte!lectua1 
Property resulting from this Agreement, unless Contractor assigns all rights, titre and interest in the 
lntelfectua1 Property as set forth herein. 

{2) Nothing in 1his provision shall restrict, limit, or otherwise prevent Contractor from using any ideas, 
concepts, know-how, methodo!ogy or techniques related to its performance under this Agreement, 
provided that Contractor's use does not infringe the patent, copyright trademark rights, license or 
other lntef!ectuaf Property rights of DHCS or third party, or result in a breach or default of any 
provisions of this Exh[bil or result in a breach of any provlsio11s of law relating to confidentiality. 

c. Copyright 

(1} Contractor agrees that for purposes of copyright law, all works [as defined in Paragraph a, 
subparagraph (2)(a) of this provisionJ of authorshrp made by or on behalf of Contractor in connection 
v,'ith Contractor's performance of this Agreement shalf be deemed gworks made for hire". Contractor 
further agrees that the work of each person utilized by Contractor in connection with the performance 
of this Agreement will be a ~work made for hiret whether that person is an employee of Contractor or 
that person has entered into an agreement vlith Contractor to perform the work. Contractor shall 
enter lnto a written agreement with any such person that: {i) all work performed for Contractor shall 
be deemed a "\vork made for hire~ under the Copyright Act and (ii) that person shall assign aU right, 
title, and interest to OHCS to any work product made, conceived, derived from, or reduced to practice 
by Contractor or DHCS and wt,ich result directly or indirectly from this Agreement. 

(2) All materials, including, but not limited to, visual works or text, reproduced or distributed pursuant to 
this Agreement that include lnteHectual Property made, conceived, derived from, or reduced to 
practice by Contractor or DHCS and which result directly or indirectly from this Agreement, shall 
fnclude DHCS' notice of copyright, which shalt read in 3mm or larger typeface:~© [Enter Current Year 
e.g., 2010, etc.}, Califomfa Department of Hearth Care Services. This material may not be 
reproduced or disseminated vlithout prior \·vrilten permission from the California Department of Health 
Care SeNices.~ This notice should be pfaced prominently on the materials and set apart from other 
matter on the page where it appears. Audio productions shall contafn a similar audio notice of 
copyright. 

d. Patent Rights 

With respect to inventions made by Contractor in the performance of this Agreement, which did not result 
f rom research and development specifical[y included in the Agreement's scope of work, Contractor 
hereby grants to DHCS a license as described under Section b of this provision for devices or material 
incorporating, or made through the use of such inventions. If such inventions result from research and 
development vmrk specifically fncluded within the Agreement's scope of work, then Contractor agrees to 
assign to OHCS, \'vithout addilionat compensation, alt its right, title and interest in and to such inventions 
and to assist DHCS in securing United States and foreign patents with respect thereto. 

e. Third-Party Intellectual Property 

Except as provided herein, Contractor agrees that its performance of this Agreement shall not be 
dependent upon or indude any lntellectua, Property of Contractor or lhird party \vilhout first: (i} obtaining 
DHCS' prior written approval; and (ii) granting to or obtaining for DHCS, without additional compensatfon, 
a license, as described in Section b of this provisfon, for any of Contractor's or third-party's lntelfectual 
Property in existence prior to the effective date of this Agreement. If such a license upon the these terms 
is unattainable, and DHCS determines that the lntelrectual Property should be inctuded in or is required 
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for Contractor's performance of this Agreement, Contractor shall obtain a Hcense under terms acceptabre 
to DHCS. 

f. Warranties 

( 1 ) Contractor represents and warrants th at: 

(a) It is free to enter into and fully perform this Agreement. 

(b) It has se<:ured and \·viii secure an rights and licenses necessary for 1ts performance of this 
Agreement. 

(c) Neither Contractor's performance of I his Agreement, nor the exercfse by either Party of the rights 
granted in this Agreement, nor any use, reproduction, manufacture, sa!e, offer to seU, import, 
export, modification, public and private display/performance, distribution, and dispositcon of the 
Intellectual Property made, conceived, derived from, or reduced to practice by Contractor or 
DHCS and vmich result directly or indirectly from thfs Agreement vlifl infringe upon or viotate any 
Intellectual Property right, non-disclosure obfigation, or other proprietary right or interest of any 
third-party or entity now existing under the laws of, or hereafter ex tsting or issued by, any state, 
the United States, or any foreign country. There is currently no actuator threatened claim by any 
such third party based on an alfeged viotation of any such right by Contractor. 

(d) Neither Contractor's performance nor any part of its performance will violate the right of privacy 
of, or constitute a libet or stander against any person or entity. 

(e) Uhas secured and wiH secure all rights and licenses necessary for lntelfectual Property induding, 
but not fimited to, consents, waivers or releases from all authors of music or performances used, 
and talent (radio, television and motion picture tafent), owners of any interest in and to real 
estate, sites, locations, property or props that may be used or sho0Nn. 

(f} It has not granted and shall not grant to any person or entity any right that wou!d or rniglll 
derogate, encumberT or interfere with any of the rights granted to DHCS fn this Agreement. 

(g) ll has appropriate systems and contrors in place to ensure that state funds \vii[ not be used in the 
performance of this Agreement for the acquisiUon, operation or mai11te11ance of computer 
software in violation of copyright favrs. 

(h) It has no knmvledge of any outstanding claims, ficenses or other charges, 11ens, or 
encumbrances of any kind or nature v-.·hatsoever that could affect in any way Contractor's 
performance of this Agreement. 

(2) DHCS MAKES NO WARRANTY THAT THE INTELLECTUAL PROPERTY RESULTfNG FROM 
THIS AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK, COPYRIGHT OR 
THE LIKE, NOW EXfSTING OR SUBSEQUENTLY ISSUED. 

g. Intellectual Property Indemnity 

(1) Contractor shall indemnify, defend and ho[d harmless DHCS and its ficensees and assignees, and its 
officers. directors, employees, agents, representatives, successors, and users of its products, 
rindemnitees~) from and against afl daims, actions, damages, losses, liabilities (or actions or 
proceedings with respect to any tt,ereof), whether or not rightful, arising from any and a1J actions or 
claims by any third party or expenses rerated thereto {including, bu! not Hmtted to, all regal expenses, 
court costs, and attomey·s fees incurred in investigating, preparing, serving as a 1,•litness in, or 
defending against, any such claim, acUon, or proceeding, commenced or threatened) to wtitch any of 
the lndemnitees may be subject, \•,·hether or not Contractor is a party to any pending or threatened 
litigation, whfch arise out of or are retated to (i) the incorrectness or breach of any of the 
represe11tations , warrantres, covenants or agreements of Contractor pertaining to tntellectual 
Property; or {ii) any fnte!lectual Property infringement, or any other type of actual or alleged 
infrfngement ctaim, arising out of DHCS' use, reproduction, manufacture, sale, offer to sell, 
distribution, import, export, modification, public and private performanceldisplay, license, and 
disposition of the lntellectual Property made, cor1ceived, derived from, or reduced to practice by 
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Contractor or DHCS and which result directty or indirectly from this Agreement. Tl1is indemnity 
obligation shall apply irrespective of whether the i11fringement dacm is based on a patent, trademark 
or copyright registration that issued after the effective date of this Agreement. OHCS reserves the 
rcght to participate in and/or control, at Contractor's expense, any such infringement action brought 
against DHCS. 

(2) Should any Intellectual Property ffcensed by the Contractor to DHCS under this Agreement become 
the subject of an Intellectual Property infringement claim, Contractor \•/ill exercise its authority 
reasonably and in gocxl faith to preserve DHCS' right to use the llcensed Jnlelleclual Property in 
accordance \*lilh this Agreement al no expense to DHCS. DHCS shall have the right to monitor and 
appear through its own counsel (at Contractor's expense} in any such c!aim or action. tn the defense 
or settlement of the claim, Contractor may obtain the right for DHCS to continue using the licensed 
lntelrectuat Property; or, replace or modify the licensed lnteUectual Property so that the rep1aced or 
modified Intellectual Property becomes non-infringing provided that such reptacement or modification 
is functionalty equivalent to the originaf licensed lntellectua! Property. If such remedies are not 
reasonab1y available, DHCS sha!I be entitled to a refund of an monies pard under this Agreement, 
without restriction or limitatcon of any other rights and remedies availabre at faw or in equity. 

{3) Contractor agrees lhat damages alone would be inadequate to compensate DHCS for breach of any 
term of this rntelfectuaf Property Exhibit by Contractor. Contractor acknm'lledges DHCS wourd suffer 
irreparabte harm in the event of such breach and agrees DHCS shall be entitled to obtain equitable 
relief, including without limitation an injunctton, from a court of competent jurisdiction, w'ilhout 
restriction or limitation of any other rights and remedies available at law or in equity. 

h. Federal Funding 

fn any agreement funded in whole or in part by the federal government, DHCS may acquire and maintain 
the lntelrectuat Property rights, title, and ownership, which results directly or indirectly from the 
Agreement; except as provided in 37 Code of Federa t Regulations part 401.14; however, the federal 
government shall have a non-excrusive, nontransferable, irrevocable, paid-up license throughout the 
world to use, dupficate, or dispose of such lntellectua1 Property throughout the world in any manner for 
governmental purposes and to have and permit olhers to do so. 

i. Survival 

The provisions set forth herein shall survive any termination or expiration of this Agreement or any project 
schedule. 

11. Air or Water Pollution Requirements 

Any federa!ly funded agreement a11d/or subcontract in excess of $100,000 must comply \.',~th the folrowing 
provisions unless said agreement is exempt under 40 CFR 15.5. 

a. Government contractors agree to comply with all applicable standards, orders, or requirements issued 
under secUon 306 of the Clean Afr Act [42 U.S.C. t857(h)J, section 508 of lhe Clean Water Act {33 
U.S.C. 1368}, Executive Order 11738, a11d Environmental Protection Agency regufafions (40 CFR part 
15). 

b. Institutions of higher education, hospitars, nonprofit organrzations and commercial businesses agree to 
comply \Vilh all applicable standards, orders, or requirements issued under the C!ean Air Act (42 U.S.C. 
7401 et seq.), as amended, a11d the Federal Water Pollution Contror Act (33 U.S.C. 1251 et seq.}, as 
amended. 

12. Prior Approva1 of Training Seminars, Workshops or Conferences 

Contractor shall obtain prior DHCS approval of the location, costs, dates, agenda, instructors, instructional 
materials, and attendees at any reimbursabfe trafning seminar, workshop, or conference conducted pursuant 
to this Agreement and of any reimbursabre publrdty or educational materia!s to be made available for 
dislribuUon. The Contractor shall acknm..,iedge the support of the State whenever publicizing the work under 
lhis Agreement in any medfa. This provision does not apply to necessary staff meetings or tracning sessrons 
held for the staff of the Contractor or Subconlraclor to conduct routine busfness matters. 
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13. Confidentiality of Information 

a. The Contractor and its emproyees, agents, or subcontractors shall protect from unauthorrzed disdosure 
names and other identifying information concemfng persons either receiving services pursuant to this 
Agreement or persons v,·11ose names or tdentifying information become avairable or are discrosed to the 
Contractor, lts emproyees, agents, or subcontractors as a result of services performed under this 
Agreement, except for slatisUcar information not identifying any such person. 

b. The Contractor and its emptoyees, agents, or subcontractors shall not use such identrfying information 
for any purpose other than carrying out the Contractor's ob1igalions under this Agreement. 

c. The Contractor and its empfoyees, agents, or subcontractors snail promptly transmit to 1he OHCS 
Program Contract ~·tanager an requests for disclosure of such ldenHfying information not emanaUng from 
the client or person. 

d. The Contractor snall not disdose, except as other\"lise spec1ficalty permitted by this Agreement or 
authorized by tile client, any such identifying information to anyone other than DHCS without prior written 
authorizatton from the DHCS Program Contract Manager, except if disctosure is required by State or 
Federal law. 

e. For purposes of this provision, identity shall lnctude, but not be limited to name, identifying number, 
symbol, or other identifying particular assigned to the individuar, such as finger or voice print or a 
photograph. 

f. As deemed apptccab!e by DHCS, this provision may be supplemented by additconal terms and conditions 
covering personal health information {PHI) or personal , sensitive, andfor confidenUa1 fnformaUon (PSCI). 
Said terms and cond itions wHI be outlined in one or more exhibits that \•Jill either be attached to this 
Agreement or fncorporated into this Agreement by reference. 

14. Documents, Publkations and Written Reports 

(Applicable to agreements over $5,000 under which publications, written reports and documents are 
developed or produced. Government Code Section 7550.) 

Any document, publication or vllitten report {exctuding progress reports, financia1 reports and normal 
contractual communicatfons) prepared as a requirement of this Agreement shall contain, in a separate 
section preceding tile main body of the document, the number and dollar amounts of all contracts or 
agreements and subcontracts relating to lhe preparation of such document or report, if the total cost for work 
by nonernployees of the Slate exceeds S5,000. 

15. Dispute Resolution Process 

a. A Contractor grievance exists whenever there is a dispute arising from DHCS' action in lhe administration 
of an agreement. If there is a dispute or grievance between the Contractor and DHCS, the Contractor 
must seek resolution using the procedure outlined below. 

(1) The Contractor should first 1nforma!ly discuss the problem with the DHCS Program Contract 
Manager. If the problem cannot be reso[ved informally, the Contractor shall direct its grievance 
together with any evcdence, in writing, to the program Branch Ch[ef. The grievance shall state the 
issues in d[spute, the fegaf authority or other basis for the Contractor's position- and the remedy 
soughL The Branch Chief shall render a decision within ten (to) working days after receipt of the 
\•,ritten grievance from the Contractor. The Branch Chfef shalt respond in writing to the Contractor 
indicating the decision and reasons therefore. If the Contractor disagrees \•Jfth the Branch Ch:ef s 
decision, the Contractor may appeal to the second l evel. 

(2) When appearing to the second !eve!, lhe Contractor must prepare an appear indccating the reasons 
for disagreement with Branch Chiefs decision. The Contractor shall incfude v,1th the appeaf a copy 
of the Contractor's original statement of d[spute arong with any supportlng evidence and a copy of the 
Branch Chiefs deciston. The appeal shall be addressed to the Deputy Director of the division in 
which the branch is organfzed with1n ten (10) working days from receipt of the Branch Chiefs 
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decision. The Deputy Director of the division en which the branch is organized or his/her designee 
shall meet with the Contractor to review the issues raised. A v,-ritten decisfon signed by the Deputy 
Director of the division in which the branch is organfzed or his/her designee shall be directed to the 
Contractor within ruenty (20) working days of receipt of the Contractor's second !eve! appeal. 

b. If the Contractor \'.ishes to appear the decision of the Deputy Dfrector of the division in which the branch 
is organized or his/her designee, the Contractor sha!f follow the procedures set forth in Health and Safety 
Code Section 100171 . 

c. Un!ess other\'ise stipulated in v,rriling by OHCS, all dispute. grievance andfor appeal correspondence 
shall be directed lo the DHCS Program Contract Manager. 

d . There are organizational differences within DHCS' funding programs and lhe management levels 
identified in this dispute resofution provision may not apply in every contractual situation. When a 
grievance is received and organizational differences exist, the Contraclor shall be notified in \",7fting by 
the DHCS Program Contract Manager of the rever, name, and/or title of the appropriate management 
officfa1 that is responsible for issuing a deciscon at a given level. 

16. Financial and Compliance Audit Requirements 

a. The definitions used in this provcsfon are contafned in Section 38040 of the Health and Safety Code, 
which by lhis reference is made a part hereof. 

b. Dfrect service contract means a contract or agreement for services contained in local assistance or 
subvenUon programs or both (see Health and Safety [H&S} Code Section 38020). Dtrect service 
contracts shall not include contracts , agreements, grants, or subventcons to other governmental agencies 
or units of government nor contracts or agreements wi th regionar centers or area agencies on aging 
(H&S Code Section 38030}. 

c. The Contractor, as fndccated befow, agrees to obtain one of the fol lowing audits: 

(1) If the Contractor is a nonprofit organization (as defined in H&S Code Section 38040) and 
receives $25,000 or more from any State aaencv under a direct service contract or aareement; the 
Contractor agrees to obtain an annual single, organization \•.,ide, financfa1 and compliance audit. Said 
audit sha11 be conducted according to Generally Accepted Auditing Standards. This audit does not 
fulfilf the audit requirements of Paragraph c{3} below·. The audit shal l be completed by the 15th day 
of the fifth month follO',·Ving the end of the Contractor's fiscal year, and/or 

(2) If the Contractor is a nonprofit organization (as defined in H&S Code Section 38040) and 
receives less than $25.000 oer year from any State aaency under a direct service contract or 
aareement, the Contractor agrees to obtain a biennial s;ngle, organization \'.tide financrar and 
compfrance audit, un1ess there is evidence of fraud or other violation of state lavv in connection with 
this Agreement. This audit does not fulfil l the audit requirements of Paragraph c(3} befow. The audit 
shall be compteted by the 15th day of the fifth month foltowing the end of the Contractor's fiscaf year, 
andfor 

{3} Jf the Contractor is a State or Local Government entity or Nonprofit organization (as defined 
by the Federal Office of Management and Budget [OMB] Circular A-133) and exoends 5500.000 
or more in Federa, awards, the Contractor agrees to obtain an annual single, organization wide, 
financial and compliance audit according to lhe requirements specified in OMB Circufar A-133 
entitled "Audits of States, Local Governments, and Non-Profit Organizations~. An audit conducted 
pursuant to this provision will fulfil[ the audit requirements outlined in Paragraphs c(1) and c{2) above. 
T he audit shall be completed by the end of the ninth monlh followi ng the end of the audit period. The 
requirements of this provision apply if: 

(a) The Contractor is a recipient expending Federar awards received directly from Federal awarding 
agencies, or 

(b) The Contractor is a subrecipient expending Federal awards received from a pass-ttlrough entity 
such as the State, County or community based o rganization. 
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( 4) lf the Con !.factor submits to DHCS a re po rt of an audit other th an an OM B A-133 audit, the 
Contractor must also submit a certification indicatirig the Contractor has not expended 5500,000 or 
more in federar funds for the year covered by the audit report. 

d. Two copres of lhe audit reporl shall be defivered to the DHCS program fundrng this Agreement. Tile 
audit report must identify the Contractor's legal name and the number assigned to this Agreement. The 
audit report shall be due ,vithin 30 days after the completion of the audit Upon receipt of said audit 
report, the DHCS Program Contract r..lanager shall forward the audit report to DHCS' Audits and 
Investigations Unit if the audit report was submitted under Section 16.c(3), unless the audit report is from 
a City, County, or Special DJstrfct within the State of California whereby the report \•.~!I be retained by the 
funding program. 

e. The cost of the audits described herein may be incfuded in the funding for this Agreement up to the 
proportionate amount this Agreement represents of the Contractor's totat revenue. The DHCS program 
funding this Agreement must provide advance written approval of the specific amount al!owed for said 
audit expenses. 

f. The State or its authorized designee, including the Bureau of Slate Audits, is responsib1e for conducting 
agreement performance audits \.·','hich are not finandal and compfiance audits. Performance audits are 
defined by Generafly Accepted Government Auditing Standards. 

g. Nothing in this Agreement limits the State's respons1btfity or authority to enforce State law or regulations, 
procedures, or reportfng requiremenls arising thereto. 

h. Nothing fn this provision limits the authority of the State to make audits of this Agreement, provided 
however, that if independent audits arranged for by the Contractor meet Genera[[y Accepted 
Governmentat Auditing Standards, the State shall rely on those audits and any addittonal audft \','Ork and 
shall build upon the \Vork arready done. 

L The State may, at its option, direct its own auditors to perform either of the audits described above. The 
Contractor will be given adva11ce written notification, if the State chooses to exercise its option to perform 
said audits. 

j. The Contractor shall include a clause in any agreement the Contractor enters into with the audit firm 
doing the srng!e organization vlide audit to provide access by the Slate or Federal Government to the 
working papers of the independent auditor who prepares the single organfzation wide audit for the 
Contractor. 

k. Federal or state auditors shafl have nexpa11ded scope audrting~ authority to conduct specific program 
audits during the same period in which a single orgar11zaUon wide audit is being performed, but the audit 
report has not been issued. The federal or slate auditors shall review and have access to lhe current 
audit work being conducted and will not appty any testing or review procedures which have not been 
satisfied by prevfous audit work that has been compreted. 

The term nexpam:!ed scope auditing~ is applied and defined in the U.S. General Accounting Office (GAO} 
issued Sta11dards for Audit of Government Organizations, Programs, Activities and Functions, better 
known as the ~yellov, book~. 

17. Human Subjects Use Requirements 

(Applicab!e on(y to federally funded agreements/grants i n which performance, directly or through a 
subcontract/subav,ard, includes any tests or examination of materials derived from the human body.} 

By signing this Agreement, Contractor agrees that if any performance under this Agreement or any 
subcontract or subagreement includes any tests or examination of materiafs derived from the human body for 
the purpose of providing fnformation, diagnosis, prevention, treatment or assessment of disease, impairment, 
or health of a human being, all focatfons at \·vhich such examinations are performed shall meet the 
requirements of 42 U.S.C. Section 263a (CLIA) and the regulaUons thereunder. 
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18. Novation Requtrements 

If the Contractor proposes any novation agreement, DHCS shall act upon the proposar within 60 days after 
receipt of the written proposal. OHCS may review and consider the proposal, consu!t and negotiate \•,ith the 
Contractor, and accept or reject an or part of the proposal. Acceptance or reJeclion of the proposal may be 
made orally within the 60-<lay period and confirmed in writing \"lith in five days of said decision. Upon written 
acceptance of the proposal, DHCS will initiate an amendment to this Agreement to formally imprement the 
approved proposaL 

19. Debarment and Suspension Certification 

{Applicabfe to all agreements funded in part or whole \·~ith federal funds.} 

a . By signing this Agreement, the Contractor/Grantee agrees to comply with applicabte federal suspension 
and debarment regulations including, but not limited to 7 CFR Part 3017, 45 CFR 76, 40 CFR 32 or 34 
CFR85. 

b. By signing this Agreement, the Contractor certffies to the best of its knowledge and be!ief, that it and its 
principals: 

(1) Are not presenUy debarred, suspended, proposed for debarment, dedared ineligib!e, or vofuntarily 
excluded by any federa l department or agency; 

(2) Have not \VLlhin a three-year period preceding this app[ication/proposal/agreement been convicted of 
or had a civil judgment rendered against them for commission of fraud or a criminal offense in 
connection \•lith obtaining, attempting to obtain, or performing a public (Federal, State or tocal) 
transaction or contract under a public transaction; vio!aUon of Federal or State antitrust statutes or 
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making 
false statements, or receiving stolen property; 

{3} Are not presentry indicted for or otherwi se criminally or civilly charged by a governmental entity 
(Federal, Slate or local) \vilh commission of any of the offenses enumerated in Paragraph b{2} 
herein; and 

(4} Have not within a three-year period preceding this application/proposal/agreement had one or more 
public transactions (Federat, State or 1oca!} terminated for cause or default. 

(5) Shalf not knowingly enter into any lower Uer covered transaction with a person who is proposed for 
debarment under federal regufations (Le., 48 CFR part 9, subpart 9.4}, debarred, suspended, 
declared inel igible, or voruntarily excluded from participation in such transactfon, unless authorized by 
the State. 

(6) Wilf include a clause entitled, ~Debarment and Suspension Certmcation" that essential ly sels forth lhe 
provisfons herein, in all lower tier covered transactions and in afl solicitations for lmver t ier covered 
trans actions. 

c. If the Contractor is unab!e to certify to ar1y of lhe statements in this certification, the Contractor shalt 
submit an explanation to the DHCS Program Contract Manager. 

d. The terms and definitions herein have lhe meanings set out in ttie Definitions and Coverage sections of 
the rules imp!ementing Federal Executive Order 12549. 

e. If the Contractor knowingly violates this certification, in addition to other remedies availabte to the Federal 
Government, the DHCS may terminate this Agreement for cause or default. 
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20. Smoke-Free Workplace Certification 

(Apprfcable to federalfy funded agreemenlslgrants and subcontracts/subawards, that provide heaah, day 
care, early childhood development services, education or fibrary services to chcfdren under 18 directly or 
through locar governments.} 

a. Public Law 103-227, also known as lhe Pro-Children Act of 1994 (Act), requtres that smoking not be 
permitted in any portion of any indoor facility o·,.,·ned or leased or contracted for by an entity and used 
routinely or regufady for the provision of health, day care, early childhood development services. 
education or library servtces to children under the age of 18, if the services are funded by federal 
programs either directly or through stale or local governments, by federat grant, contract, loan, or foan 
guarantee. The law also applies to chifdren's services Lhat are provided in indoor facilities that are 
constructed, operated, or marntafned 1,•lith such federal funds. The raw does not apply to children's 
services provided in private residences; portions of facffiHes used for inpatient drug or alcohol treatment; 
service providers ·whose sore source of appficabre federal funds is ~-fedicare or Medicaid; or facilities 
where WIC coupons are redeemed. 

b. Failure to comply vvith the provisfons of the faw may result in the imposition of a civil monetary penalty of 
up to S1,000 for each vio!alion and/or the imposition of an administrative compliance order on the 
responsible party. 

c. By signing this Agreement, Contractor or Grantee certifies that it will comp[y with the requrrements of the 
Act and wm not allow smoking within any portion of any indoor facility used for the provision of services 
for ch1!dren as defined by the Act. The prnhibftions herein are effecUve December 26, 1994. 

d. Contractor or Grantee further agrees that it \'Ifill insert this certification into any subawards (subcontracts 
or subgrants) entered fnto that provlde for chtfdren's services as described tn the Act. 

21. Covenant Against Contingent Fees 

{Applicable only to federally funded agreements.) 

The Contractor warrants that no person or sel ling agency has been emproyed or retained to solicit/secure this 
Agreement upon an agreement of urtderstanding for a commission, percentage, brokerage, or conUngent 
fee, except bona fide employees or bona fide established commerciar or selling agencies retained by the 
Contractor for the purpose of securing business. For breach or violation of this warranty, DHCS shalf have 
the right to annuf this Agreement \Vithout liabflity or in its discreUon to deduct from the Agreement price or 
consideraHon, or othervlise recover, the ful[ amount of such commission, percentage, and brokerage or 
contingent fee. 

22. Payment With ho Ids 

{Applicable only if a final report is required by this Agreement. Not applicable to government entities.) 

Unfess \'iaived or otherwise stfpufated in this Agreement, DHCS may, at its discretion, withhold 10 percent 
{10%} of the face amount of the Agreement, 50 percent (50%) of the flnar invoice, or $3,000 whtchever is 
greater, until DHCS receives a final report that meets the terms, conditions and/or scope of work 
requfrements of this Agreement. 

23. Performance Evaluation 

{Not applicable to grant agreements.) 

DHCS may, at its discretion, evafuate the performance of the Contractor at the conclusion of lhis Agreement. 
If performance is evaluated, the evaruation shall not be a public record and shall remafn on file with DHCS. 
Negative performance evaluations may be considered by OHCS prior to making future contract awards. 
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24. Officials Not to Benefit 

No members of or deregate of Congress or the State Legislature shall be admitted to any share or part of this 
Agreement, or to a11y benefit that may arise therefrom. This provision shall not be construed to extend to this 
Agreement tf made wi th a corporation for its general benefits. 

25. Four-Digit Date Compliance 

(Applicable to agreements in which fnformation Technology (IT) services are provided to DHCS or if ff 
equipment i s procured.) 

Contractor warrants that it will provcde on[y Four-Digit Date Compfiant (as defined below) DeHverables and/or 
services to the State. "Four Digit Date compftanf Delfverables and services can accurately process, 
ca!curate, compare, and sequence date data, including without limitation date data arising out of or refating to 
leap years and changes in centuries. This warranty and representation is subject to the warranty terms and 
conditions of this Contract and does not limit the generalityof\.varrantyobligations set forth efsewhere herein. 

26. Prohibited Use of State Funds for Software 

(Applicabte to agreements in which computer soft\•Jare is used in performance of the work.) 

Contractor certifies that it has appropriate systems and controls in p!ace to ensure that state funds will not be 
used in the performance of this Agreement for the acquisition, operation or maintenance of computer 
software in violation of copyright lmvs. 

27. Use of Small, Minority Owned and Women's Businesses 

(Appf1cab1e to that portion of an agreement that is federalry funded and entered into with institutions of higher 
education, hospitals, nonprofit organizations or commercial businesses.) 

Positive efforts shall be made to use small buscnesses, minority-ovmed firms and women's business 
enterprises, whenever possible {i.e., procurement of goods andfor services). Contractors shafl take all of the 
followfng steps to further this goaL 

(1} Ensure that small businesses, minority-owned firms, and women's business enterprises are used to the 
fultest extent praclicabfe. 

{2} Make information on forthcoming purchasfng and contracting opportunities ava[fab!e and arrange time 
frames for purchases and contracts to encourage and facilitate participation by sma11 businesses, 
minority-0°Nned firms, and \·\'omen's business enterprises. 

(3} Consider in lhe contract process whether firms competlng for larger contracts intend to subconlract \o1,Hh 
small businesses, minority-mvned firms, and women's business enterprises. 

(4) Encourage contracting with consortfums of smafl businesses, mfnority-ovme<l firms and women's 
business enterpr•ses when a contract is too farge for one of these firms to handle individuaUy. 

(5) Use the services and assistance, as appropriate, of such organizations as the Federal SmaU Business 
Administration and the U.S. Department of Commerce's Minority Business Development Agency in the 
solicitation and utilization of sma11 businesses, minority-owned firms and women's business enterprises. 

28. Alien lneHgibility Certification 

(App!icable to so!e proprietors entering federally funded agreements.) 

By signing this Agreement, the Contractor certifies that he/she ls not an af:en that is ineligible for stale and 
focal benefits, as defined in Subtitle B of the Persona, Responsibility and Work Opportunity Act . (8 U.S.C. 
1601, et seq.} 
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29. Union Organizing 

(Applicab!e on[y to grant agreements.) 

Grantee, by signing this Agreement, hereby acknowledges the appfrcability of Government Code Sections 
16645 through 16649 to this Agreement. Furthermore, Grantee, by signing this Agreement, hereby certifies 
lhat: 

a. No state funds disbursed by this grant \viii be used to assist, promote or deter union organizing. 

b. Grantee shall account for state funds disbursed for a spectfic expenditure by this grant, to show those 
funds \\'ere a!!ocated to that expenditure. 

c. Grantee shall, where state funds are not designated as described in b herein, allocate, on a pro-rata 
basis, air disbursements that support lhe grant program. 

d. ff Grantee maKes expenditures to assist, promote or deter union organizing, Grantee \•Iii[ maintain 
records sufficient to show that no state funds were used for those expenditures, and that Grantee shall 
provide those records to the Attorney General upon reques t. 

30. Contract Uniformity {Fringe Benefit Allowabi!ity) 

(Applicable onty to nonprofit organizations.) 

Pursuant to the provisions of Articte 7 {commencing w'ilh Section 100525) of Chapter 3 of Part 1 of rnvision 
101 of the Health and Safety Code, DHCS sets forth the following po[icies, procedures, and guidetines 
regarding the reimbursement of fringe benefits. 

a. As used herein fringe benefits shafl mean an emptoyment benefit given by one's employer to an 
empfoyee in addition to one's regular or normal \",'ages or salary. 

b. As used herein, fringe benefits do not include: 

{1) Compensation for personaf services paid currently or accrued by the Contractor for services of 
empfoyees rendered during the term of this Agreement, which is identified as regular or normal 
salaries and wages, annual [eave, vacaLion, sick teave, holidays, jury duty and/or military 
feave/training. 

{2) Director's and executive commlttee member's fees. 
{3) Incentive mvards and/or bonus incentive pay. 
{4) Alrowances for off-site pay, 
{5) l ocation allowances. 
{6) Hardship pay. 
{7) Cost-of-Hving differentials 

c. Specific allo'uabte fringe benefits fnclude: 

{1) Fringe benefits in the form of employer contri butions for the employers portcon of payro11 taxes (Le., 
FlCA, SUI, SDl}, emp!oyee heallh plans {i.e., health, dental and vision), unemptoyment insurance, 
worker's compensation fnsurance, and the employer"s share of pension/retirement p1ans, provided 
they are granted fn accordance with established ·written organization policies and meet atl fegat and 
Internal Revenue Service requirements. 

d. To be an allm'labfe fringe benefit, the cost must meet the following crlteria: 

(1) Be necessary and reasonable for the performance of the Agreement. 
(2} Be determined fn accordance with generally accepted accounting principles. 
(3} Be consistent with policies that apply uniformly to atl activities of the Contractor. 

e. Contractor agrees that alf frinae benefits shall be at actual cost. 
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f. Earned/Accrued Compensatron 

(1} Compensation for vacatfon, sick teave and holidays is l imited to that amount earned/accrued wilh1n 
the agreement term. Unused vacation, sick reave and holidays earned from periods prior to the 
agreement term cannot be claimed as arrowabte costs. See Provision f (J)(a} for an example. 

(2) For multiple year agreements, vacation and sick leave compensatton, which is earned/accrued but 
not pard, due to employee(s) not taking time off may be carried over and claimed \•isthin the overall 
term of the multipte years of the Agreement. Holidays cannot be carried over from one agreement 
year to the next. See Provision f {3){b} for an exampre. 

(3) For single year agreements, vacation, sick leave and holiday compensation that is earned/accrued 
but not paid, due to emp!oyee(s) not taking time off within the term of the Agreement. cannot be 
cf aimed as an a11mvable cost. See Provision f (3)(c) for an example. 

(a) Example No. 1: 

If an employee, John Doe, earns/accrues three weeks of vacation and twelve days of srck leave 
each year. then that is the maximum amount that may be claimed during a one year agreement. 
If John Doe has five weeks of vacatron and eighteen days of sick leave at the beginnfng of an 
agreement, the Contractor during a one-year budget period may onty claim up to three weeks of 
vacation and twelve days of sick leave as actually used by the employee. Amounts 
eamedlaccrued in periods prfor to the beginning of the Agreement are not an allowabte cost. 

(b} Example No. 2: 

If during a three-year (multipfe year) agreement, John Doe does not use his three weeks of 
vacation in year one, or his three weeks in year two, but he does actualfy use nine weeks in year 
three; the Contractor would be allm.,·ed to claim all nine weeks paid for in year three. The total 
compensation over the three-year period cannot exceed 156 weeks {3 x 52 weeks}. 

(c} Example No. 3: 

lf durfng a single year agreement, John Doe works fifty weeks and used one week of vacation 
and one week of seek leave and a11 fifty-two weeks have been bilfed to DHCS, the remaining 
unused ti.Yo weeks of vacation and seven days of sick leave may not be dafmed as an al!mvabte 
cost. 

31. Suspension or Stop Work Notification 

a. DHCS may, at any time, issue a noUce to suspend performance or stop work under this Agreement. The 
initial notification may be a verbal or \",Tilten directive issued by the funding Prngram's Contract Manager. 
Upon receipt of said notice, the Contractor is to suspend and/or stop al[, or any part, of the work carted for 
by this Agreement. 

b. Written confirmation of the suspensfon or stop work notification wilh directions as to what work (if not all} 
is to be suspended and how to proceed will be provided within 30 working days of the verbal notification. 
The suspension or stop work rtolificatcon shall remain in effect until further written notice is recewed from 
DHCS. The resumption of work {in whole or part} 1,•lill be at DHCS' dfscreUon arid upon receipt of written 
confirmation. 

( 1) Upon receipt of a suspension or stop work notif ication, the Contractor shall rm mediately compty v.ith 
its terms and take all reasonable steps to minimize or halt the incurrence of costs allocable to the 
performance covered by lhe notmcalion during the period of work suspenslon or stoppage. 

(2) Within 90 days of the issua11ce of a suspension or stop work notification, DHCS shall either: 

(a) Cancel, extend, or modify the suspensfon or stop work notiflcalion; or 

(b) Terminate lhe Agreement as provided for in the Cancellatcon I Termination clause of the 
Agreement. 
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c. If a suspension or stop work notification issued under tllis clause is canceled or the period of suspension 
or any extension thereof is modified or expires, the Contractor may resume work on ly upon written 
concurrence of funding Program's Conlrac1 r•.fanager. 

d. If the suspension or stop vmrk notification is cancelled and the Agreement resumes, changes to the 
services, deliverables, performance dates, and/or contract terms resulting from the suspensron or stop 
work notificatfon shall requfre an amendment to the Agreement 

e. If a suspension or stop work notificaUon is not canceted and the Agreement is cancelled or terminated 
pursliant to the provision entitled Cancellation I Termination, DHCS shall allow reasonable costs resulting 
from tile suspension or slop work notification in arriving at the settlement costs. 

f. DHCS shall not be liable to the Contractor for toss of profits because of any suspension or stop work 
notification issued under this clause. 

32. Lobbying Restrictions and Disclosure Certification 

(Applicable to federally funded agreements in excess of S100,000 per Section 1352 of the 31, U.S.C.) 

a. Certification and Disclosure Requirements 

(1) Each person (or recipient) who requests or receives a contract or agreement, subcontract, grant, or 
subgrant, which is subject to Section 1352 of the 31, U.S.C., and which exceeds $100,000 at any tier, 
shall file a certification (in the form set forth in Attachment 1, consisting of one page, entiUed 
"Certification Regarding Lobbying") that the recipient has not made, and will not make, any payment 
prohibited by Paragraph b of this provision. 

(2) Each recfpient shall file a disclosure {in the form set forth in Attachment 2, entitled "Standard Form­
Lll 'disclosure of Lobbying Activitres'~) if such recipient has made or has agreed to make any 
payment using nonappropriated funds (to include profits from any covered federal action} in 
connection with a contract, or grant or any extension or amendment of that contract, or grant, which 
would be prohibited under Paragraph b of this provision if paid for with approprfated funds. 

{3) Each recipient shall file a disdosure form at the end of each calendar quarter in w'hich there occurs 
any event that requires disclosure or that materially affect the accuracy of the information contained 
in any disclosure form previously filed by such person under Paragraph a(2} herein. An event that 
materfally affects the accuracy of the rnformation reported includes: 

{a} A c.umufatlve increase of S25,000 or more in the amount paid or expected to be paid for 
influencing or attempting to influence a covered federal action; 

{b} A change in the person(s) or indfviduals(s) fnfluencing or attempting to fnfluenc.e a covered 
federal action; or 

{c) A change in the officer(s}, employee(s), or member{s) contacted for the purpose of rnfluencing or 
attempting to influence a covered federal action. 

(4} Each person (or recipient} who requests or recefves from a person referred to in Paragraph a{1} of 
this provision a contract or agreement, subcontract, grant or subgrant exceeding $100,000 at any tier 
under a contract or agreement, or grant shalt fi!e a certification, and a disctosure form, if required, to 
the next tier above. 

(5) All disdosure forms (but not certifications) shat! be forwarded from tier to teer until received by the 
person referred to ir1 Paragraph a(1) of this provision. That person shall forvrard all disdosure forms 
to DHCS Program Contract Manager. 

b. Prohibition 

Section 1352 of Tit!e 31, U.S.C., provides in part that no appropriated furids may be expended by the 
recip:ent of a federal contract or agreement, grant, loan, or cooperative agreement to pay any person for 
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influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an 
officer or employee of Congress, or an emp!oyee of a Member of Congress in connection v,ith any of the 
follmving covered federal actions: the awarding of any federal contract or agreement, the making of any 
federal grant, the making of any federal !oan, entering into of any cooperative agreement, and the 
extension, continuation, renewal, amendment, or modification of any federal contract or agreement, 
grant, toan, or cooperative agreement. 
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Vii!partm~nt ot Hia.!lth Care S~r'o'[ces - S p;;.cfal Terms and Conditions 

Attachment 1 
Stale of California 

Department of Health Care Services 

CERTJFICATION REGARDJNG LOBBYING 

The undersigned certifies, to the best of his or her knmvledge and betcef, that : 

cxmon U{t'J 

(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to 
any person for influencing or attempting to influence an officer or employee of an ag€ncy, a ri.fomber of 
Congress, an officer or employee of Congress, or an employee of a Member of Congress in cormecUon with the 
making, awarding or entering into of this Federal contract, Federar grant, or cooperative agreement, and the 
extension, continuation, rerHmal, amcridment, or modification of tht; Federal contract, giant, Gi cooperative 
agreement. 

{2) lf any funds other than Federal appropriated funds have been paid or \•,1 11 be paid to any person for 
influencing or attempting to influence an officer or employee of any agency of the United States Government, a 
Member of Congress, an officer or employee of Congress, or an empfoyee of a Member of Congress in 
connection v.~th lhis Federal contract, grant, or cooperative agreement, the undersfgned shall compfete and 
submit Standard Form LLL, -'Discfosure of Lobbying Activities" in accordance v;i th its instructions. 

(3) The undersigned shalf require that the fanguage of this certification be included fn the award 
documents for all subawards at air Uers (including subcontractors, subgrants, and contracts under grants and 
cooperative agreements) of $100,000 or more, and that an subrecipfents shafl certtfy and disclose accordingly. 

This certification is a material representation of fact upon which reliance was praced when this transaction was 
made or entered into. Submiss1on of this certmcalion fs a prerequisite for making or entering into this 
transaction imposed by Section 1352, Titre 31, U.S.C., any person who fails to file the requfred certificaUon shall 
be subject to a civil penalty of not !ess than $10,000 and not more than $100,000 for each such failure. 

Cc,mract _I Gra.-.t Numt-er 

After execution by or on behalf of Contractor, please return lo: 

California Department of Health Care Services 

DHCS reserves the right to notifiy the contractor in writing of an alternate submission address. 
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Attachment 2 

CERTIFICATION REGARDING LOBBYING 
Comp!ete this form to disclose robbying activities pursuant lo 31 U.S.C. 1352 

{See reverse for public burden disdosure) 

1. Type of Federal Ac[on: 2. Status of Fe-:f eral Acton: 3. Re,port 1 :,,p,e: 
[ I a. cc,n'.ract f j a. bf d,'offafap pl: ca ton [ I a. inifa! fi:ing 

b. grant b. initaJ award b. material change 
c. coopera':ive ar;re-ement c. posi.--av,'3 rd For Mat=fial Cr.ange Only: 
d. loan 
e . roan guarantee 
f. lean insurance 

4. Name and Address vf R~~xutr,g EnLit:,i~ 

O Pfime D Subav,'3rdEe 
Ti er _. if kn<r,•,n: 

Conores.s!onai DisTict If kno'.m: 
6. Federal OepartrneritlAgency 

B. Federal !i.ction Numbg, if knD'o\·n: 

10.a. Name and Address of LDbby:ng R~istrant 
(If inci'tid!l:a.l, fast narr.e, F'iTSt na.r.e, Ml): 

11. (r,1.:,rmaton re:;1.:e:;:;;.:l tt~·Jt:Sh this f.:.m, is aLll.h:<'.'z::-:l ty tf~ 3t 
U.S.C. s~;'jc,, t3~-2. Th,: a.:sclc·~.r.e of1¢t:t:-i,r...i act,,,.1·es rs a ma?.-=,ai 
n;-;-re*n' .. :t·~r. of f,;:;t ui:c·n •,•,tic.'1 ra~aar.ce ·,,'35 ~·'2::ed b1 tl':"~ t'B" 
a:o-.-e \,fl;;-, t.r.0:3 tr;:nsac"'Jc,:-i •1,-a:s mac~ -:r e:-,t-:!cd" [..-;t.:,, Tus 
d::.c:!os-.Ee is re-:;wre-j P'Jf5uaM t::, 3t u.s.c . 13.52.. Tt-J$ rrf.wnaton 
\\i:I be a·,-a',cb!-e k, ~.,±;:,:: ,ns~€-:tic,,. Ar.f ~,ers::n trial fE~-= m f.'-e be 
re-~Li~e:l 1:f'.=dc·~'.J'= sha·l t,e ~s.Jbi~ t·:> a r,ot rr,:>rc than $ 1 C•),COO far 
ea-:h ;-..,:::, ra.-:1.!f'E-. 

DHCS-Ext~"c·i t OF (2,112) 

Year __ quarter __ 
date of fsst report __ . 

5. if Reporting Entity in No. 4 i5 Subawarde, Enter Name 
and Address of Prime: 

Comiress1ona1 Oistrict. If kno·l',n: 
7. FE:dsral Program Na.-ne.,'DesuiJJ!i(]n: 

CO:::'A Number, if appr;cat~e: __ 

9. Awcro- Am aunt. [f kno·.m: 

$ 

b. looiv'.ooals PHforming Ser.ices (indudir.g address if 
different from 10a. 
(LiJst r.ame, Fff'St name, Ml): 

Sigr:arure: 

Print Name: 

TiUe: 

Teiephone No.: Dale: 

Au the riz;,.:i for Loca! Reprod•Jctf on 
S~ndard Fmm-LLL (Rev. 7-97) 
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Department of H~i!lth Can~ Ser.ices • S_p~iai Terms and C<mditions t:XnlDll U(t"} 

INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING ACTIVITIES 

To:~ c'isc!-c-s!...<.~ fern 5:,~a'.J l::-€: CC1i1~·~:ed bJ t~= rg::~:,rt~ e-r:1:-:,'. ,·.t.et-a st.:!J3·,;c .. --d=:: C{" prt~~ Fe-j::.1c.! re,,;j~:c-.t c.1 tt:-:: iii~::.t,:,n er re--:e-::pt cf a o::i·r-:re-:j Fe-:1~raJ 
act,;n. C7- a ma:.e~al r;:r.a,-,;~ tj a c,e·,ic•.;s f.c'n<J , ~·.JT5u.,r,t t,:. ±.!e J~ U.S.C. t;;ct'or. 1352. The f :·n~ d 2 forms re,::,:i'red f,:,r each i:-=·rme,;t c, 2gr:-;;!':"-:,HJ make 

~.a}rr;:-:-,t ti:, :ITJ k:t:·j-/;;.;J E:."":tt,' f-:,r i;,f :.F-J.dr-~;i er aj=f'Tlt=~r,~ to ir.:i1_:;r.ce- :an ofi·::s·t c-r ~TcJ;~O)'E c,f c.n)' 2-;~-,:-1! a M~Tlt~ c,f Cong .. ~~. a~ oF.-ce! -or e-!'t p!,e:F c·f 

C:-r:gress, C·! ~n em;:·"=·:i,~ -cl .:1 '-'c:mt-e:1 of Ci;.r,g:"",;:S,S i ~ cc-nr.-e:t!Cfi ·,.th -a VJ'ii;F-:::.1 F-;-::t~ ... .ar ::ct!C-n. C,:r.~~-;t'; a1 it";":7:5 that ;:~p!, f.:.1 DJth "j":~ ~nta. f~.n3 ar ,:i 

m:".:1~-:I c:-.a;sa: 1ei:c-rt. ~~ '.c the irr:i:;-'errert'ng g :f:fan:.i pt;b',-s-.sd ty t"°,!! O:l:,::-e of Ma.-.aa=rr:-sr.t ar.i Eu-:!·;--:t kr ct'·:i:ic,-.al irfc~at,:-11_ 

3. !d=ffi.ff thf! cp~.:-c:·pria!t-.:1.:S.Sif~c.~z;.n c·! t.ri:: ?';i:<:-rt. tf tr"i!s is a fc.:.-0"1'.'Up te~-:·rt c..21..:.SE-j t:y a r.E::-:ria1 -:..~.::.n;-e t-J th: IT"l·:·rrr.::'.:icn pre·.ic;Ey rep,:irt~. e:1t;r the 
)'=-=r and q,-=.rt:r i n wh:!:h tee d1,;q;~ occ===L Em~ t~r- ca:e of :r.<; \ast ~,,~.-iC<.$')" s:.if;m:te-:: P.?-:,~, b;· thi3 rep: ,rtr.g ent t/ fer t!1ls cc-.-Ec':d Fe:fot21 a.::ion.. 

J._ E~:r ~,e f:.~ r,=!r-e~ 2-::dri;-"=S, rtf, S~~~~ ar,.:1 :zi;, c-::-d~ of t":oe re;:-:•rt.:T'.g o;n:P:y. [rr:~-ud':' C~::ir-£re-5:!~:.r,a! D;st~i:t. rf ~.riol.:rt Cl"'':":i: T~ ~r~~""";:·rrt;!";" d.az:·fc.3~·::n 
c·f the- r-:-pc1 ~. g ~\.,;ty that .de-1:sr.:;~:s if tt.:s.~ ere-~~ t:, be-. .a ~t.rr:-s: c;- ::1..<ba-1 .. -a-d r;Ot=:en~ t:t;:"it f1 tr,-; t-::r vf 'T.~ :::...:t:;:,,a-;:::. e.·;t~ th: f.r5t sd::ia-.•.=:ird~ o! 
tJ:e p:-me- rs fr:e 1 ~ t~r. S ut~·, .. a:ds m:h...:.:-e bi..;-t are: rut E~:~d 4.c s1..:b-:.ar.:rc~:.S. sut:..,;ra:.t:i a.-:d cc-nt.PY-t a,.c ~.::J::. i..s.td-::! ~ra:-t:i. 

::::i. Cf tr-~ crga"'.'"'J:!af,:-n f=;;A9 tr:-= .r~~jrt i11 ?t-:=m 4 ctr-:;,~ ~l.!t':~,·:rdo;-;, .. ths, e:n:a- tt:~ fl.f.'? rams,, E-::~:::!~$- Cit,'. St:~ and zl] c-OC-a c.f thf; p~rr:-2 Fed-=-:r.a-! re-:.~~-i-;nt. 
rnci!..li.i {%mg"2'°..$>:,r.-:e Di~:ri-=:. ff X-'l::r·.~ n. 

E-. Ents.=r t:~ narns af t~r: Fe-:-:ral =f'='nc,· rr;::k!r~;:J the a\\'En:I or lc-=:n CC·'.T m?Jr.-e: .. ,t. rndt.:C-: ct!~ or:.a org..:.ni.z.a!~::::1:.=~-:;:·v·;I be'.,:;i-.v :=~;:-.:y na.11~. if k:,:} .... 1L Far 
1:xar: p!;o;, D:pam.~m c,f Tra:l;~;tta:icr., Llr-1~:I S tat;;s C::-azt G.c:-n::. 

7. Enter t~~ F~~aJ ~.r~g.,;m r:a'l",e c~ C:-;Scri~·t·~TI fort--::: cc.-e'"ed Federal acE=n (i'.::o1 1). If 1nC't,n. ~.:r t-r- a-el Cc.~'cg of;::~!=! 0:-rr:-e~k: As.:lc:tmce 
(CFDA) numt:6' fc; !F2rf':.S, C.:CP=fc7.-e a;re-;rr.-:r.~, kiar.·s~ and lean v:,mm:tri'?<:nt:_ 

e.. E~-:r T.~ m-:ist a;yrrpr!a-'.f F~:j::--a.1 !rier~:L)''°J'·,g r"fl.J;rf ::~ ,:;v.:~~::/-:: ft~ ... the F-ed~~.:! i=::.f·:-n ~::!=:-:t:!=-::t hi !t9TI ~ {!:.Q:.~ R:=-:;!..!st f.:-r P:'c·r-==~ {RFP) nw:'!"!t-;:;. 
rn·,:t:.t:·:m fer E:-d {IFS) m..::7: te'": g.cm arrnc~ ... rrresr~ m .. ..,~D;r; th~ cc-ntract. g-ra::-;t c, .. ~:an a-,.a-r-:j r..;.JTT:-t-e!; :t:-e a;·;,~ca"icr.-';,r::;~~-sa.l c-:;rt.rcf iium~~ ~:-;:n;:-d 
l::yt-,; Fe-~-erai a-;p,-.q). l,,::ude ::,;;fas, !:.G,, "RFP-DE·!:!\.0--,:,JV. 

9. Fer a- cc·\··-::r:d Fe-:-:f"cJ -=ct:.:m ,•.h:t-: ~~·!:;! has t;c;:n an E°•'•ar:i Ci lc-~1 cc-rr.rrJt::o;r:t C'; t'"".o; f!;":::!e~I ago:-nc,·, ar!er tr'.-£: Fc-~era~ ar.~x1"':i c~! r."'= a-1a:-::l.-1c-a11 
c-::irr.m:Til!'::it f.:.r trre .pfi~-e an~t:f id::-.-,t~ in F.e::"Tl 4 c-r S. 

,C., {a) Er!=· he fu'J r.aar.-e. a,:,:lrt:SS, city. S~te an:l z 'p ccc-;; c!fthe :-~tb/n~ r=;i::tr-=1"'.1 Lclde;r t~o: L~b/,g Di::d:sur-e Act ci' 1£.:-5 i:,-,;µ;ge:I t-y the rE;:>=rtr.g 
ecJ)' id=n:"f.e:I in r.;;m 4 t-:i 'r.fU$,:-e t"°,!! co,,-ere,~ Fe::-erai a-::i!;'1. 

{b) Er.!:~ :t.-e fu:1 n:m~ c-f the i.d,:-:f..13~:s) perbrm'ng ~r,k:-es, an:J l.,::ud= ft.-11 ad~ss if c:f':tc·en~ frc:-r, rn (a}. Er.:ed.a::t N;;me. F:rrtH.eme . .;,c Udo!e 
htal(l.11}. 

Accord:ng t>the Pape1w:irk Re-d u,:tic,n Act. as am ended, oo persons are rtq"alfffid to respor.d to a cc.f',:<:k,n cf 1r.k-n-n ak-11 un'.-ess i! c:fi~pf.iys a va:id OM B 
Cor.trol 1'.~Jmoor. Tt,e: va:id OMB cootrc1 m.1rr,t~r for tr~s infc·rrm:;tim ca!~tfon cs OMB No. 0348---(,c..!o_ Pub!ic ~-rting bu~ f.y ~'.G corrction cl 
ir.fcmauon is es;Jma'.e-d to a·,=rcge 10 mir,utES ~r re~-::nse, in~ud'n-:l time fc,r re'{ie·,•.-ing instructiar.s, s-earch:<ng exis~ng data ~allrces, gal~ermg and 
mai n~nfng the da'la r.::: :1-ed, .=.nd cc-rnp!,:rting and re,i-:-,\':r.g me cc·~~Uon of in~arrnatkin. S Efld corn men'.s rr_;iam'r:g t>1e buro::--n e3Um atl! or any other 
~-i:~-t of ~~;is cc,'.!,ect,::m c,f mfmmatk:-n, in,:luding SUfi·Jl:!3Uc-11s k!r reducing thls burcl!:ll, ta tr.e Office d J.~anage,7l!:i.t and Bud!,:-1ct, Pa~~-m Reduction 
Prc:~t {C,348--0046), \','a311'.ng~an, DC 2[]-503. 
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f. Amendment Process 

Exhibit E 
Additional Provisions 

vUUI uy vUI t\1 dLl 

County of Fresno 
#14-90056 

Exhibit E 

A. Both the Contractor and the State may agree to amend or renegotiate the Contract. 

B. Shourd either party, during the term of this Agreement, desire a change or amendment to 
the terms of this Agreement, such changes or amendments shafl be proposed in writing to 
the other party, who will respond in writing as to whether the proposed 
changes/amendments are accepted or rejected. If accepted and after negotiations are 
concluded, the agreed upon changes shall be made through the State's officia, agreement 
amendment process. No amendment w[II be considered binding on either party until it is 
form a fly approved by the both parties and the Department of General Servrces (DGS), if 
OGS approval is required. 

C. Contract amendments will be required to change encumbered amounts for each year of a 
multi-year contract period. of which the first amendment \Viii be based on the Governor's 
Budget Act allocation of that specrfic fiscar year. The signed contract from the Contractor will 
be due to the Department of Health Care Services within 90 days from the issuance to the 
County. If the signed Contract from the Contractor is not received within 90 days from the 
issuance to the County, DHCS may 1,vithhold all non-DMC payments under Exhibit B of this 
Contract until the required amendment is received by the State. 

D . Contract amendments may be requested by the Contractor until May 1 of each of the 
contract's fiscar years. An amendment proposed by either the Contractor or the State shaH 
be forNarded in writrng to the other party. 

1) The proposed amendment submitted by Contractor shaH indude the proposed 
changes, and a statement of the reason and basis for the proposed change. 

2) Amendments shafl be duly approved by the County Board of Sup~rvisors or its 
authorized designee, and signed by a duly authorized representative. 

E. Contractor acknowledges that any newly aHocated funds that are in excess of the initial 
amount for each fisca! year may be forfeited if DHCS does not receive a fully executable 
contract amendment on or before June 30, 2015. 

F. State may setUe costs for substance use disorder services based on the year-end cost 
settlement report as the finar amendment to the approved singte State/County contract. 

2. Cancellation I Termination 

A. This Agreement may be cancelled by DHCS without cause upon 30 calendar days advance 
written notice to the Contractor. 
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L;ounty contract 
County of Fresno 

#14-90056 
Exhibit E 

B . DHCS reserves the right to cane.el or terminate this Agreement immediately for cause. The 
Contractor may submit a written request to terminate this Agreement only if DHCS 
substantially fails to perform its responsibrl iUes as provrded herein. 

C. The term ~for cause" shall mean that the Contractor fa ils to meet the terms. conditions. 
and/or responsibllities of this Agreement. 

D . Agreement termination or canceUation shall be effective as of the date indicated in DHCS' 
notification to the Contractor. The notice shall stipulate any final performance, invoicing or 
payment requrrements. 

E. Upon receipt of a notice of termination or canceltaUon, the Contrac.tor shall take immediate 
steps to stop performance and to cancel or reduce subsequent agreement costs. 

F . In the event of early terminatron or cancellation, the Contrac.tor shall be entiUed to payment 
for all altowable costs authorized under this Agreement and incurred up to the date of 
termination or cancellation, including authorized non-cancelab!e obligations, provided suc.h 
expenses do not exceed the stated maximum amounts payable. 

G . In the event of changes in law that affect provis ions of this Contract, the parties agree to 
amend the affected provisions to conform to the changes in law retroactive to the effective 
date of such changes in law. The parties further agree that the terms of this Contract are 
severable and in the event that changes in la\'./ render provisions of the Contrac.t void, l he 
unaffected provisions and obHgations of this Contract wi ll remain in full force and effect. 

H. The foHowing addiHonal provisions regarding terminatton apply only to Exhibit A, Attachment 
J, Part V , of this Contract: 

1) In the event the federal Department of Health and Human Services (hereinafter 
ref erred to as DHHS), or State determines Contractor does not meet the 
requirements for participatfon in the DMC Treatment Program, State will terminate 
payments for services provided pursuant to Exhibit A, Attachment I, Part V, of this 
Contract for cause. 

2) All obligations to provide covered servic.es under this Contract vlill automaticafly 
terminate on the effective date of any termrnation of this Contract. Contractor v1iH be 
responsible for providing or arrangrng for covered services to beneficiaries untH the 
effective date of termination or expiration of the Contract. 

Contractor \o'lill remain liabte for processing and paying invoices and statements far 
covered services and utHization review requirements prior to the expiration or 
termination until all obligations have been met. 

3) In the event Exhibit A, Attachment l, Part V , of this Contract is nullified, Contractor 
shall refer DMC cl ients to prov1ders who are certified to p rov[de the type(s) of 
services the clrent has been receiving. 

L In the event this Contract is terminated, Contractor shall deliver its entire fiscat and program 
records pertaining to the performance of this Contract to the State, which v1ill retain the 
records for the required retention period. 
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EXHIBIT G 

PRIVACY AND INFORMATION SECURITY PROVISIONS 

County Contract 
County of Fresno 

#14-90056 
Exhibit G 

This Exhibit G is intended to protect the privacy and security of specified Department 
informalfon that Contractor may access, receive, or transmit under this Agreement. The 
Department information covered under this Exhibit G cons1sts of: (1) Protected Health 
Information as defined under the Health Insurance Portability and Accountability Act of 1996, 
Public Law '104-191 rHIPAA ~){PHI): and (2) Personal Information {Pl) as defined under the 
Ca!ifornia Information Practrces Act (CIPA}, at California Civir Code Section 1798.3. Persona! 
Information may include data provided to the Department by the Social Security Administration. 

Exhibit G consists of the foHowing parts: 

1. Exhibit G-1, HIPAA Business Associate Addendum, which provides for the privacy and 
security of PHI. 

2. Exhrb1t G-2, which provides for the privacy and security of Pf in accordance with 
specified provisions of the Agreement bel\veen the Department and the Social Security 
Administration, knovm as the lnformatfan Exchange Agreement {IEA} and the Computer 
Matching and Privacy Protection Act Agreement between the Socfal Security 
Administration and the Cafifornia Health and Human Services Agency (Computer 
Agreement) to the extent Contractor access, receives, or transmits Pl under these 
Agreements. Exhibit G-2 further provfdes for the privacy and security of Pl under Clvil 
Code Section 1798.3{a) and 1798.29. 

3. Exhibit G-3, Misce1!aneous Provision, sets forth additional terms and conditions that 
extend to the provisions of Exhibit G in its entirety. 
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EXHrBIT G-1 

HIPAA Business Associate Addendum 

1. Recitals. 

County Contract 

County of Fresno 

#14-90056 
Exhibit G 

A. A business associate relationship under the Health Insurance Portability and 
Accountability Act of 1996, Public law 104-191 {"HIPM~}. the Health 
Information Technorogy for Economic and Clinica[ Health Act, Public Law 111-
005 Cthe HITECH Act"), 42 U.S.C. SecUon 17921 et seq., and their 
imp[ementing privacy and security regulations at 45 CFR Parts 160 and 164 
rthe HIPAA reguf ations") between Department and Contractor arises only to 
the extent that Contractor creates, receives, maintains, transmits, uses or 
discloses PHI or ePHI on the Department's behalf, or provides services, 
arranges, performs or assists in the performance of functions or activities on 
behalf of the Department that are included in the definition of "business 
associate~ in 45 C.F.R 160.103 where the proviston of the service involves the 
disclosure of PHI or ePHI from the Department, incruding but not 11mited to, 
utiHzation review, quallty assurance, or benefit management. To the extent 
Contractor performs these services, functions, and activities on behalf of 
Department, Contractor is the Bus1ness Associate of the Department, actfng on 
the Department's behalf. The Department and Contractor are each a party to 
this Agreement and are collecUvely referred to as the "parties." 

B. The Department wishes to disdose to Contractor certain information 
pursuant to the terms of this Agreement, some of which may constitute 
Protected Health Information CPHr}, including protected health information 
in e!ectronic med fa {"ePHI"), under federal taw, to be used or disdosed in the 
course of providfng services and activities as set forth in Section 1.A. of 
Exhibit G-1 of this Agreement. This information is hereafter referred to as 
~Department PHr. 

C. The purpose of this Exhibit G-1 is to protect the privacy and security of the PHI 
and ePHI that may be created, rece]ved, mainta1ned, transmitted, used or 
disclosed pursuant to this Agreement, and to comply with certafn standards 
and requirements of HIPAA, u,e HITECH Act. and the HIPAA regulations, 
including, but not limited to, the requirement that the Department must enter 
into a contract contain1ng specific requirements with Contractor prior to the 
discfosure of PHI to Contractor, as set forth 1n 45 CFR Parts 160 and 164 and 
the HITECH Act. To the extent that data is both PHI or ePHI and Personally 
Identifying Information, both Exhibit G-2 (including Attachment l, the SSA 
Agreement bet\veen SSA, CHHS and DHCS, referred to in Exhibit G-2) and 
this Exhibit G-1 shall apply. 

0. The terms used in this Exhibit G-1, but not otherwise defined, shall have the 
same meanings as those terms have in the HlPAA regulations. Any reference 
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to statutory or regu,atory language shall be to such language as in effect or. as 
amended. 

2. Definitions. 

A. Breach shall have the meaning given to such term under HIPAA, the 
HffECH Act. and tne HIPAA regulations. 

B. Business Associate shall have the meaning given to such term under HIPAA, the 
HITECH Act, and the HIPAA regulations. 

C. Covered Entity shall have the meaning given to such term under HtPAA, the 
HITECH Act, and the HIPAA regulatrons. 

D. Department PHI shall mean Protected Health Information or Electronic 
Protected Health Information, as defined belmv, accessed by Contractor in a 
database maintained by the Department, received by Contractor from the 
Department or acquired or created by Contractor in connectfon with performing 
the functions, acHvities and services on behalf of the Department as specified fn 
Section 1.A. of Exhibit G-1 of this Agreement. The terms PHI as used in this 
document shall mean Department PHL 

E. Electronic Health Records shall have the meaning given to such term in the 
HITECH Act, including, but not limited to, 42 U .S.C. Sectton 17921 and 
implementing regulations. 

F. Etectronic Protected Heallh Information (ePHI) means individually 
identifiable health information transmitted by erectronic media or 
maintained in electronic media, including but not limited to electronic 
media as set forth under 45 CFR sectf on 160.103. 

G. lndividuatly Identifiable Health Information means health information, including 
demographic information coHected from an individuar, that is created or 
received by a heatth care provider, health pfan, employer or health care 
clearinghouse, and relates to the past, present or future physical or mentat 
hearth or condition of an individual, the provision of health care to an individual, 
or the past, present, or future payment for the provision of health care to an 
individual, that identifies the individual or where there is a reasonabte basis to 
believe the information can be used to identify the individual, as set forth under 
45 CFR Section 160.103. 

H. Privacy Rule shall mean the HIPAA Regulations that are found at 45 CFR Parts 
160 and 164, subparts A and E. 

I. Protected Health Information (PHI) means individually identifiable health 
information that is transmitted by electronic media, maintained in efectronic 
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media, or is transmitted or maintained in any other form or medium, as set 
forth under 45 CFR Section 160.103 and as defined under HIPAA. 

J. Required by lai.v, as set forth under 45 CFR Section 164.103, means a mandate 
contained in law that compels an entity to make a use or disclosure of PH I that 
is enforceabte in a court of law. This tncludes, but is not limHed to, court orders 
and court-ordered warrants, subpoenas or summons issued by a court, grand 
jury, a governmental or tribal inspector general, or an administrative body 
authorized to require the production of information, and a civil or an authorized 
investigative demand. U also includes Medicare condiUons of participation wlth 
respect to health care provlders participating in the program, and statutes or 
regulations that require tlle production of information, inctuding statutes or 
regutatians that require such information if payment is sought under a 
government program providing pubHc benefits. 

K. Secretary means the Secretary of the U.S. Department of Health and Human 
Services ("HHS") or the Secretary's designee. 

L. Security Incident means the attempted or successful unauthorized access, use, 
disclosure, modification, or destructfon of Department PHI, or confidential data 
utilized by Contractor to perform the services, functions and acUvities on behalf 
of Department as set forth in Section 1.A. of Exhibit G-1 of th fs Agreement; or 
interference with system operations in an information system that processes, 
maintafns or stores Department PHL 

M. Security Rule shall mean the HlPAA regulations that are found at 45 CFR Parts 
160 and 164. 

N. Unsecured PHI shaH have the meaning given to such term under the HITECH 
Act, 42 U.S.C. Section 17932(h}, any guidance issued by the Secretary 
pursuant to such Act and the HlPAA regulations. 

3. Terms of Agreement. 

A. Permitted Uses and Disclosures of Department PH] by Contractor. 

Except as othen.•,lse indicated in this Exhibit G-1, Contractor may use or disctose 
Department PHI only to perform functions, activities or services spedfied in 
Section 1.A of Exhibit G-1 of this Agreement, for, or on behalf of the Department. 
provided that such use or disclosure woutd not violate the H?PAA regulations or 
the Hmftations set forth in 42 CFR Part 2, or any other applicable taw, if done by 
the Department. Any such use or disclosure, if not for purposes of treatment 
activities of a heaUh care provider as defined by the Privacy Rule, must, to the 
extent practicabte, be limited to the fimited data set, as defined tn 45 CFR 
Section 164.514(e}(2), or, if needed, to the minimum necessary to accomplish 
the intended purpose of such use or disclosure, in comp1iance \vith the HITECH 
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Act and any gufdance issued pursuant to such Act, and the HlPAA regulations. 

B. Specific Use and Disclosure Provisions. Except as othervv1se indicated in this 
Exhib1t G-1, Contractor may: 

1) Use and Disclose for Management and Administration. Use and disclose 
Department PHI for the proper management and administraUon of the 
Contractor's business, prov[ded that such disc!osures are required by law, or 
the Contractor obtaf ns reasonable assurances from the person to whom the 
information is disclosed, in accordance wHh section 0(7) of this Exhtbit G-1, 
that lt will remain confidential and will be used or further disclosed onry as 
required by law or for the purpose for which it v,as dis dosed to the person, 
and the person notifies the Contractor of any instances of which it is aware 
that the confidentiality of the information has been breached. 

2) Provision of Data Aggregation Services. Use Department PHI to prov1de 
data aggregatfon services to the Department to the extent requested by the 
Department and agreed to by Contractor. Data aggregation means the 
combtn1ng of PHI created or received by the Contractor, as the Business 
Assocfate, on behalf of the Department with PHI received by the Business 
Associate fn its capacity as the Business Associate of another covered 
entity, to permit data analyses that relate to the health care operations of the 
Department 

C. Prohibited Uses and Disdosures 

1) Contractor shall not disclose Department PHI about an fndividuar to a 
health plan for payment or health care operations purposes if the 
Department PHI pertains solely to a health care item or service for which 
the health care provider involved has been paid out of pocket in full and 
the individual requests such restrictron, in accordance with 42 U.S.C. 
Section 17935(a) and 45 CFR Section 164.522{a}. 

2) Contractor shall not directly or indirectly receive remuneration in exchange 
for Department PHI. 

D. Responsibilities of Contractor 

Contractor agrees: 

1) Nondisclosure. Not to use or disclose Department PHI other than as 
permitted or requlred by this Agreement or as required by law, including 
but not limited to 42 CFR Part 2. 

2) Compliance with the HIPAA Security Rule. To implement administrative, 
physical, and technical safeguards that reasonably and appropriately 
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protect the confidentiality, integrity, and ava[lability of the Department PHI, 
inctuding electronic PHI, that H creates, receives, maintains, uses or 
transmits on behalf of the Department, in compfiance with 45 CFR SecUons 
164.308, 164.310 and 164.312, and to prevent use or disclosure of 
Department PHI other than as provided for by this Agreement. Contractor 
shall imptement reasonable and appropriate policies and procedures to 
comply with the standards, implementatfon specifications and other 
requirements of 45 CFR Section 164, subpart C, in compfiance with 45 CFR 
Section164.316. Contractor shall develop and maintain a written informatron 
privacy and security program that includes administrative, technical and 
physical safeguards approprfate to the size and complexity of the 
Contractor"s operations and the nature and scope of its activiUes, and which 
incorporates the requirements of section 3, Security, below. Contractor will 
provide the Department \Vith its current and updated policies upon request. 

3) Security. Contractor sha[I take any and all steps necessary to ensure the 
continuous security of all computerized data systems containing PHI and/or 
Pl, and to protect paper documents containing PH I and/or Pl. These steps 
shall include, at a minimum: 

a. Complying with au of the data system security precautions listed in 
Attachment A, Data Security Requirements; 

b. Achieving and maintaining compliance \.Vith the HIPAA Security 
Rule (45 CFR Parts 160 and 164}, as necessary in conducting 
operations on behalf of DHCS under this Agreement; and 

c. Providing a revel and scope of security that is at feast comparable 
to the level and scope of security established by the Office of 
Management and Budget in OMB Circular No. A-130, Appendix 
Ill- Security of Federal Automated Information Systems, which 
sets forth guidelines for automated information systems in Federal 
agenc[es. 

4} Security Officer. Contractor shaU designate a Security Officer to oversee 
its data security program v,ho shall be responsib!e for carrying out the 
requirements of this section and for communicating on security matters with 
the Department. 

5} Mitigation of Harmful Effects. To mitigate, to the extent practicable, any 
harmfur effect that is known to Contractor of a use or disclosure of 
Department PHf by Contractor or its subcontractors in viotatron of the 
requf rements of this Exhibit G. 

6) Reporting Unauthorized Use or Disclosure. To report to Department any 
use or disclosure of Department PHI not provided for by this Exhibit G of 
which it becomes aware. 
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a. To enter into written agreements with any agents, including 
subcontractors and vendors to v,hom Contractor provides 
Department PH), that impose the same restrictions and 
conditions on such agents, subcontractors and vendors that 
apply to Contractor with respect to such Department PHI under 
this Exhibit G, and that require compliance with afl applicable 
provlsrons of HIPAA, the HITECH Act and the HIPAA regulations, 
including the requirement that any agents, subcontractors or 
vendors lmptement reasonable and appropriate admf nistrative, 
physical, and technical safeguards to protect such PH I. As 
required by HlPAA, the H !TECH Act and the H!PAA regulations, 
including 45 CFR Sectrons 164.308 and 164.314, Contractor 
shall incorporate, \•-1hen applicable, the relevant provisions of this 
Exhibit G-1 into each subcontract or subaward to such agents, 
subcontractors and vendors, f nclud1ng the requirement that any 
security incidents or breaches of unsecured PHI be reported to 
Contractor. 

b. In accordance with 45 CFR Section 164.504{ e )( 1 )(ii}, upon 
Contractor's knm·'l[edge of a material breach or violation by lts 
subcontractor of the agreement bet\.'leen Contractor and the 
subcontractor, Contractor shall: 

j) Provide an opportunity for the subcontractor to cure the 
breach or end the violaUon and terminate the agreement if 
the subcontractor does not cure the breach or end the 
vra,ation within the time specified by the Department; or 

ii) Immediately terminate the agreement rf the subcontractor 
has breached a material term of the agreement and cure is 
not possible. 

8) AvaHability of Information to the Department and lndividua1s to Provide 
Access and Information: 

a. To provide access as the Department may require, and in the 
time and manner designated by the Department {upon 
reasonab te notice and during Contractor's normal business 
hours) to Department PHI in a Designated Record Set, to the 
Department (or, as directed by the Department), to an 
Individual, in accordance with 45 CFR Section 164.524. 
Designated Record Set means the group of records maintained 
for the Department health ptan under this Agreement that 
rncludes medical, dental and billing records about individuals~ 
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enrollment, payment, cf aims adjudication, and case or med teal 
management systems maintained for the Department health 
plan for which Contractor is prov1ding serv1ces under this 
Agreement; or those records used to make decisions about 
individuals on behalf of the Department. Contractor shall use 
the forms and processes developed by the Department for this 
purpose and shaH respond to requests for access to records 
transmitted by the Department within fifteen ( 15) calendar days 
of receipt of the request by producing the records or verifying 
that there are none. 

b. If Contractor maintains an Electron[c Health Record with PHI, 
and an individual requests a copy of such information in an 
etectron1c format, Contractor shall provide such information in 
an e!ectronic format to enable the Department to fulfill its 
obligations under the HITECH Act, induding but not lim1ted to, 
42 U.S.C. Section 17935(e) and the HIPAA regulations. 

9) Confidentiality of Alcohol and Drug Abuse Patient Records. Contractor 
agrees to compf y wilh aH confidentiality requ1rements set forth in TiUe 42 
Code of Federal Regulations, Chapter I, Subchapter A Part 2. Contractor is 
aware that criminal penalties may be imposed for a viof ation of these 
confidentiality requirements. 

10} Amendment of Department PHI. To make any amendment{s) to 
Department PHI that were requested by a patient and that the Department 
directs or agrees should be made to assure compliance \•11th 45 CFR 
Section 164.526, ir1 the time and manner des1gnated by the Department, 
with the Contractor being given a minimum of twer1ty (20) days within which 
to make the amendment. 

11) Internal Practices. To make Contractor's internal practices, books and 
records relating to the use and disclosure of Department PHI available to 
the Department or to the Secretary, for purposes of determining the 
Department's compliance wtth the HIPAA regulatfons. If any information 
needed for this purpose is in the exclusive possession of any other entity 
or person and the other entity or person fails or refuses to furnish the 
informaUon to Contractor, Contractor shall provide wTitten notification to the 
Department and shall set forth the efforts it made to obtain the information. 

12) Documentation of Disclosures. To document and make available to the 
Department or (at the direction of the Department) to an individual such 
discrosures of Department PHI, and information related to such disctosures, 
necessary to respond to a proper request by the subject Individual for an 
accounting of discrosures of such PHI, in accordance with the HITECH Act 
and its implementing regulations, rncluding but not fimited to 45 CFR Section 

Page 8 of 31 



County Contract 

County of Fresno 
#14-90056 

Exhibit G 

164.528 and 42 U.S.C. Section 17935(c}. If Contractor maintains electronic 
health records for the Department as of January 1, 2009 and tater, 
Contractor must provide an accounting of disclosures, including those 
disclosures for treatment, payment or health care operations. The electronic 
accounting of disclosures shall be for disclosures during the three years 
prior to the request for an accounting. 

13) Breaches and Security Incidents. During the term of this Agreement, 
Contractor agrees to implement reasonable systems for the discovery 
and prompt reporting of any breach or security incident, and to take the 
fo!lowlng steps: 

a. Initial Notice to the Department. (1) To notify the Department 
immediately by telephone call or email or fax upon the 
discovery of a breach of unsecured PHI in electronic media or in 
any other media if the PHI was, or is reasonably befieved to have 
been, accessed or acquired by an unauthorized person. {2) To 
notify the Department within 24 hours {one hour if SSA data) 
by email or fax of the discovery of any suspected security 
incident, intrusron or unauthorized access, use or disclosure of 
PHI 1n violation of this Agreement or this ExhibitG-1, or potential 
toss of confidential data affect1ng this Agreement. A breach shall 
be treated as discovered by Contractor as of the first day on 
which the breach rs known, or by exercising reasonable diligence 
would have been known, to any person (other than the person 
committing the breach) who is an employee, officer or other 
agent of Contractor. 

Notice shall be provided to the Information Protection Unit, 
Office of HIPAA Compliance. If the incident occurs after 
business hours or on a weekend or holiday and involves 
electronic PHI, notice shall be provided by calling the 
Information Protection Unit (916.445.4646, 866-866-0602) or by 
emailing privacyofficer@dhcs.ca.gov). Notice shall be made 
using the DHCS ~Privacy lncfdent Report" form, incfuding all 
information known at the time. Contractor shall use the most 
current version of this form, which is posted on the DHCS 
Information Security Officer website {\wrw.dhcs.ca.oov, then 
select ~Privacy., in the left column and then ~Business Partner"' 
near the middle of the page) or use this link: 
http:/ /www.dhcs.ca.govJformsandoubs/f aws/priv/Pages!DHCSBu 
sinessAssociatesOnly.asox 

Upon discovery of a breach or suspected securi ty incident, 
intrusion or unauthorized access, use or disclosure of Department 
PHJ, Contractor shall take: 
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i} Prompt corrective action to mitigate any risks or damages 
rnvolved with the breach and to protect the operating 
environment; and 

ti} Any action pertaining to such unauthorized disclosure 
required by applicab!e Federal and State laws and 
regulations. 

b. Investigation and Investigation Report. To immediately 
investigate such suspected security incident, security incident, 
breach, or unauthorized access, use or disclosure of PHI . 
Within 72 hours of the discovery, Contractor shall submit an 
updated "Privacy incident Report~ containing the information 
marked wHh an asterisk and an other applicable information 
listed on the form, to the extent known at that Ume, to the 
Information Protection Unit. 

c. Complete Report. To provide a comptete report of the 
investigation to the Department Program Contract Manager and the 
Information Protection Unit within ten (10) working days of the 
discovery of the breach or unauthorized use or disclosure. The 
report shall be submitted on the "Privacy Incident Report" form and 
shall include an assessment of all known factors ref evant to a 
determination of whether a breach occurred under applicable 
provis1ons of HIPAA, the HITECH Act, and the HIPAA regu!attons. 
The report shall also rnclude a full, detailed corrective action p,an, 
induding information on measures that 1.vere taken to halt and/or 
contain the improper use or disclosure. If the Department requests 
informatf or1 in addition to that Hsted on the ~Privacy Incident Report~ 
form, Contractor shall make reasonable efforts to provide the 
De pa rtm e nt with such i rffo rma tio n. If. because of the circumstances 
of the incident. Contractor needs more than ten (10) working days 
from the discovery to submit a complete report, the Department 
may grant a reasonable extenslon of time, in which case Contractor 
shall submit periodic updates untif the compfete report is submitted. 
If necessary, a Supplementat Report may be used to submit 
revised or addittonaf information after the compfeted report is 
submitted, by submitting the revised or additional information on an 
updated "Privacy Incident Reporr form. The Department will review 
and approve the determinaUon of whether a breach occurred and 
whether individual notifications and a corrective action pran are 
required. 

d. Responsibility for Reporting of Breaches. Uthe cause of a 
breach of Department PHI is attributable to Contractor or its 
agents, subcontractors or vendors, Contractor is responsible for all 
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required reporting of the breach as specified in 42 U.S. C. secUon 
17932 and its imptementrng regulations, including notification to 
media outlets and to the Secretary (after obtaining prior written 
approval of DHCS). If a breach of unsecured Department PHI 
involves more than 500 residents of the State of California or under 
its jurisdiction, Contractor shaH first notify DHCS, then the 
Secretary of the breach rm mediately upon discovery of the breach. 
ff a breach involves more than 500 California residents , Contractor 
shall also provide, after obtaining \'lritten prior approval of DHCS, 
notice to the Attorney General for the State of CaHfomia, Privacy 
Enforcement Section. If Contractor has reason to beHeve that 
duplicate reporting of the same breach or incident may occur 
because its subcontractors, agents or vendors may report the 
breach or rncident to the Department in addition to Contractor, 
Contractor shall notify the Department, and the Department and 
Contractor may take appropriate actron to prevent dupticate 
reporting. 

e. Responsibility for Notification of Affected lndividuafs. If the 
cause of a breach of Department PHI is attrlbutabte to Contractor 
or [ts agents, subcontractors or vendors and notifica tion of the 
affected rndividuars is required under state or federal raw, 
Contractor shall bear all costs of such notificaUons as weir as any 
costs assocfated with the breach. In addition, the Department 
reseNes the right to require Contractor to notify such affected 
individuars, which notifications shafl comply with the requirements 
set forth in 42U.S.C. sect[on 17932 and its implementing 
regulations, including. but not limited to, the requirement that the 
notifications be made without unreasonable delay and in no event 
later tnan 60 catendar days after discovery of the breach. The 
Department Privacy Officer shall approve the time, manner and 
content of any such notifications and their review and approval 
must be obtained before the notifications are made. T he 
Department v,ill provide its review and approval expeditiously and 
without unreasonable delay. 

f. Department Contact Information. To direct communications to 
the above referenced Department staff, the Contractor shall 
initfate contact as indicated herein. T he Department reserves the 
right to make changes to the contact informaUon be1ow by g[ving 
v,ritten notice to the Contractor. Said changes shall not require an 
amendment to this Addendum or the Agreement to whtch it is 
incorporated. 
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DHCS Privacy Officer 

lnformatton Protection Unit 
c/o: Office of HIPAA 
Compliance Department of 
Health Care Services 
P.O. Box 997413, MS 4722 
Sacramento, CA 95899-7 413 
(916} 445-4646: (866) 866-0602 

EmaH: 
privacyofficer@dhcs.ca.gov 

Fax: (916) 440-7680 
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OHCS Information Security 
Officer 

Information Security Officer 
OHCS Information Security Office 
P .0. Box 997 413, MS 6400 
Sacramento, CA 95899-7 413 

Email: iso@dhcs.ca.qov 

Telephone: ITSD Service Desk (916) 
440-7000; (800} 579-0874 

Fax: {916)440-5537 

14) Termination of Agreement. In accordance with Section 13404(b) of the 
HffECH Act and to the extent required by the HIPAA regulations, if 
Contractor knows of a material breach or violation by the Department of 
this Exhibit G-1, it shaH take the following steps7 

a. Provide an opportunity for the Department to cure the breach or 
end the violation and terminate the Agreement if the Department 
does not cure the breach or end the vfofation within the time 
specifisd by Contractor, or 

b. Immediately terminate the Agreement if the Department has 
breached a materiat term of the Exhibit G-1 and cure 1s not 
possible. 

15) Sanctions and/or PenaHies. Contractor understands that a failure to 
comply with the provisions of HIPM, the HITECH Act and the HlPM 
regufatrons that are applicable to Contractors may result in the imposition of 
sanct1ons and/or penalUes on Contractor under HIPAA, the HITECH Act and 
the HIPAA regulations. 

E. Obligations of the Department. 

The Department agrees to: 

1) Permission by Individuals for Use and Disclosure of PHJ. Provide the 
Contractor with any changes in, or revocation of, permission by an lndiv1duaf 
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to use or disclose Department PHI, tf such changes affect the Contractor's 
permitted or required uses and disclosures. 

2} Notification of Restrictions. Notify the Contractor of any restriction to the 
use or disdosure of Department PHI that the Department has agreed to in 
accordance with 45 CFR Section 164.522, to the extent that such restriction 
may affect the Contractor's use or disctosure of PHL 

3) Requests Conflicting with HIPAA Rules. Not request the Contractor to use 
or disclose Department PHI in any manner that would not be permissible 
under the Hf PAA regulations if done by the Department. 

4) Notice of Privacy Practices. Provide Contractor with the web link to the 
Notice of Privacy Practices that DHCS produces in accordance with 45 CFR 
Section 164.520, as wen as any changes to such notice. Visit the DHCS 
v1ebsite to viev, the most current Notrce of Privacy Practices at: 
htto:/fwww.dhcs.ca.gov/formsandoubsflaws/priv/Paqes/Noticeof PrivacyPracti 
ces.asox or the DHCS websfte at www.dhcs.ca.gov (select ~Privacy in the 
right column and "NoUce of Privacy Practices~ on the right side of the page). 

F. Audits, Inspection and Enforcement 

If Contractor is the subject of an audit, compliance review, or complaint investigation 
by the Secretary or the Office for Civil Rights, U.S. Department of Health and Human 
Services, that is related to the performance of its obligations pursuant to this HIPAA 
Business Assoclate Exhibit G-1, Contractor shall immediately notify the Department. 
Upon request from the Department, Contractor shall provide the Department with a 
copy of any Department PHI that Contractor, as the Business Associate, provides to 
the Secretary or the Office of Civil Rights concurrently with provfding such PHI to the 
Secretary. Contractor is responsible for any dvil penalties assessed due to an audit or 
investigaUon of Contractor, in accordance with 42 U.S.C. SecUon 17934{c}. 

G. Termination. 

1) Term. The Term of this Exhibit G-1 shall extend beyond the termination of 
the Agreement and shall terminate when all Department PHI is destroyed or 
returned to the Department, ln accordance with 45 CFR Section 
164.504{e)(2}(ii}(J). 

2) Termination for Cause. In accordance with 45 CFR Section 
164.504{e)(1 )(rii), upon the Department's knowredge of a material breach or 
viofation of this Exhibit G-1 by Contractor, the Department shall: 

a. Provide an opportunity for Contractor to cure the breach or end the 
violation and terminate this Agreement if Contractor does not cure 
the breach or end the viofation within the time specified by the 
Department; or 
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b. Immediately terminate this Agreement if Contractor has breached a 
material term of U1is Exhibit G-1 and cure ls not possible. 

THE REST OF THIS PAGE IS INTENTIONALLY BLANK 
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Privacy and Security of Personal JnformaUon and PersonaUy Identifiable Information Not 
Subject to HIPAA 

1. Recitals. 

A. In addition to the Privacy and Security Rules under the Health Insurance 
Portability and AccountabiHty Act of 1996 {HIPAA} the Department is subject to 
various other legal and contractual requirements with respect to the personal 
information (Pl) and personally [dentifiabfe information {Pl I) it maintains. These 
include; 

1) The California Information PracUces Act of 1977 {California Civil Code 
§§1798 et seq.}, 

2} The Agreement betlNeen the Social Security Adm[nistration (SSA) and the 
Department, known as the Information Exchange Agreement (IEA), which 
incorporates the Computer Matching and Privacy Protection Act 
Agreement (CMPPA) her.Aleen the SSA and the CaHfomia Health and 
Human Services Agency. The IEA, including the CMPPA is attached to 
this Exhibit Gas Attachment I and is hereby incorporated in this 
Agreement. 

3) Tille 42 Code of Federal Regulations, Chapter I, Subchapter A, Part 2. 

B. The purpose of this Exhibit G-2 is to set forth Contractor's privacy and secutity 
obligations with respect to Pl and PII that Contractor may create, receive, 
maintain, use, or disclose for or on behalf of Department pursuant to this 
Agreement. Specifically this Exhibit applies to Pl and PII which is not Protected 
Health Information (PHI) as defined by HIPAA and therefore is not addressed in 
Exhibit G-1 of this Agreement. the HIPAA Business Associate Addendum; 
however, to the extent that data is both PHI or ePHI and Pl I, both Exhibit G-1 and 
this Exhibit G-2 shall apply. 

C. The IEA Agreement referenced in A.2) above requires the Department to extend 
its substantive privacy and security terms to subcontractors who receive data 
provided to DHCS by the Social Security Adm1n1stration. If Contractor receives 
data from DHCS that includes data provided to DHCS by the Social Security 
Administration, Contractor must comply v,ith the following specific sections of the 
IEA Agreement: E. Security Procedures, F. Contractor/Agent Responslbilfties, 
and G . Safeguarding and Reporting Responsibilities for PersonaHy ldentifiabte 
Information ("PW}, and in Attachment 4 to the IEA, Ef ectronic Information 
Exchange Security Requirements, Guidelines and Procedures for Federa l, State 
and Local Agencies Exchanging Electronic Information v,rith the Social Security 
AdministraUon. Contractor must also ensure that any agents, including a 
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subcontractor, to ,.vhom it provides DHCS data that includes data provided by the 
Socia! Security Administration, agree to the same requirements for privacy and 
security safeguards for such confidenUar data that apply to Contractor with 
respect to such information. 

D. The terms used in this Exhibit G-2, but not other.vise defined, shall have the 
same meanings as those terms have in the above referenced statute and 
Agreement. Any reference to statutory, regufatory, or contractual language shall 
be to such language as in effect or as amended. 

2. Definitions. 

A. ~Breach" shall have the meaning given to such term under the IEA and CMPPA 
lt shaH inctude a ~PH loss~ as that term is defined tn the CMPPA. 

B. ~Breach of the security of the system~ shall have the meaning giver1 to such term 
under tne California Information Practices Act, Civil Code section 1798.29(f). 

C. "CMPPA Agreemenf means the Computer Matching and Privacy Protection Act 
Agreement between the Social Security AdministraUon and the California Health 
and Human Services Agency (CHHS). 

D. "Department Pr shall mean Personal lnformatf on, as defined below, accessed in 
a database matntained by the Department, rece[ved by Contractor from the 
Department or acqurred or created by Contractor fn connection with performing 
the functions, activittes and servtces specified in this Agreement on behalf of the 
Department 

E. "JEA" shall mean the Information Exchange Agreement currently in effect 
between the Social Security Administration (SSA} and the Cafifomfa Department 
of Health Care Services (DHCS). 

F. "NoUce-triggering Personal Information~ shall mean the personal information 
identified in Civil Code sectron 1798.29 whose unauthorized access may trigger 
notificatior1 requ[rements under Civil Code section 1798.29. For purposes of this 
provision,, idenUty shall include, but not be limited to, name, address, email 
address, identifying number, symbol, or other identifying particular assigned to 
the individual, such as a finger or voice print, a photograph or a biometric 
identifier. Notice-triggering Personal lnformatron includes Pl in electronic, paper 
or any other medium. 

G. "Personally ldentmabte Information" (PII) shall have the meaning given to such 
term in the IEA and CMPPA 

H. ~Personal Information~ (Pl) shall have the meaning given to such term in 
California Civil Code Section 1798.J(a). 
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I. "Required by law"' means a mandate contained in law that compels an entity to 
make a use or disclosure of Pl or PH that is enforceab!e in a court of law. This 
incfudes, but is not limited to, court orders and court-ordered warrants, 
subpoenas or summons issued by a court, grand jury, a governmental or tribal 
inspector general, or an administrative body authorized to require the production 
of information, and a civil or an authorized investigaUve demand. It also includes 
Medicare conditions of participation with respect to health care providers 
participating in the program, and statutes or regulations that require the 
production of 1nformation, including statutes or regulations that require such 
information rf payment is sought under a government program providing public 
benefits. 

J . ~security Incident" means the attempted or successful unauthorized access, use, 
disdosure, modification, or destruction of Pl, or confidential data utiHzed in 
complying \vith this Agreement; or interference with system operaUons in an 
information system that processes, maintains or stores Pl. 

3. Terms of Agreement 

A. Permitted Uses and Disclosures of Department Pl and PJI by Contractor 

Except as othef\'iise indicated in this Exhibit G-2, Contractor may use or dis dose 
Department Pl only to perform functions, activities or services for or on behalf of 
the Department pursuant to the terms of this Agreement provided that such use 
or disclosure woutd not violate the California Information !:'ractices Act (CIPA} tf 
done by the Department. 

B. Responsibilities of Contractor 

Contractor agrees: 

1) Nondisclosure. Not to use or disclose Department Pl or Pit other than as 
permitted or required by this Agreement or as required by applicable state 
and federal law. 

2) Safeguards. To implement appropriate and reasonabte administrative, 
technicat, and physical safeguards to protect the security, confidenttality 
and integrity of Department Pl and PII, to protect against anticipated 
threats or hazards to the security or integrity of Department Pl and P il, and 
to prevent use or disclosure of Department Pl or Pl I other than as provided 
for by this Agreement. Contractor shall develop and maintain a written 
information privacy and security program that incfude administrative, 
technical and physical safeguards appropriate to the size and comp!exity 
of Contractor's operations and the nature and scope of its acUvities, which 
incorporate the requirements of section 3, Security, below. Contractor will 
provide DHCS with its current policies upon request. 
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3) Securjty. Contractor shall take any and all steps necessary to ensure the 
continuous security of an computerized data systems containing PH I 
and/or Pl, and to protect paper documents containing PHI and/or PL 
These steps shall inctude, at a minimum: 

a. Complying w fth an of the data systam security precautions listed in 
Attachment A, Business Associate Data Security Requirements; 

b. Providing a level and scope of security that is at least comparable to 
the level and scope of security established by the Office of 
Management and Budget in OMB Circular No. A-130, Appendix II f­
Security of Federal Automated Information Systems, whlch sets 
forth guidelines for automated information systems in Federal 
agencies; and 

c. If the data obtained by Contractor from DHCS includes PII, 
Contractor shall also comply with the substantive privacy and 
security requirements ln the Computer Matching and Privacy 
Protection Act Agreement between the SSA and the California 
Health and Human Services Agency (CHHS) and in the Agreement 
bel\veen the SSA and DHCS, known as the Information Exchange 
Agreement, which are attached as Attachment I and incorporated 
into this Agreement. The specific sections of the IEA with 
substantive privacy and security requirements to be complied with 
are sections E, F, and G, and in Attachment 4 to the IEA, Electronic 
Information Exchange Security Requirements. Guidelines and 
Procedures for Federal, State and Local Agencies Exchanging 
Electronic Information with the SSA Contractor also agrees to 
ensure that any agents, including a subcontractor to whom it 
prov1des DHCS Pl r, agree to the same requrrements for privacy and 
security safeguards for confidential data that appty to Contractor 
with respect to such information. 

4) Mitigation of Harmful Effects. To mitigate, to the extent practicable, any 
harmful effect that is knovm to Contractor of a use or discfosure of 
Department P} or PII by Contractor or its subcontractors in violation of this 
Exhibit G-2. 

5) Contractor's Agents and Subcontractors. To impose the same 
restricUons and conditions set forth in this Exhibit G-2 on any 
subcontractors or other agents with whom Contractor subcontracts any 
activittes under this Agreement that involve the disc!osure of Department 
Pl or PII to the subcontractor. 

6) Avaitability of Information to DHCS. To make Department Pl and PII 
available to the Department for purposes of oversight, inspection, 
amendment, and response to requests for records, injunctions, 
judgments, and orders for production of Department Pl and PII. If 
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Contractor rece1ves Department PII, upon request by DHCS, Contractor 
shaH provide DHCS \Vlth a llst of all employees, contractors and agents 
who have access to Department PII, induding employees, contractors 
and agents of its subcontractors and agents. 

7) Cooperation with DHCS. With respect to Department P!, to cooperate 
wjth and assist tile Department to the extent necessary to ensure the 
Department's compliance with the app!icabfe terms of the CIPA including, 
but not limited to, accounting of disclosures of Department Pl, correctfon 
of errors in Department Pl, production of Department Pl, disclosure of a 
security breach involving Department Pf and notice of such breach to the 
affected individual{s}. 

8) Confidentiality of Alcohol and Drug Abuse Patient Records. 
Contractor agrees to comply with afl confidentiality requirements set forth 
in Title 42 Code of Federal Regulations, Chapter I, Subchapter A, Part 2. 
Contractor is aware that criminal penalties may be imposed for a v1o1ation 
of these confidentiafity requirements. 

9) Breaches and Security Incidents. During the term of this 
Agreement, Contractor agrees to imptement reasonable systems for 
the df scovery and prompt reporting of any breach or security incident, 
and to take the following steps: 

a. lnitiat Notice to the Department. (1) To notify the Department 
immediately by telephone call or email or fax upon the 
discovery of a breach of unsecured Department Pl or PII fn 
electronic media or f n any other media if the Pl or Pl I was, or is 
reasonably believed to have been, accessed or acquired by an 
unauthorized person, or upon discovery of a suspected security 
incident involving Department PII. (2) To notify the Department 
within one (1) hour by email or fax if the data is data subject to 
the SSA Agreement; and within 24 hours by emaH or fax of the 
discovery of any suspected security incident. intrusion or 
unauthorized access, use or disclosure of Department Pl or PII in 
violation of this Agreement or this Exhtbit G-1 or potent1al toss of 
confidential data affecting this Agreement. A breach shall be 
treated as discovered by Contractor as of the first day on which tne 
breach is known, or by exercising reasonable diligence would have 
been known, to any person (other than tne person committing the 
breach} who is an empfoyee, officer or other agent of Contractor. 

b. Notice shall be provfded to the lnformation Protection Unit, Office 
of HIPAA Compliance. If the incident occurs after business hours 
or on a weekend or holiday and involves electronic Department Pl 
or PII, notice shall be provided by calling the Department 
fnformation Security Officer. Notice shall be made using the DHCS 
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~Privacy Incident Report~ form, f ncluding all informaUon known at 
the time. Contractor shaH use the most current version of this form, 
\.'lh1ch is posted on the DHCS Information Security Officer website 
(\WNl.dhcs.ca.gov, then select ~Privacy~ in the left corumn and then 
"Business Partner~ near the middle of the page) or use this fink: 
htto://www.dhcs.ca.gov/formsandoubs/iaws/oriv/Paoes/DHCSBusi 
nessAssociatesOnly.asox . 

c. Upon discovery of a breach or suspected security incident, 
intrusion or unauthorized access, use or disclosure of Department 
Pl or Pl!, Contractor shall take: 

i. Prompt correcUve actf on to mitigate any risks or damages 
involved with the breach and to protect the operating 
environment; and 

ii.Any acUon pertaining to such unauthorized disclosure required by 
applicable Federal and State laws and regulations. 

d. Investigation and Investigation Report To immediatety 
investigate such suspected security incident, security incident, 
breach, or unauthorized access, use or disclosure of PHL With1n 
72 hours of the discovery, Contractor shall submit an updated 
"Privacy lncfdent Report~ containing the information marked w[th 
an asterisk and all other app1icabte information listed on the form, 
to the extent known at that time, to the Department Information 
Security Officer. 

e. Complete Report. To prov1de a complete report of the 
investrgation to the Department Program Contract Manager and 
the Information Protection Unit v,ithin ten (10) workfng days of the 
discovery of the breach or unauthorized use or disclosure. The 
report shall be submitted on the ~Privacy Incident Report" form and 
shafl include an assessment of all known factors relevant to a 
determination of whether a breach occurred. The report shall also 
indude a full, detailed corrective action plan, including informaUon 
on measures that were taken to halt and/or contain the improper 
use or disclosure. If the Department requests information in 
addition to that listed on the "Privacy Incident Report" form, 
Contractor shall make reasonable efforts to provide the 
Department wrth such information. If, because of the 
circumstances of the incident, Contractor needs more than ten (10) 
vmrking days from the discovery to subrnH a complete report, the 
Department may grant a reasonable extension of time, in which 
case Contractor shall submit periodic updates until the compf ete 
report is submitted. If necessary, a Supplementat Report may be 
used to submit revised or additional information after the 
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completed report is submitted, by submitting the revised or 
additional information on an updated ~Privacy Incident Report~ 
form. The Department wrll review and approve the determination of 
whether a breach occurred and whether individual notifications and 
a corrective action plan are required. 

f. ResponsfbiUty for Reporting of Breaches. If the cause of a 
breach of Department Pl or Pl I is attributable to Contractor or its 
agents, subcontractors or vendors, Contractor is responsible for all 
required reporting of the breach as specffied in CIPA, sectton 
1798.29and as may be required under the IEA. Contractor shall 
bear all costs of required notifications to individuals as well as any 
costs associated with the breach. The Privacy Officer shall approve 
the time, manner and content of any such notifications and their 
review and approval must be obtained before the noUflcations are 
made. The Department will provide its reviev, and approval 
expeditiously and without unreasonable delay. 

g. If Contractor has reason to believe that dupHcate reporting of the 
same breach or incident may occur because its subcontractors, 
agents or vendors may report the breach or incident to the 
Department in addition to Contractor, Contractor shall notify the 
Department, and the Department and Contractor may take 
appropriate action to prevent duplicate reporting. 

h. Department Contact Information To direct communications to the 
above referenced Department staff, the Contractor shall initiate 
contact as indicated herein. Tne Department reserves the right to 
make changes to the contact information below by giving written 
notice to the Contractor. Satd changes shall not require an 
amendment to this Addendum or the Agreement to v,hich it is 
incorporated. 
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Program 
Contract 
Manager 

See the Exhibit Information Protect1on Unit 
A, Scope of c/o: Office of HIPAA 
Work for Compfiance Department of 
Program H ea Ith Ca re Services 

Contract P.O. Box 997413, MS 4722 

Manager Sacramento, CA 95899-7413 
( 916) 445-4646 

information Email: 
Qrivacyofficer@dhcs.ca.aov 

Tetephone:{916} 445-4646 

Fax: (916) 440-7680 
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DHCS Information Security 
Officer 

Information Security Officer 
DHCS Information Security Office 
P.O. Box 997413, MS 6400 
Sacramento, CA 95899-7413 

Ema11: iso@dhcs.ca.aov 

Telephone: ITSD Service Desk 
(916) 440-7000 or 
(800} 579-087 4 

Fax: (916)440-5537 

10) Designation of Individual Responsible for Security 

Contractor shall designate an individual, {e.g .• Security Officer}, to oversee its 
data security program who shall be responsib!e for carrying out the 
requrrements of this Exhibit G-2 and for communicating on security matters 
with the Department. 
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1) Confidentiality of Alcohol and Drug Abuse Patient Records. Contractor 
agrees to comply with all confidentiality requirements set forth in Title 42 Code of 
Federal Regulations. Chapter I, Subchapter A, Part 2. Contractor is aware that 
criminar penalties may be imposed for a violation of these confidentiality 
requirements. 

2) Disclaimer. The Department makes no warranty or representaUon that compliance 
by Contractor with this Exhibit G, HIPAA or the HIPAA regulations will be adequate 
or satisfactory for Contractor's own purposes or that any information in Contractor's 
possession or control, or transmitted or received by Contractor, is or will be secure 
from unauthorized use or disclosure. Contractor is solely responsible for all 
decisions made by Contractor regarding the safeguarding of the Department PHI, Pl 
and PII. 

3) Amendment. The parties acknowledge that federal and state laws relating to 
electronic data security and privacy are rapidly evorv1ng and that amendment of this 
Exhibit G may be required to provfde for procedures to ensure compliance \l./tth such 
developments. The parties specifically agree to take such action as is necessary to 
implement the standards and requirements of HIPAA, the HITECH Act, and the 
HlPAA regulaUons, and other appltcab!e state and federal ta·ws. Upon either party's 
request, the other party agrees to promptly enter into negotiations concerning an 
amendment to this Exhibit G embodying written assurances consistent with the 
standards and requf rements of HIPAA, the HITECH Act, and the HJPAA regutaUons, 
and other app!icabte state and federat laws. The Department may terminate this 
Agreement upon thf rty (30) days written notice in the event: 

a) Contractor does not promptly enter into negotiations to amend this 
Exhibit G when requested by the Department pursuant to this secUon: 
or 

b) Contractor does not enter into an amendment providing assurances 
regarding the safeguarding of Department PHI that the Department 
deems is necessary to satisfy the standards and requirements of HIPAA 
and the HIPAA regulations. 

4) Judicial or Administrative Proceedings. Contractor will notify the 
Department if it is named as a def end ant in a crimTnal proceeding for a 
violation of HIPAA or other security or privacy law. The Department may 
terminate this Agreement if Contractor is found guilty of a criminal violation of 
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HIPAA. The Department may terminate this Agreement if a finding or 
strpuraUon that the Contractor has vio,ated any standard or requirement of 
HIPAA, or other security or privacy laws is made in any administrative or civil 
proceeding in whf ch the Contractor is a party or has been joined. DHCS wiU 
consrder the nature and seriousness of the violation in deciding whether or not 
to terminate the Agreement. 

5) Assistance in Litigation or Administrative Proceedings. Contractor shaU 
make itself and any subcontractors, employees or agents assisting Contractor 
in the performance of its obligations under this Agreement, available to the 
Department at no cost to the Department to testify as \vitnesses, or otherwise, 
in the event of tiHgation or admin[strative proceedings being commenced 
against the Department, its directors, officers or employees based upon 
claimed violation of HIPAA, or the HIPAA regulations, which involves inactions 
or act[ons by the Contractor, except where Contractor or its subcontractor, 
employee or agent is a named adverse party. 

6) No Third-Party Beneficiaries. Nothing express or rmplied in the terms and 
conditions of this Exhibit G is intended to confer, nor shaH anything herein 
confer, upon any person other than the Department or Contractor and their 
respective successors or assignees, any r1ghts, remedies, obHgations or 
liabirities whatsoever. 

7) Interpretation. The terms and conditions rn this Exhibit G shall be interpreted 
as broadly as necessary to implement and comply with HIPAA, the HITECH 
Act, and the HIPAA regulations. The parties agree that any ambiguity in the 
terms and conditions of this Exhibit G shall be resolved in favor of a meaning 
that complies and is consistent \vith HIPAA, the HlTECH Act and the HIPAA 
regulations, and, if applicable, any other relevant state and federal laws. 

8) Conflict. In case of a conflict between any applicable privacy or security 
rures, faws, regulations or standards the most stringent shall apply. The most 
stringent means that safeguard which provides the highest fevel of protection 
to PHI, Pl and PII from unauthorized disc!osure. Further, Contractor must 
comply within a reasonable period of Ume with changes to these standards 
that occur after the effective date of this Agreement. 

9} Regulatory References. A reference in the terms and conditions of this 
Exhibit G to a section in the HlPAA regulations means the section as in effect 
or as amended. 

10) Survival. The respecHve rights and obligations of Contractor under Section 3, 
Item O of Exhibit G-1, and Section 3, Item B of Exhibit G-2, Responsibilities of 
Contractor, shall survive the termination or expiration of this Agreement. 

11) No Waiver of Obligations. No change, \Naiver or discharge of any liability or 
obHgation hereunder on any one or more occaslons shall be deemed a \•.,raiver 
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of performance of any continuing or other obligation, or shall prohibit 
enforcement of any obHgaUon, on any other occasion. 

12) Audits, Inspection and Enforcement. From time to time, and subject to all 
applicable federal and state privacy and security laws and regulattons, the 
Department may conduct a reasonabte inspectf on of the facilities, systems, 
books and records of Contractor to monitor complfance with this Exhibit G. 
Contractor shall promptly remedy any violation of any provision of this Exhibit 
G. The fact that the Department inspects, or fails to inspect, or has the right to 
inspect, Contractor's facilities, systems and procedures does not relieve 
Contractor of its responsibHity to comply with this Exhibit G. The Department's 
failure to detect a non-compliant practice, or a failure to report a detected nor1-
compliant practice to Contractor does not constitute acceptance of such 
practice or a waiver of the Department's enforcement rights under th1s 
Agreement, incfuding th1s Exhibit G. 

13) Due Diligence. Contractor shall exercise due diligence and shafl take 
reasonabre steps to ensure that it remains in compliance with this Exhibit G and 
is in compliance with applicable provisions of HIPAA, the HITECH Act and the 
HIPAA reguraUons, and other applicable state and federar law, and that its 
agents, subcontractors and vendors are in compliance with their obligations as 
required by this Exhibit G. 

14) Term. The Term of this Exhibit G-1 shall extend beyond the termination of the 
Agreement and shall terminate 1when atl Department PHI is destroyed or returned 
to the Department, in accordance v,[th 45 CFR Sectfon 164.504(e){2}(ii)(I), and 
when all Department Pl and Pl I is destroyed in accordance with Attachment A. 

14) Effect of Termination. Upon termination or expiration of this Agreement for any 
reason, Contractor shall return or destroy all Department PHI, Pl and PII that 
Contractor still maintains in any form, and shall retain no copies of such PHI, Pl 
or PII. If return or destruction is not feasible, Contractor sha[I notify the 
Department of the conditions that make the return or destruction infeasible, and 
the Department and Contractor shall determine the terms and condiUons under 
whtch Contractor may retain the PHI, Pl or PII. Contractor shafl continue to 
extend the protections of this Exhibit G to such Department PHI, Pl and PII, and 
shall limit further use of such data to those purposes that make the return or 
destruction of such data infeasible. This provfston shall apply to Department PHI, 
Pl and Pl I that is in the possession of subcontractors or agents of Contractor. 
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A. Employee Training. All workforce members who assist in the performance of 
functions or activities on behalf of the Department, or access or disdose 
Department PHI or Pl must compf ete information privacy and security training, at 
!east annually, at Contractor's expense. Each workforce member who receives 
information privacy and security training must srgn a certification, indicating the 
member's name and the date on which the training was compteted. These 
certifications must be retained for a period of six (6} years following termination of 
this Agreement. 

8 . Employee Discipline. Appropriate sancUons must be applied against v,orkforce 
members who fail to comply with privacy policies and procedures or any 
provisions of these requirements, including termination of employment where 
appropriate. 

C. Confidentiality Statement. All persons that will be working wtth Department 
PH) or Pl must sign a confidentiality statement that includes, at a minimum, 
General Use, Security and Privacy Safeguards, Unacceptable Use, and 
Enforcement Policies. The statement must be signed by the workforce member 
prior to access lo Department PHI or Pl. The statement must be renewed 
annually. The Contractor shall retain each person's written confidentiality 
statement for Department inspection for a period of six (6) years following 
termination of this Agreement. 

D. Background Check. Before a member of the workforce may access 
Department PHI or Pl, a background screening of that v,orker must be 
conducted. Toe screening should be commensurate with the risk and magnitude 
of harm the employee could cause, with more thorough screening being done for 
those employees who are authorized to bypass significant technical and 
operational security controls. The Contractor shall retain each workforce 
member's background check documentation for a period of three (3) years. 

2. Technical Security Controls 

A. Workstation/Laptop encryption. Alf vmrkstations and laptops that store 
Department PHI or Pl either direcUy or temporarily must be encrypted using a 
FIPS 140-2 certified algorithm which is 128bit or higher, such as Advanced 
Encryption Standard {AES). The encryption solulton must be fuH disk unless 
approved by the Department Information Security Office. 
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B. Server Security. Servers containing unencrypted Department PHI or Pl must have 
sufficient administrative, physical, and technical controls in prace to protect that 
data, based upon a risk assessment/system security review. 

C. Minimum Necessary. Only the mrnimum necessary amount of Department PHI or 
Pi required to perform necessary business functions may be copied, downloaded, 
or exported. 

D. Removable media devices. All electronic files that contain Department PHI or Pl 
data must be encrypted when stored on any removable media or portable device 
(i.e. USB thumb drives, floppies, CD/DVD, Blackberry, backup tapes etc.}. 
Encryption must be a FIPS 140-2 certified algorithm which is 128bit or higher, such 
as AES. 

E. Antivirus software. All workstations, laptops and other systems tnat process and/or 
store Department PHI or Pl must install and acUvely use comprehensive anti-virus 
software solution wlth automatic updates scheduled at feast datly. 

F. Patch Management. All workstatfons, laptops and other systems that process 
and/or store Department PHI or Pl must have critical security patches applied, with 
system reboot if necessary. There must be a documented patch management 
process which determines installation timeframe based on risk assessment and 
vendor recommendatfons. At a maximum, all app!icabre patches must be installed 
within 30 days of vendor release. Applications and systems that cannot be 
patched within this time frame due to significant operational reasons must have 
compensatory controls implemented to minimize risk until the patches can be 
installed. Applications and systems that cannot be patched must have 
compensatory controls implemented to minimize risk, wllere possible. 

G. User IDs and Password Controls. All users must be issued a unique user name for 
accessing Department PHI or Pl. Usemame must be prompUy disabled, deleted, or 
the password changed upon the transfer or termination of an employee with 
know'ledge of the password. Passwords are not to be shared. Passwords must be at 
least eight characters and must be a non-dictionary word. Passwords must not be 
stored in readable format on the computer. Passwords must be changed at least 
every 90 days, preferably every 60 days. Passwords must be changed if revealed or 
compromised. Passwords must be composed of characters from at feast three of the 
following four groups from the standard keyboard: 

1) Upper case letters (A-Z} 
2) Lower case letters (a-z) 
3) Arabic numerals (0-9} 
4) Non-alphanumeric characters (punctuatton symbols) 

H. Data Destruction. When no longer needed, all Department PHI or PJ must be wiped 
usfng the Gutmann or US Department of Defense (DoD) 5220.22-fl.·1 (7 Pass) standard, 
or by degaussing. Media may also be physically destroyed in accordance with NIST 

Page 27 of 31 



County Contract 
County of Fresno 

#14-90056 
Exhibit G 

Special Publication 800-88. other methods require prior \Nritten permission of the 
Department lnformatfon Security Office. 

I. System Timeout. The system providing access to Department PHI or Pl must 
provide an automatic Umeout, requiring re-authenticatron of the user session after 
no more than 20 minutes of inactivity. 

J. Warning Banners. Afl systems provfding access to Department PHI or Pl must 
display a warning banner staUng that data is confidential, systems are logged, 
and system use ts for business purposes only by authorized users. User must be 
directed to log off the system if they do not agree with these requirements. 

K. System Logging. The system must maintain an automated audit traif which can 
identify the user or system process which initiates a request for Department PHI 
or Pl, or which alters Department PHl or Pl. The audit traH must be date and 
time stamped, must tog both successfur and failed accesses, must be read only, 
and must be restricted to authorized users. If Department PHI or Pl is stored in a 
database, database togging funcilonality must be enabled. Audit trail data must 
be archived for at feast 3 years after occurrence. 

L. Access Controls. The system providing access to Department PHI or Pl must 
use rote based access controls for all user authentications, enforcing the 
p rin ci pie of I east privilege. 

M. Transmission encryption. All data transmissfons of Department PHI or Pl 
outside the secure internal network must be encrypted using a FIPS 140-2 
certified algorithm which is 128btt or higher, such as AES. Encryption can be 
end to end at the network revel, or the data files containing Department PHI can 
be encrypted. This requirement pertains to any type of Department PHI or Pl in 
matron such as website access, file transfer, and E-Mail. 

N. Intrusion Detection. All systems involved in accessing, holding, transporting, 
and protectfng Department PHl or Pl that are accessible via the Internet must be 
protected by a comprehensive intrusion detection and prevention sorutron. 

3. Audit Controls 

A. System Security Review. Contractor must ensure audit control mechanisms 
that record and examine system activity are in place. All systems processing 
and/or storing Department PHI or Pl must have at teast an annual system risk 
assessment/security review whrch provides assurance that administrative, 
physical, and technrcal controls are functioning effectively and providing 
adequate levels of protection. Reviews should incfude vulnerability scanning 
tools. 
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B. Log Reviews. All systems processing and/or storing Department PHI or Pl must 
have a routine procedure in place to review system fogs for unauthorized access. 

C. Change Control. All systems processing and/or storing Department PHI or Pl 
must have a documented change control procedure that ensures separation of 
duties and protecls the confidentiality, integrity and avai!ability of data. 

4. Business Continuity I Disaster Recovery Controls 

A. Emergency Mode Operation Plan. Contractor must establish a documented 
p1an to enable continuation of critical business processes and protection of the 
security of Department PHI or Pl held in an electronic format in the event of an 
emergency. Emergency means any circumstance or situation that causes 
normal computer operations to become unavailable for use in performing the 
work required under this Agreement for more U1an 24 hours. 

B. Data Backup Plan. Contractor must have established documented procedures 
to backup Department PHI to maintain retrievable exact copies of Department 
PHI or Pl. The pf an must include a regular schedule for making backups, storing 
backups offsite, an inventory of backup media, and an estimate of the amount of 
time needed to restore Department PHI or Pl should it be tost. At a minimum, the 
schedule must be a weekly full backup and monthly offsite storage of Department 
data. 

5. Paper Document Controls 

A. Supervision of Data. Department PHJ or Pl in paper form shall not be left 
unattended at any time, unless it is locked in a fi!e cabinet, fi le room, desk or 
office. Unattended means that information is not being observed by an employee 
authorized to access the information. Department PHI or Pl in paper form shall 
not be teft unattended at any time in vehicles or planes and shall not be checked 
in baggage 00 commercial airpfanes. 

B. Escorting Visitors. Visitors to areas where Department PHI or PI is contained 
shall be escorted and Department PHI or Pl shall be kept out of sight while 
visitors are in the area. 

C. Confidential Destruction. Department PHI or Pi must be disposed of through 
confidential means, such as cross cut shredding and pulverizing. 

D. Removal of Data. Only the minimum necessary Department PHI or Pl may be 
removed from the premises of the Contractor except with express wri tten 
permission of the Department. Department PHI or Pl shall not be considered 
"removed from the premises~ rf it is only being transported from one of 
Contractor's tocaHons to another of Contractors rocaUons. 
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E. Faxing. Faxes containing Department PHI or Pl shall not be teft unattended and 
fax machines shall be in secure areas. Faxes shall contain a confidentiality 
statement notifying persons receiving faxes in error to destroy them. Fax 
numbers shall be verified with the intended reciptent before sending the fax. 

F. Mailing. {\failings containing Department PHl or Pl shall be sealed and secured 
from damage or inappropriate viewing of such PHI or Pl to the extent possible. 
Mailings which include 500 or more individually identffiabfe records of 
Department PHI or Pl in a s1ngfe package shall be sent using a tracked mailfng 
method which includes verificaUon of deHvery and receipt, unless the prior written 
perrn1ssion of the Department to use another method is obtained. 

THE REST OF THIS PAGE IS INTENTlONALL Y BLANK 
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Attachment I 

INFORMATION EXCHANGE AGREEMENT 
BET\VEEN 

THE SOCJAL SECURITY ADMlNISTRATJON (SSA) 
AND . . 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVlCES (STATE AGENCY) 

A. PURPOSE: The purpose of this Information facbange Agreement ('1EA'') is to establish 
tenns, conditions, and safeguards under which SSA will disclose to the State Agency certain 
information, records, or data fnerein .. data.'1 to assist the State Agency in administering 
certain federa11y funded state-administered benefit programs (including state-funded state 
supple.menta.ry payment programs under Title XVI of the Social Security Act) identified in 

· this IE.A. By entering into this IEA, the State Agency agrees to ~~ly with: · . 
• the terms and c-0nditioru set forth in the Computer 1\-f.atc:hing and Privacy Protection Act 

Agreement ("C}..QlPA Agreement'1 attached as Attachment l I g~,· erning the State 
Agency's use of the data .disclosed from SSNs Privacy Act System ofReco.rds; and 

• all other terms and conditj.ons set forJiin this IEA. 

Il. PROGRAMS A.i'ffi DATA EXCHANGE SYSTEMS: (l) Tne StRte Agency will use the 
data r~ceived or accessed from SSA-under this IEA. for the pmpose of &Qministering the· . 
federally funded, state~administered programs identified in Table 1 below. In Table 1~ the 
State Agerrcy has identified: (a) each federally fimded, state-administered. program th.at it 
ad.ministers; aud (b) each SSA dat<:1 exch2nge system to which the State Age'ncy needs access 
in order·to a~inister the identified program. The list of SSNs data. exchange systems is · 
attached as·Attachment 2: · 

TABLEl 
FEDERALLY FUNDED BENEFIT PROGRAMS 

Program SSA Data Exchange System{s) 

(X] · Medicaid EIENDEX/5DXIEVS/SVES/SOLQ/SVES I-Citizens hip 
j /Quarters of Coverage/Prisoner Query 

I O Temporary Assfstance to H~dy Families 
(TAHF) 

D· Supp!ementat Nutrition Assistanci; Program 
(SNAP: formaUy Food Stamps}· 

·o. Unemployment Com_µeruatio11 (Federal) 

O Unemployment Compensation (State) 

t 

! r O State Chlld Suppor't Agency ! 

I 
· D Low-lncome Hom~ En~rgy A,ssistance I Program (LI-HEAP) 

O Work~rs: Compensation 

' O Vocational Rehabilitation Services 
! 

l 
i 
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Attachment I 

INFORMATION EXCHANGE AGREEMENT 
BETWEEN 

THE SOCIAL SECURITY ADMINISTRAT(ON (SSA) 
AND .. 

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY) 

. . 
A. PlJR.POSE! Tne pa:.-pose of this Informztion Exd1ange Agre.ement C'IEA") is to establish 

terms, conditions. and safeguards under which SSA wm disclose to the State Agency certain 
information, records, or data (herein "data I to assist the State Agency in administering 
certain federally funded state-administered b:::nefit programs {including state-funded state 
supplementary payment pro grams under Title XVI of the SocW Security Act) ideb...tificd in 

· Liu.s IEA. By entering into this IEA, the State Agency agrees to c~~ly with: · 
• the terms and conditions set forth in the ~mputer Matching and Privacy Protection Act 

Agreement ("C.MPPA Agreement") attached as. Attachment 1, g~verning the State 
Agenc:y's use of the data.disclosed from SsA•s.Privacy Act System of Records; and 

• all other terms and conditjons set for"Ji in this IEA. 

B. PROGR4Jt1S AND DATA EXCHANGE S"YSTEl\lS~ {1) The State Agency v.•iIJ use the 
data r~ceived or accessed from SSA-under this IBA for the purpose of aqministering the· . 
federally funded, state-administered programs identified in Table 1 below. In Table i, the 
State Agency h.as identified: (a) each federal1y funded, state-administeredprogram that it 
administers; ;md (b) each SSA da4i exchange system to which the State Agency needs access 
in order· to administer the identified program. The list oi SSA's data exchange .systems is · 
aft.ached as·Attachment 2: · 

TABLE! 
FEDERALLY FUNDED BENEFIT PROGRAMS 

Pro·gram SSA Data Exchange System(s) 

[X] -Medic.aid BENDEXf5DXIEVS/5VE5fSOLQ/SVES 1-Citnenship 
/Quarters of Coverage/Prisoner Query 

O Temporary Assistance to N~dy Famines ·I 
(TANF) 

0· Supplemental Hutrition Assistance Program 
(SNAP: forrm.lly Food Stamps)· 

·o. Unemployment Compensation {federal) 

D Unemployment Compensation {State) 

n State ChHd Suppor·t Agency 

O Low-Income Home Energy Assistance 
Program (U~HEAP) 

O Work~rs Compensation 

D Vocational Rehabilitation Services I 

i 
t 

1 
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I O Foster Care (IV·E) 
' I 

O State Health lnstir?flce Program (S·CHJP) -

I q Wo~,en, infants and ChHdren (VI.I.C.) 

I [Xj .Y.edicare Savlo3s Programs (MS?) - l LIS File 

I {XJ Medkare 1144 (Outreach) 
.. 

Medkare 1144 Outreach File 

O Other Federally FW1ded, State-Administere~ Programs {Ust Below) 

Program SSA Data Exchange System(s) . 
.. 

.. 

·• 

. . 

{2} The State Agency will µse ea~h identified data exchange system onlv for the pm-pose of 
edm.inistering the specific progrdU for which access· to the data exchange system is provided. 
SSA data exchange systems are protected by the Pri.-..acy ru:t c:lld federal la:v prohibits the · 
use of SSA's data for any purpose othe: than the purpose of zdministering the specif?.c 
program for which such data is disclosed. In particular, the State Agency will use: (a) the tax 
return data disclosed by SSA only to detennine ~dividual eligibility for, or the amount of: 
assistance under a state plan pursuant to Section I 137 programs and child support 
enforcement programs in accordance witli 26 U.S.C. § 6103(1)(8); and (b) the citizenship 
status data disclosed by SSA under foe Children~s Health Insurance Program 
Reauthorization kt of 20091 Pub. L. 111-31 only for the purpose of deteqnin.ing entitlement 
to Medicaid and·CHIP program for new applicants. The StB.teAgen.cy also acknow]edges .. 
that SSA• s citizenship data may be iess than 50 percent current Applicants for SSN s report 
their citizen.ship data at the time th.ey apply for tl;ieir SSNs~ there is no obligation for an 
individual to report to SSA a chm1ge in his or her immigration status until he or she files a 
claim for benefits. 

} 

C. PROGRAM: QUESTIOl\'NAIRE: Prior to signing this IEA, the State Agency will 
complete and submit to .SSA a progrc.m questionnaire for each ofth·e federally funded, state­
administered programs checked in Table 1 above. SSA will not disclose any de.ta under this ' 
IEA until it has received and approved the completed pro gram qu e.stionnaire for each 'of the 
J)rograms identified in Table I above. · 

2 
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D. TRA.i.'i~SFER OF DATA: SSA will transinit the data to the State Agency under this IBA 
using the data transmission m·ethod identified in Table 2 below: 

TABLE2 
TRANSFER OF DATA . 

L,J Data will be transmitted di~ctly betv,reen SSA and the State Agency. 

Page 3 of 66 

[Xl Data \ViU be transmitted dire.ctly benveen SSA and the California Offi~e of Technology (State 
Transmi~sionfTransfer Component ("STC")} by the File Trc...qsfer Management System, a secure 
mec~m approve-cl by SSA. Tn.e STC wiU sfu-ve as the conduit between SSA and the State 
Agency pu:Guant to the State S-:fC A~ment _ 

D Dat:a \\-ill b~ trans~tted dfrectly bet\veen SSA an.d the Interstate ~onuection Net\vork 
("ICON"). ICON is a wide area tefocommunications net\vork conne-cting state agencies.that 
adnrinister th.e state unemployment instL-rance laws. \Vnen receiving data through ICON, the 
_State Agency ,;,.viU comply ,,ifu the "Systems Security Requiremeots for .SSA Web Access to SSA 
lnfonnatfon Through the ICON," attached as Attachment 3. · · 

. . 

E. SECURI!Y PROCEDURES: The State Agency \V:ill comply with limitations on.use. 
treatment, and s·a.feguarding of dataunder the Privacy Act of 1974 (5 U.S.C. 552a}, as 
amended by the Computer 1'.fatd1.ing and Privacy Prote.cti<;in Act of 1988, related Office of 
Management and Budget guidelines, the Federal Information Security Management Act of 
2002 (44 U.S.C. § 3541, et seq.), and related National Institute ~fStmrumis and Technology 
guidelines.· In addition, the State Agency will comply with SSA's ''Infonn.ation System . 1 

Security Guideline..ci for Federal, State and Local Agencies Receiving Electronic Jnfonnation 
froll_l the Social Security Admjni.stration," a~ched as Attachment 4. For any tax return 
data, th: State Agency v.ilt also comply with the "Tax. Information Security Guidelines for 
Federal, State and Local Agencies," Publicatio:i 1075, published by the Secretary of the 
Trea.:,c-ury and ava.i1able at the follo"°'ing Intemal Revenue Service (IRS) ,vebsite: 
htin://W\\'W.iii.eov/uub/irs-rn:if7old75:odf. ThIB IRS Publication 1075 is incorporated by 
reference in to this IBA. · · 

F~ CONTRACTOR/AGE~T RESPONSIBILITIES·: The State: Agency will restrict access to 
the data obtained frqm SSA. to only. those authorized State employe-..~. contractors, and 
agents who need such data to perfonn their official duti~ in connecti<,m with purposes 
identified in this IBA. At SSA•s request, the State Agency wi11 obtain from each of its 
con tra-::;tors and agents a current list of the employees· of its contractors and agents who have 
access to SSA data disclosed under this IE.A. The State Agency wrll require its contractors, 
agents, and all employee...s of such contract.ors or agents.with.aut.horized acce.ss to the SSA . 
data disclosed under this IEA. to comp]y with the terms and conditions set forth in this IBA, 
and not to duplicate, disseminate; or disclose.such data without obtaining SSA's prior written 
approval. In addition: the State Agency wil! comply with the limitations on use, duplic.ation, 
aa d redi sclo~ure of SSA data set forth in Section IX. of the CMPP A Agreeme_nt:, especially 
\,,1th ~-pect to its contractors and agents. 

,· •. 
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. . . 
. G. SAFEGUARDING AND REPORTING RESPONSIBILITIES FOR PERSONALLY 
. .ID£..'1'·•rTIFIABLE Th'FOllillATION ("Plr'): 

l. Tne State Agency ¥t'fil.ensure that its employees, contractors, and agents: 
a. properly safeguard PII furnished by SSA under this IEA from loss1 .theft or 

inadvertent disc1osw-e; 

Page 4 of 66 

b. understand that they are responsible for safeg11arding this information at a11 times1 

regardless of whether or not the State employee, contractor, or agent is at hi.5 or her 
regular duty station; · . · 

c. ensure iliat laptops ai,d other e1ectronk devices/media c-0nraining Pll are encrypted 
andlor pa,sS\vord protected; 

d. send emails containing PII·only if encI)']ted or if to arid from addresses that are 
secure; rmd · · · 

e. limit disciosure of the information and detruls relating to a PII los~ only to fuos e with 
a need to know. · · · 

2. If an employee of the State Ageucy or an employee of the State Agency's contractor or 
ag:mt becomes aware. of suspected. or actu.ai ioss of PII, be or she must immediately. 
contact the State Agency official responsible for Systems SecLtrity designated below or 
h;is or her delegate. That State Agency official or delegate mnst then notify the SSA. 
Regional Office Contact and me SS.A Systems Securjty Contact identified below. It: f'or 
ar,y rea.son, the responsible State Age.i,cy official or delegate is unable to notify the SSA 
Regional O~ce or the SSA Systems Security Contact within l hour1 the re.spollii1ole State 
Agency official or deJegate must call SSA's Net\vork Customer Service Center. 
('•NCSC'}at 410-965-7777 or toll free at 1-888-772-6661 to report the actual or 
mspec_ted loss. The responsible State Agency official cir delegate wm use the worksheet, 
attached as Attachments. to quickly gather and organize infounation·about the incident. 
The responsibl.e State Agency offic~ or delegate must provide to SSA timely updaie.s as 
any additional in.formation about the loss of P.Il becomes l!Vailabfo. 

3 . . SSA will ~e the necessary contact within SSA to file a form.al report in acc.ordince 
with·ssA procedures. SSA \Vill notify ihe Depac-tn:ent of Homeland Security's United 
States Computer Emergency R~diness Team ifloB or potentia loss of PIT related to a 
data exchange under this ·IE.A occurs. · 

4, lfthe State Agency experiences a Io.;s or breach of data, it will determine whether or not -
to provide notice to ind1viduakwhose &ta has been Jost 'of breached and bear ~Y ~osts 
associated ,vith the.notice or any mitigation. 
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B:. POINTS OF COJlff ACT: 

FOR SSA 

San Fiancisco Region a( Offi~e: 

EHery Brown . 
Data Exchange Coordinator 
Frank Hagel Federal Building 
1221 Nevin A ve.n.ue 
Richmond CA 94801 
Phone: (510) 970-8243 
Fa.~ (510) 970-8101 
Err):ail: EHerv.Brown(ci).:;sa.Q"OV 

Systems Issues! 

Pamela Riley 
Office of Earnings., Enumeration & 
Admimstrativc Systems 
DIVES/Data Exchange Branch_ 
6401 Security. Boule\'a!d · · · 
Ba1timore..110 2i235 . 
Phone: (410) 965-7993 · 
Fa.'C (410) 966-3147 
Email: Pamela.Riley@£S.e.gov 

FOR STA TE AGEi'l'CY 

Agreement Issues: 

1fanue1_ Urbina 
Chie~ Security Unit 
Policy Operations Branch 
Medi-Cal EJigibiHty Division 

·. 1501 CapitolAven~e. MS 4607 
Sacramento, CA 95814 
Phone: (916) 650-0160 .. 
Email: !\.fanueLUrbin.a.@dhcs.ca.gov 

Attachment I 

. Data Exchange Issues: 

Guy Fortson . 
Office of Electronic Information Exchange 
GDlOEastHighRise . 
6401 Secu..rity Boulevard 

·,Baltimore, 1-ID 21235_ 
Phone: (410) 597-1103 

. Fax: (410)597-084i · 
Em.ail: guy.fornon@ssa.gov. · 

Systems Security _hsues: 

1\fichael G. Johnson 
Acting Director 
Office of Electrimic Infonru.tion Exd;iange 

.. Office of Strategic Services 
6401 Security Bou1evard 
·Baltimore, 1ID 21235 
Pho;ne: (410) 965-0266 
Fax: (410) 966-0527 
Email: Michad.G.Johnson@ssa.gov 

Technical Issues: 

FeiCollier 
. Chief, Application Support Branch . 

Information Technology Services Division 
1615 CepHol Ave, MS·6100 . -
Sacramento, CA 95814 

_ Phone: (916) 440-7036 
· Email: Fei.CoUiei@dhcs.ca.gov 

I. . DURATION: The effoctive diite of this IBA is January 1 t 2010. This IBA will remain in 
effect for as long as: (1) a OvfPPA Agreement governing this IBA is in effect between SSA. 
and the Stp,te or the State Agency; and (2) the State Agency submits a certification in· 
accow,Jance with Section J. below at least 30 days before the expiration and renewal of such 

. Q..fPP A. Agreement . 
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J. CERTIFICATION Ai'\'-i> PRO~~-[ CH.AN"GES: At least 30 days before the expiration 
and rene,val of ilie State C1-fPPA Agreement gove_rning this IBA, the State Agency will 
certify in writing to SSA that: (l)'it is in compliance witlfthe t.erms and conditions -~fthis 

· IEA; (2) the data exchange processes rnder1his IEA ha•,e been and will be conducted . . 
without change; and .(3) it will, upon SSA'srequest, provide audit reports or oilier do-cuments 
that demonstrate revie,v and oversight activities. Ifthere are substantive changes in any of 
the prograrns or data exchange processes iisted in ~ IBA; the parties will modify the IEA in 
accordance: with Section K. below and the State Agency v,.ill submit for SSA's approYal new 
program questionrutlre.s under .Section C. above de.scribing such changes prior to using SSA's 
~ to Edrninister ~h ne':'' or changed program. 

K. MODIFICATION: M_o<lification.s to this IEA ~ust be in writing and agreed to by the. 
. partre,s: . 

L. TERl\IL.,ATION: The pa.mes may tenninate this !EA at any tim~ upon mutual written 
consent. In addition. either party may wrilaterally terminate this IEA upoo. 90 days advance 
,vritien notice to the other party. Such unilateral tennin~tion lvill be.effective 90 days after 

· the date of the notice, or at a !.i.ter date specified in fue notice .. 

SS.A. may immedia..tely and unilaterally ~erui the data floi· under thi~ IEA, or terminate 
this IEA, if SSA in it.s sole discretion. detennine.5 th.a! the State Agency (inclu4ing its · 
employee51 contractors. and ~gents) has: (1) rmcie an unautho:ized use or disclosure of SSA­
supplied data~ or (2) violated or failed to follow the terms and conditions of this IBA or .the 
0.1PPA Agreement. 

M. ThT.EG,RAUON: This IBA~ mcludir.g all attachments, constitutes the enfire rigreeme!)t of. 
the pa,.-ties with respe.ct to its subje~t matier. There h.ave bo ....... <m no representations, wazyanties', 
or promises made ·outside of this. IBA. This IBA.shall take precedence over any other 
docllIIlent that may be in-conflict with il 

ATTACHl\-ffit•ffS .. 
1 - · CMPPA Agreement 
2- SSA Data Exchange Systelll5 
3·_ · Systems Security Requirements for.SSA.Web Access to SSA Information 

Th.-ough ICON . 
4- Information System Security Guidelines fer. Federal, State end Local Agencies 

Receiving Electronic Information fro~ ~ e Social Security Administration 
_5 - PU Loss Reporting Worbheet 
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H. POJNTS OF CO~""TACT: . . 

FOR SSA 

San Fiancisco Regional Offi~e: 

EUery BrO\"n . 
Data Excb'ange Co ordinator 
Frank Hagel Federal Building 
1221 Nevin Avenue 
Richmond CA 94801 
Phone: (510) 970-8243 
Fa~ (510) 970-8101 
Enjail: Elleiv .Brown®.ssa. eov 

Systems Issues~ 

Pamela PJley 
Office of Earrungs, Enumeration & 
Administrative Systems 
DIVES/Dam Exch.ano-e Brcillch . .o . . . 
6401 Security Boulevard · 
Baltimore, MD 2i235 . 
Phone: (410) 965-7993 
Fax: (410) 966-3147 
Emarl: Pamela.Riley@.ss~gov 

FOR STATE AGENCY 

Agreement Issues: 

:Manue~ Urbina · 
Chief, Security Unit-
Policy Operations Branch 
Medi-Cai Eligibility Di·Vision 

·. 1501 CapitolAvenu_e, ~iS 4607 
Sacramento, CA 95814 
Phone: (916) 650-0160. 
Email: 11.fanueLUrbina@dhcs.c:a.gov 

Attachment I 

. Data Exchange Issues: 

Guy Fortson. · 
Office ofEiectronic Information Exchange 
GD lO East High Illi e . 
6401 Security Boulevard 

··Baltimore, :MD 21235. 
Phone: (410) 597-1103 

. Fax: (410) 597-0841 · 
Email: guy.fort5on@ssa.gov. 

Systems Security.Issues~ 

~1ichael G. Johnson 
Acting Director 
Office of Electronic Infonnation Exc},lange 

. . Ofike of Strategic Se.ryices 
6401 Security B ou1evard 
·BaJtimore, MD 21235 
Phop.e: (4 l0) 965-0266 
Fax: (410) 966·0527 
Email: Micb.ael.G .Johnson@ssa.gov 

T ecbnical Issues: 

FeiCollier 
. Chief, Application Support Branch 

Information Technology Service.s Division 
1615 CapjtolAve1 MS·6100 . . 
Sacramento, CA 95814 
Phone: (916) 440-7036 

·. Email: :Fei.Collier@dhcs.ca.gov 

. , . 

I •. DURATION: The e.ffe.ctive date of this IBA is January 1; 2010. This IBA will remain iµ 
effect for as long as: (1) a CMP?A Agreement governing this IEA is in effect between SSA 
and the Ste;te or the State Agency; and (2) fue State Agency submits a certification in· 
accor<;Jance with Section J. below at least 30 days before the expiration and renewal of such 
C1lPP A Agreement. . 

5 
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J, CE.RTIFICATION AND PROG~Al\-I C!Ik,GES: At Ie~st 30 days before the expiration 
and renewal of tlie State C!\·IPPA Agreement governing this IEA, the State Agency will 
certify in writing to SSA that (l).it is. in compliance witlfthe terms and conditions ·of this 
IEA.; (2) the date exchange processes under this IE.A have been and \.vill be conducted , _ 
without cbange; and .(3) it will. upon SSA's request, provide audit reports o~ other documents 
that demonstr-a!e review' and oversight ac.tivities. If there Ere substantive changes in any of 
the programs or data exchange processes listed in thl.s IE.A; the parties will modify the IEA in 
accordEnce with Section K. below and the State Agency will submit for SSN.s approval ne-N 
progr<illl qu~stionnaires unqer .Section C. al;iove descnb.iog such e-hanges prior to using SsA•s 
d~ta to administer su~h ne'Y or changed pro gra.rn. · 

K. MODIFICATION: M_odifications to this .IE.A ~ust be in writing and agree.d to by the . 
. · parti~: · 

L. TERML~ATION: The parties. may temrinatetlris IBA a-t any time upon mutual ,vritt.en 
consent. In addition, eithai party may \lflilaterally temtinate this IE.A.. upon 90 days advance 
writte~ notice to the other party. Sucli unilateral t-el1Illilq.tion v,ill be.effective 90 days after 

· the date of the notice, or at a later daie specified in the notice~ 

SSA may immediately and nnilaterally ~pend the data fmi• under this. IBA, or terminate 
this IE~ if SSA, in its sole.discretio~ determine.s that the State Agency {incluqing its · 
employees, contractors. and agents) has: (I) made an unauthorized -use or disclosure of SSA­
supplied data~ OT (2) violated or failed to foUo·w the tenns and c-onditioru of this IEA or.the 
C:MPP A Agreement. 

JT. INTEGM UON: This IBA, including alt atiElchme.nts, constitutes the entire agreement of· 
the p.u-ties with respect to its subje~t matter. There ~ve been no representi.ticms, ,va.ry-antie~, 
or promises made outside of this IEA This IE.A shall ta.1-:e prece-dence over any other 
document that may be in.conflict with it. 

AITACRMENTS 
l - · CI\1PP A Agreement 
2 - SSA D at.a R~change Systems 
3-_ · Systems Security Requirernrots for.SSA.Web Access to SSA Information . - · 

Through ICON · . . - . . ' 
4- Infonnation System SecurityGrndeTuies fo.rFedei"al, State and Local Agencies 

Receiving Electronic In..i.~nnation fr.::n~r t4.e S ocia1 Security Administration 
.5 - PIT Loss Reporting Worksheet 

6 
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N. SSA AUTHORIZED SIGNATURE~ The signatory below warrants and represents that he 
or she has the corn_p~tent authority on behalf of SSA to enter into the obligations set forth in 
this IEA. '.· 

SOCIAL SECURlTY ADMINISTRATION 

. 7. 
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. - . 
0. REGIONAL At'.']) STATE AGENC\' SIGXATURE.S: 

SOCIAL SECTJRITY AD1HNISTRATION 
REGiONIX: -

THE CALIFOR.i~'IA DEPARTMfiltf OF HEALTH CARE SERVICES 

The signatory belo\v warr-c:n!s ~d represents th.at he or she has the competent ~thority 
on belialf of the State A.:,o-ency to enter into the obligations set forth in this IBA .. 

Date 
J' 

Page 8 of 66 
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2012 lEA (fi\Tlflc:ATL0:-1. OF CGM?l!AIICE 

CERTIFICATION OF COJVIPLIANCE 
FOR 

THE e.."'FOfil-IA.TION EXCHANGE AGREEMENT 
:SET"\"VEEN 

THE SOCIAL SECURITY'ADi\UN!STRATIQN (SSA) 
Af\1) . 

(IEA·F} 

TiiE CALIF(>Rr-,:lA DEPARTMENT OF liEAL 1B CARE SERVIc;E.S (STATE 
AGENCY} 

· (Staie Agency Levezj 

In ac.coniance with the terms of the .fnform~tion EX.change Agre,?111\illt (IEA.IF} bet\yeep.SSA and. 
· tbe State Agency, the State Agentyl through i~ authorized representattve, hereby c~:rtifies th.a 4. 
as of the tla:te of fa.is certification: · 

1-_ Tne State. Agency is~· compliance with the.tenns and condifions or the IE.Af.F;. 

i. The S rate Agency has concfooted the dat;a exchange processes und~ th.~ IEA.fE· without. 
changel ~xcept' as modined in accordance with the JEA/F; 

3. The-St.ateAgency\"i.lfcontinue to conduct the·data cXchangeprocesse.5 under the IEAIF 
v.,1thout chrui.ge,. e-xce_pt as may be modified m accordance with. the IE.NF; _ 

4. Upon ss..)~/s request; th~ Stale Ag_ency,vill:provide iuditreporu or other d°bcli.i:nents faat 
demonstrate cmn_plianc e with the review and overJght ·activities ·required under· the . · 
IBA.IF: and the governihg Computer Matching end, ·l?riya:cy P.rotectip:ri Act Agreem~nf;. 
and · · .. · 

5. In compliance \\{th the teqµrremenfs of the ''Eled:tonit IIifonna:tfon Exchange Security 
Reqtiitein.ents;, ·Gnideliir.es, andProcedrtres for State and Local Agencies' .Exohzrlgirig 
Electronic lnfotmation witb the Soi;fal Security Admipistrauon;' A~chm~ 4 to the· 
IEAl~ as periodica,Uyupdatedby SSA, the StateAgencyhas nqtmad~ any changes m . 

. tb.e fol)<;>wing areas that coJJld potentialiy affect ~e security of SSA data.! 

• Qeneral $ystem Sec:urityDesi,gn a.pa Operatiug.Env.ironmen( 
. • System Access Control . 

•· Automated Aud.it Trail 
., MonitoI111g .i,n4 Anomaly .Detection 
•· Mana.gement Oversight 
• Data ·and Communications SeCUt-ity 

T.ne State.Agency ,,.ill submit an updated Seci.t.ity Design Plan at least 30 days prior io 
ma!<:ing any changes- to Qie areas listed above. · · 
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2012 lEA C:l:ZiFJ::A11:J ~I OS CO!l.a!ANC! . 

(lEA-F) 

The signatory below warrants and represents that he or she is a. representative of the Smte 
Agency duly authorized to make this certification·on behalf of the State Agency~ 

DEPART1vIBNT OF HEAL TH CARESERV1CES OF CALtFOR.!'\ITA 

To~y Dougfasif' v 
nfrecfor-• . 

. ·i/;z;/Lµ 
> .,. ,. 

Date 

...... ··· ·· .. ... . . ......... ········· · ·· · · .. .. ....... . 
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2012 lEAC~FICAilCr-l Of COM:'1.1AIICE 

CERTIFICATION OF COMJILIA..NCE. 
FOR 

THE Il'i'FORMA.TION EXCH.4.i'tGE AGREEMENT 
;BETIVEEN 

THE SOCIAL SECURITYAD1'r1INISTRATI9N (SSA) 
A!~D . 

(IEA-F} 

tliE CALIFORNIA DEP ARTl\1E~~ OFliEAL-TII CARE SERVI<;:ES (STATt 
.. AGENC\1: 

- (Staie Agency Levelf 

in :accor&nce \Vith the· terms of th~ fufonn~tion EX.change Agre~~t (IE.AIF) betweell SSA B1lli 
-the Stare Agency, the State Agency, through: it~ ,authorized reptesenta11ve~ he~hy cirtifies ihatr 
as ·of the date of this certification·:· · 

l- The State Agency is in compliance with the·terms and conditions ofthl:) IEA/F;: 
i. The State Agency has _coruf~cted the data exchange proces3es unde_r th.~ IEA/F ,vitliont 

change~ ~xcept .as moc~.ifie.d in .accordatice with the .IEAJF; 

3. The-StateAgency,"1lfconffuue to conduct the·data eXchangeprocesses under the IEAIF 
"'ithout change~-except as may be ni.odified. m acc-ordmce 1Yith. th~ IE.AIF; . 

4. Upon SS...i!l/s request; th~ State Ag_ency,vill.provide ~udit reports or other dbcwnents fnat 
demonstrate compliance v.ith the review and oversight activities required Widet the . 
IEAIF and the governing Computer Matching ancO~riv.acy P.rotectiort Aci Agreement;_ ~a: . . -

5. In compliance wi"th the teq_Qiremenfu oftlte ''Eled:rorut Imonnatio.a Exthange. Security 
Requirem.enis:, ·Guidelines, and Procedures fot St~re and toc·al Agendes Excharigmg 
Electronic lnfotmatioil ,vith the $09ial Securify Arlm.4iistraffoat A~chm!!nt 4 to the­
IBA!F, as periodica,1Iy updEted by SSA, th~ State Agency-has nqt made any changes in . 

. th~ foUo .. ving aree.s that coJJld potenfrally affect ~e security of SSA daia! 

• General $ystem Sec_urityDe3i_gn ~ dperatingEnv:ii:onmen:t 
. • S.Y5teni Access Control _ . 

• Autom~t.ed Audit Trail 
•' Mowtonng ,µ1d Anomaly Detection 
•. Management Oyersi~ht 
• Data ·and Cornmunicafions Security 

The Btate.Agenoy ·will submit an updated Sec,Lrtity IJesign Plan at least 30 days prior to 
making ariy' changes ro tp.~ areas listed ~hove. - . 
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2012 lE..i\CEF.liFJ.:ATI'.::mo~ CaMPUA~CE . . 

The, signatory belo\V warrants and represents that he or she is. a representative of the State 
Agency duly authorized to make this certification ·o.n behalf of the Srete Agency r 

··- .. - . . . . 

{lfa\-F) 

. . ... .. . . . - .. - . - . .... . . .... . ..... . .... . ... . .. - ......... . 
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Attachment I 

COM;FUTER MATCHING AND PRN ACY PROTECTION ACT AGREfil.1E1'ff 
BET\1/EEN 

THE SOCIAL SECURITY ADMlMSTRA.UON 
ANP 

TI-::.E FiEALTH.Ai'ID HUMA!'{ SERVICES AGEt',JCY 
QF:CALIFOR.i~M.. . 

PQ.l"l)!>.SC and Legal A~thority 

A Pllfy.ose 

Page 12 am--

T.nhr Computer V..atching -and Privacy Protection Act (Ci\.fPPA) Agreement 
between ilie Scrciai Security Administration (SSA) ·andthe California Health an.i;l 

· Human Services:.Agency (State Agency), .sets forth the terms and cq:ndition.s 
governing disclosures of records: informatio~ or d,ata (coHectively referred-to 
herein "data") made by SSA to ilie.StBte Agency that administers federally 
funded benefit p:ograms under various provisions ·of the Social Security Act 
(Act)~ .such~ section 1137 (42 U.S.C. § 1.3:iOb-·7)~ indu~g the stru:e-fm:ded 
~,,_ate su;ipletQent,4-y payrpent pto~rry.s µnder title XVI tlf the Act.. The terms am! 
tcmd.ilioru of this Agre·emt!nt ensu:ethat SSA.makes .such disclosuresofdata, ~ 
the State Agencym~s -such disclosed data, in accordance v.,jth the req',lllemeiitt of 
the Pri.vacy Act of 1974, asamend~d. by the Computer M~tching and Privacy 
Protec~.ionActof 1988,5 U.S.C. § 552a-.. 

. . 
Under section 1137 of the Act, the-State Agency is req1.J.ited to me an incomeca,qd,. 
eligibility vermcatiop system to admicister specified fede:,ally fundeci be11ei;it 
progr.a,...rns, ~ducilng -th~ $tate-funded state s1.1pplemei;ita_ry pay.me:nt programs 
·undertitleXVI of the Act. To assist the -State Agency in determining entitle"ment 
'to and eligi'b.ility fur benefits under those progtan_is, as well as t;>ther :rederally 
for..de.d b·e.nefit progratns, SSA disclose,s cej:tain ciata ·about '1pplicants for state 
beoefits·from SSA Privac:y Act Systems of Re.cards (SOR) and verifies the Social 
Security num.J,ers (SSN") of~e applicants.· · 

B. Legal Authority 

SSA's authority to di.3clp~e data and the S~te Agency's ·au.tho_rity to colle<;:t; 
maintain: and·U$e data.protected under SSA SOR.s for specified purposes is:· 

• Sections ~ 13 7, 453., and 1106(t>) of the Act.(42 U.S.C. §§, l 32fJb-7, 653, 
and 130q(b)) (income ~d eligibility YerificatiC>p:data); 

• 16 U.S.C. § 6103(1)(7) cmd(8) (tax return data); 
• . Section 202(x)P)(B)(iv) of the Att (42 U.S.C . . § 401 (x)(3")(B)(iv)) 

(prison.er d2.ta); 
• Section 1($1l{e)(l)(I)(iii) of the A~t (42 U.S.C, § 1'3-S2(e).(l )(l)(iii) (SS!)? 

··· ··· · ... . - . .... . .... . . ... . . - ..... . . . . . . . . . . . . . . . . . . . 
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Mede: CMPPA Agreer::ent 

COMJ>UTER MATCHING A.ND PRIVACY PROJECTION ACT AGREEMENT 
BET\VEEN 

THE SOCIAL SECURITY AD.MINlSlR.i\.!ION 
A.i'JO 

THE HEALTH AND HUN1Al'-i SERVICES AGENCY 
OF'CALJFORNIA 

L PQ.IlJQSe and Legal.Authority 

A Purp.o.se. 

Page 12 of 66 

This· Comp·..iter :M.atching .and Privacy Protection Act (CMPPA) Agreement 
benveen the Social Security Administration (SSA) andthe Cali.fumia.Health ahp 

· Hum.mi Secvice.s:Agency (S(.ate Age.ncy),.sels forth the t~s a.-rid conditions 
governing disclo~s of records, information.., or d,eta (collectively referred-to 
h·erein "dataH). made by SSA to fue .State Agency that administers feceraUy 
funded benefit programs. under various provisions ·of.the Social se·curity A.ct 
(Act)i such as section 1137 (42 U .S.C. § 13iOb.:7); inciucling the state-funded 
.!!,ta.re suppletllentacy payment ptc>'g:ra;_rry.s 'P!ltler title XVI ef th::; Act Th~ terms and 
conditions of this Agree:m~nt ensure -that SSA .makes .sucili d.isdosures. of.data, Md 
the Staie Agency u.Ses :mch disclose<l data, in ·accordance v.'.itli the re~h:etnehts. Qf 
the Pri.VEl.CY Act of 1974, as amended by the Computer M~tchlng cii.d Privacy · 
P(O.te-~ti.on Act of 1988. 5 U.S.C. § 552IL 

Un.de.r sect.ion 113 7 of the Act, the State Agency is req1..tlred to -use: an income, a;nd 
eligibUity verification system to administer specified fede~y funded beJie.fit 
pro~. ,mcluding tht; ~tate-funt!ed state supplemei;J.tary payment programs 
· under'title XVI of the Act. To assist the .State Agency in determining entit1e·ment 
t o and eligibili:y :tor bene.fi.ts undei: those programs, as well as other federally 
fo.nde.d benefit prog:rare.s, SSA disclose,s cer{.aih data ·about ~pplicants: for .ru:te 
benefits·from SSA Privacy Act Systems ofRe'cords (SOR) and verifies the Social 
Security nwnbers (SSN) of $e ap~licants.· · · 

B. Legel Authority 

SSA's authority to <lisdo~e data and the SL?,te Agency's ·autho.rity to collect; 
mainhlin, and use datapcotecte<l:under SSA SORs for specified p1upose.s is:· 

• Sections ~137, 4;53., and 1106Ql) ofthe Act.(42 U.S.C. §§, i320b-7·, 653~ 
and l306(b)) (income ;;ind eEgibility verificatiop:data); 

• 26 U.S.C. §. 6103(1){7) mid (8) (ta"< return daIB.)~ 
• . Section.102(x)())(B)(iv) cf the Act (42 U.S.C. § 401 (x)(3)(B)(iv)) 

(prisoner .data); 
• Set.tion 161 l(e}(l)(l)(iii) of the A~t (42 U.S.C, s 13S2(e)(I)(I){iii) (SSI)r 
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• Section 205(r)(3) of the Act(42 U.S.C. § 405(r)(3)) a,nd the Intelligence 
Refonnand Terrorism Prevention Act of200!-+i Pub. L. 108-e-45&~ 
§ 7213{a)(2} (deafu_data); 

• ~ections 402, 412, 421, and 435 qf Pub. L. 104-i93 (8· U.S.C. §§ 161Z, 
16221 1631, and 1645)(qU¥ters of coverage data); 

~- Children.' s Health lnsu..rance: Progra."n Reauthori2c.tion Act oi2..009, 
Pub. L. 111-3 (citizenship data); e.nci · 

~ Routine.use axceprion to t.,~e Privacy A 'ct; 5 U . .S.C. § 552a(b){3J (data 
necessai..-y to administer o~ programs· compatible v,,jfu SSA pmgram5). 

This .Agreemeat:further carries out-section l l06(a) of the A~t {42 U .S.C .. § 1306), 
the regulations promulgated p~t to. that section (20 C.F.R. Part 401), ilie · 
Privacy Act of 1974 (5 V.S.C. § 552a), as ~e.nded by the C.M:PPA,re!ated Office 
of~1anagement and Budget (ON.ffi) guidelines. the Federal lnfomiati.o:n Security 
Management Act of 2002 (FISMA:) (44 U.S.C. § 3 541, et seq.), .and related 
Nii.tionallnstitute of Standards arid. Technology (NIST) guidelines, which provide 
the requirements that the State Age·rrcy must foUow ,vi.th regard to use, treatment, 
and safeguarding of data. : · 

Ii. Scope 

A. The St.ate Agency Vti.ll com.ply >with the terms and conditions of this A~e~ment 
a,,d the Privacy Act, as amended by the .CNIPP.A. 

B. Tne State Ageocy \.vill execute one or more Infoiwation.E.xchange Ag:ee.ments· 
_(IEA)with SS~ docu,menliqg additional terms g.nd conditions a,pplicable 'to those 
·;specific data.exchang:::S, including me _particular.benefit _progrmj].s·ad.{Jtinistered by 
the State Agency, the data elements· that will be disclose~ and the data protection 
requirements implemented to assist the State-Agency in tb..e administration.. of 
those pro grams. · · 

C. _The State Agency '"ill use the SSA data gov~med by thls: Agreement to determine 
entitlement and eligibility of indh,idu~~ for one or more oftliefollowin_g 
progra.rns: 

·1. Temporary Assi~~ce to Ne~(i:y Families (TAl~""f.) program under Part A 
of title IV of the Act; · 

2. Medicaid provided under an approved State _plan or an ap_proved ,vaiyer unrler 
title XIX of the Act; . 

3. State Children's Health In~urance Progfclm (CHIP) l,llltj.er title XX1 o~ the Act, 
as amended by the Children's Health Insurance ProgramReauthorizatfon Act 
of2009; . 

4. S1,1p_plemental Nutritional Assistance .ProgT4i-n (SNAP) 1,mder the Food Stmnp 
Act of 1977 (7.U.S.C. § 2011, et seq.); · 
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3 

·s. Women, Infants and Children Program (V'1C) under the Child Nutrition Act 
of 1966 (42 U.S.C. § 1771, et seq.); 

6. Medicare Savings Ptograms (MSP) uniier 42 l].S.C. § l396?(10){E); 
7. -Uriemploy.merit Compensatiorr :tgo~s·_proviqed under a: ~We law described 

in section 3304 of the Internal Revenue Code of1954; 
8. Low Income Heati.n.g Sld Energy Assistance (Ll.HEA:P or borne e1:etgy. 

gran;:s) progra."11 l'..Ilder 42 u.s.c. § 862 l; . 
9. S~re-admirustered supplementary pE.yments oftbe type described in 

section l616(a) oftb.e Act; -
10. Programs under a plan approved under tltles J., XJ XIV. or·XVI of.the Act; 
1 l. Foster Care and _t\doptiqn Af.sis.tnnce unde.'rtitle IV -of ~e Act; 
12. Child Supp.on Enforce.ntent programs under section. 453 oft.he AC!t· 

(42 u.s.c. § 653); . 
13. Other applicable federally .funded programs administe:-ed by the State Agency 

under titles I, IV, X~XIV, XVI, XVTII, XIX, XX.and XXI of the Act; and 
14. Any other federally funded programs admi;ni$tered by the State Aget..cy that 
. nre (,':or_npntible Vvith SSA's programs. · 

D. The State Agency \.vill en.sure th.at SSA data discl.o:sed fo.t the ~c;ific puq~ose Qf 
adrri.i~tering a parJcular .feden;.llY. funded benefit program is us(;d o~y to 
administer that program.. 

ID. Justifkatio.n and Expected Re,mJts . 

A. Justific~tion 

. -
1bis Agreement and re lated da tE. exchanges: witb the St.iµe Agency are .necessa.ry 
for SS A to assist the St.ate Agency in its administration of federally .funded benefit · 
programs by providfog the-data req-uL-ed to accimi.tely "ete."lp,ine eQtitlement ~d 
eligibility of individuals fot benefits. provided untleriliese: ptogtams .. SSA uses 
comouter technology to transfer the data because it is: mme economical, efficient, 
and faster than us~g·manual proc~sses'. · · 

B. Expe::::ted Results-·. 

The ·state Agen~y· \Yili ·use the data: provided by SSA to improve public service 
and program efficiency nnd integrity. The u.se ofSSA data expedites the 
application.p.rocess and ensures. th.at benefits E.J;e aw~-d!!d only fu applicants that 
:satisfy the s ·t.ate Agency' s program criteria. A co:;;t-benefit analysis for the 
exchange mnde. under this: Agr~ement is: not re quired in accordance witli the 
determination by the SSA Data futegrity Boan::i {DIB) tQ ,~-aive such analysis 
pursuant to 5 U.S.C. § 552a(u)(4)(B). · 

····· ···- ······ ··· ···· · ·· ······ · ·······-··· ··· ··· ····· · ·· · ... . . ....... .... . ... · ·· · · ···· ·· · · ·· . . . . . . ... .. . . 
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IV. Record Description 

A. Systems ofRet:orqs 

SSA SORs used .for purposes of the subject data exchange.s ·.include: 

• 60·0058 -

• 60-00.59 :._ 

• 60-0090 ~ 

• 60:0103 -

Master Files of SSN Holders and SSN Applications 
(accessible through EVS, SVES, or Quarters of Coverage 
Query data systems); 
Eanri.ngs Recor_di.Q.g and Seif-Employrn~nt In~ome Sy.stem 
. {accessible ·tiuougli BEND EX. S\~S, or Quarters-(}f Cnve~gi! 
Query data systems)~ 
Master B.en~ficiary Record (accessible through BENDEX or 
SVES 4ita systellis); . . 
Supplemental Security InccmeRecord (SSR) FOdSpecial 
Veterans Benefits_(SVB) (aecessiblethrough SDX or SV'ES 
data·systems).; . . 
Prisoner Update l'roces~ing System (PUPS) (a~cessible through 
SVES or Prisoner Query data systems).· · 
Medicare P_art D and ~art D Subsidy:file 

The St2te A,.gentJ' ~ill only use the tax: return data ,q-ontaiiied in SOR 60-00S9 
(Earnings Recording and SeJf-Employm<!nt Inco.m~:S;/siam) i,n Gccord.anc~; v.:-ith 
26 u.s . .c. § 6103. . . . · . 

· B, Dat:a Eh.:me.nts 

Data elements disclosed in computer matching go:vemed by this Agre'ement a.re 
Personally Id~ntifiable Infoanatit>n (Pl.ll from specified SSA SQlls, mc:Iuding 
names, SSNs, ;iddn~sse:s, amounts., i:i.nd other in:fum:iaponre1ated to SSA benefits; 
-and earnings information_. Specific listin,gs of data elemenls. are av~able-at: 

. . 
htto:/fwmv-.ssa.rmvlort./ 

c. Nwnber of Records Involved . 

The nt:unbet of records for. ead1 program covered 1J.!].d~ this :..-'\greem~nt ~ equal to. 
the number of title II, title-XVI.,. or title XVIII.recipients resident m·the State as · 
recotded in SSA's A.nnuaJ Stiti.sti.cal Supplement found ori the. Intem~t at: 

h ttrd/v(',~W. ss-a.. aovf oo:icy/d ccsst;tcc mos/ 

This ·number \'viU t1uctua!e during the teem of this Agreement, corresponding tu 
the number of title II; title .X"Vl, and title XVIII reci_pients added to, or deleted 
from, SSA databases during ilie term ofthis· Agre~me_I;lt. 

·., 

. . 
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Y. Notke and Opportunity to Contes:t Procedures 

A. Nmice to Applicants 

The State Agency will notify.all individuals who apply for federally funded, 
state-administered be.,efits under th.e Act that .e.ny d..ara they provid~ are subject to 
verification through c.omputer matching with SSA. The State Agency and SSA 

· will provide such notice through appropriate language printed oa application 
forms . ors eparate handouts. 

B. Notice to Beneijdaries/R~ipients/Anhujtants 
I -

The State Agency ·will provide notice to benefic.ia.-iess Iecipientss and Ell.UWt<fllt:s.: 
under the programs covered by this Agreement informing them of ongo:ng 
computer matching with SSA. SSA ,,,,.i1J provide such notice -through ;mblication 
in the· Federal Register anci periodic mailings to all beneficia..-i.es, recipknts,.and 
anm1itants describing SSA's ~ tchlng ac_tivities. 

C. Opportnnityto Contest 

The State Agency ,-..ill not terminate, suspend, re.duce, deny; or tali: other adverse 
action against m applicant: for .or recipient of federally f\,nded, state-achninistered 
benefits based on data <lisa1osed by SSA from its SORs until the individual is 
n.o!ified in writing of the potential adverse action and prvvideq n.n ·oppot.tJJnit.y ~o 
contest the _pJa~ned action. """Adv·er~e. action'' meaos sny action that re.sults in. a 
tenninatioa, suspension, reduction, or final denial 9£ eligibility, payment, or 
benefit. Such notices. wm: 

I. Inform the: individual .of the ffiatch :ijndin,g:s and.¢e opportunity t9 conte.:.--i. 
these fimlinns· · · c r 

2. Give the Lt1dividu~f untiHbe expiration of ~y time period established for the 
relevant-program by a·smtute orregulation fortheindivirlual to res]ond. to 
the notice. If no such time period is established by a statute or regulation for 

· the pr~gram, a 3()-day _period ,._ill be provided.. The time period b'egins on 
!he date ori which notice is mailed or othen,dse _provided to the individual to 
respond; and 

3. Clearly $tite that, unless th.e individual res_ponr.!s to the notice m thi:.required 
time period, the State Ageo.cy \\ill conclude th.at t.li.e SSA data are correct and 
,-vill effectuate the threatened acfa:m or otberwi~e inake t1:ie necessary 

. adjustment to the individl;a,l's benefit or entiile·m.ent. 

5 
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VLRec-0rds Accuracy Assessment and Verification Procedures 

The State Agency may use SSA's benefit·data ·without in.dependentvm.ficatjon. 
SSA has imlependently assessed the·accuracy of its benefits data to be mor.e than 
99 percent accurate when they are created. · 

Prisoner and de~th data, some ofwhl~ is not independently verified by SSA, does 
not have the ~a.me degree of accuracy as SSNs ben~t data. Therefore; the State 
A,gemymust independently verify these data through applicable State verification 
procedures and the twtice.and opportunity to con.test procedures spec:Lfied in 
Section V of iliis Agn.:eP1ent before t?hl.ng any adverse actiol). ag~ll9t.any in.dividU?.J,. 

6 

SSA's citizenshjp d~ta n:.ay be less than 50 percent cu.r.rent. Applicants for SSNs 
report their c[tizensh.ip status at the time tbey appiy fur their SSNs. Tnere is· no 
obligation for an·indh1duul to report to SSA a chang~ in. hi::·or lier immigration-status 
until he or she files a ciaim for benefits. · 

VU. Disposition and Rec.oi;-ds Retention of ~1lakped Items 

A. The State Agency 1..Y:Jl retain aU dati :receive<! from SSA tu adminis.tt:r p{ogr~ 
governeq by° this Agreem~nt only-for the· rtiqcired. P.rocessing times for the 
applicable federally funded b~nefit programs and '"ill the!) destroy all ~ch data 

· B. The State Agency may.retain SSA.data jp:h.nrdcopy to meet evidentiary 
requirements, pro\.ideo that th~y·retire such data ~n accordanmnvith applicable. 
stnte laws governir~g the S!t;i!e Agency's r~tentton of recmrds. . 

C. The State Agency may ~e a.11y accretions, l;i.eletio.ns, or ch.2nges to the SSA d.,tta,. 
governed by thjs Agreement co up,,:Lit~ their piasrer files of federally funded, 
state-administered benefit program applicarrts and ,recipients and Ietain sucb 
master files in accordance v.ith. applicable state laws gov_eming the State 
Agency's retention of records-. · 

.D. The State Agency may not create s~pzirate files or records comprised. solely of the 
data provided by SSA to aqminister programs govem:ed by this A1µeement. 

. . 
E. SSA will ·delete e1ectronic data._input files_re<;eived from the State Agency afterit 

processes the applicabl!: match. SSA ,vi.ll retire- its da~a.in a ccor.J?11ce with (he 
Federal Records Retentio~ Schedule (44 U.S.C. ·§ 3]03n). · 

VIII. Security rr·oc.cdurcs 

The State Agency will comply with ¢-e security. ax:id.safeguarding requirem~ ts of the 
frivacy Act,~ amended by the C~fPPA, related 0.l\iU3 guiqelines; FISlv~. related 
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NIST guidelines, and the c·i.Jrre.nt revision of IRS Pubiication.1075, Tax Information 
Security Grdd~linesfor Federal, Stare ar..d Lacal Agencies and Entities, avaUabk at 
bt!o://v,-vm·Jrs.gov. In addition. the S~te Agency will b~v~ in pJace ai:Imip,istrative; 
technical, and physical safeguards for the marched data and results of such matches. 
Additional arimir.istrative. technical, ar,_d physical security requirements governing an 
data SSA provides electronicaUy to the State Agency, including specific guidance on 
safeguarding and reporting responsibilities for PH, ere set forth in me IEAs. 

IX.Records Usage1 Duplication, and Rcdisclosurc Restrictions 

A. The State Agency will use ruid access SSA data {!Ild the records created. U51.Ilg that 
data only for the pmpose of v~rifying eligibility for the specific federally fupcied 
benefit programs identified ia the IEA. · 

B. The State Age.z:cy will ~amply witb. the follo\ving- limitations on use, duplication, 
anc. red.isclosure of SSA da:_ta~ · 

l. Tne Strut: Agency will not 11Se or redisclo~e the data.disclosed by SSA for any 
pu..rpo1ie other than to determine· eligfaility for; or the ammmt of, benefits 
under the state-.admi.nisrered income/heclth maintenance programs identified 
in this Agreement 

2. The State Agency V¥i1) pot use the data discfo·sed by SSA to extract 
infonn.ation coI).cerning i.r.dividuals:who are neither upplicants fm, nor 
recipients of, benefits under the state·aci.ministered h:1comef'nea1th maintenance 
p.rogra;ns iclentifi_ed in this Agreeme.nt 

. ~- The State Agency will use the Fi::deral tax information (FTI) disclosed by 
SSA only to det;ermi:ne icdividual eligibility for, or th~ a.mo~ cf, ass..istaQ.fle 
under a state p l..a.n pursuant to section 1J37 pro grams· and child sup po.rt 
enforcement programs in accordance with 26 U.S.C. § 6103(1)(7) and (8}. 
The State Agency receiving FTI will maintain all FJTfrcim 1RS in ~ccord.a,nce 
\l,i.th 26 U.S.C. § 6103(p)(4) and the JRS Public~tion.1075. Coat,ractors and 
ag_ents acting on behalf of-the Stare Agency wiµ only have access to tax return 
data where specifically a:uthorizea by 26 U .S.C. § 6103 -a.'1.d fue IRS 
P1,1blication l 075.. 

4. The State Agency \\!ill use the citizenship status ~at~ disclosed by SS~ 
un9-er ·,heChildr~·.s Healih Insurance PrQgr;:_m Reai.Ithorization Act of 2009., 
Pub. L. 111-3. only for the p·J.rpose of de1emtlniug eI11'it!ement to Medicaid 
and-CHIP programs for new applicants. 

5. Tne State Agency v,m restrict access to the data disclosed by SSA to only 
those authorized S.tate employees, contractors, -and agents who need sue~ data. 

--·--· ·· ·· · ···· ·········--- -- ··········· · · · · · . ....... .. . .... . . 
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to perform their o.fficW duties in connection ·with the ptlll}oses identified in 
this. Agreement. 

6. The State Agency v.,i!l_ enter into a \.Vritten agreement \Vith each cf Its 
contractors and ag~nts who need SSA dam to perform their official duties 
whereof such contractor or agent agre~ to ~bide by all reli:;:vant Fe~eral laws, _ 
resL-rictions on acce;SS, use, and disclosure, and security requiremerrts in ti1is 
Agreement. The State Agency ...,;u provide its contractors and agents v..ith 
e-0pies of this Agreement, related ~As, and all related attachments before 
initiai disqlosure of SSA data to such contractor,s and agents. Prior to. signing 
this Agreement, and there.1fter at SSA's reques~. 1.i:Je _Stme A_gency. will obtain 
from it5 contractors and agents {l current list of the employees of such· 
coatractor.s 2nd agents wifu a~cess to SSA data and pro\ide such lists to SSA. 

.7 . . Tne State Agency's employees~ contractors, and agents who access, use, .or 
disclose SSA data in e. mmner or purpose not nuthorized by .this Agr:eement' 
rnny be subject to civil and criminal san.c:tionspursuant to applicable F~deral 
s t&."tit.es. 

C. The Stnte Ageaay \vill not duplicate-in a separat~ file or d.issemkate, without prior­
,vritten pen:n:fssiQn from SSA, the data guvern~d·by This :Agreem~nt for any 
;iuwose other than to determine entitlement to, o:r-ellgibiliry for, fed~Iy fandeci 
benefits. Tne St.ate Agency propnsing the redisclosure must specify in writing to 
~SA what data.are being disclosed, to whom, and the reasons fuatjustifythe 
.redisclosure. SSA..,..,111 not give permission for such redisclosure unless th;: 
redisdosure is required by law or essential to the c<;mduct of the matcliing 
progr-::i~ and authorized under cl, rouline use. 

X. C,1,>i;i:iptroHer General Access 

The Comptroller General (the_ Gove.c:nment Account'1b~i_ty Office) may llil,Ve access tQ. 
all records of the State Agency L71Bt the Comptroller Gene~ deems necessary to 
monitor and verify compliance ·with this Agremnent in accorcance ,vith · 
5 U.S.C. § 552a(o)(}){K). 

XI~Duration, i\1odificution, .and Termination of the Agreement 

A. Duration 

I. Thi; Agreement iS: effective from J uiy 1. 2012 (Ei-'%c.tiv~ Date) through 
December 31, 2013 (E.'<.pir?,tion Date). 

2, In accordance \'?l,th 'the CN1PPA,·~sA \,,.ill: (a) publish a Comput~r 
Matchirfg 'Notice in the Federal Register 13-t least 30 d,ays prior to the 

... . .. ····· ·· ·-··-····· · .. ....... . 
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Effective Date;. (b) ~end reqcired notices tQ the C(;mgressjonal com.mirtees. of 
jtJrisd.ict_ion. under 5 U.S.C.·§ 552a(o)(2){A)(i) at le~ 40 days prior ~o the · 
E.uective Date; and (c) send the required report to fue. 0~1B at Jeas_t 40 &ys 
prior to the Effective Date. 

3. Within 3 months prior the-E?,:piration Date,.lhe SSA DIS may, without 
additional review. renew this Agreement fur a period not to exceed· 
12 mon~, pursuant to 5 U •. S.C. §-55-2a(p)(1)(D). lf~ 

• 
tbe ~pplicabie 'daca exchap_ge will contim~e v,.ithout any change; and 
SSA ar..d the State Agency certify to the DIE in v.Titing that the 
~ppticable dam exchange has been con.dllct~di:n compliance with~ · 
~~crreement. 

4. If either-SSA or the State Agency dDes I!.ot wish 10 renew this-Agreement, it 
must notify the other -party of its intent not to renew .at .feast 3 rr.onths. prior 
to the ExpirationD~. 

B. Modification 

Any rnodifita.:.iort tq this Agreqient ¢ust b-e iJi, writi}lg, sigµed by both par-Jes, 
and approved.by the SS:A-D.IB. · · 

C. Termination 

The parJes may t~rminate this Agreement at any time-upon mutual "\-\ntten 
consent of both parties. Either pa..--ty. may nrJiaterally terminate this Agreement 
upon 90 d~ys a.dvance written notice to the other party; $1,(ch unilateral termirlation 
will be ;;:ffective 90 dc,i.ys ;;ifter the date of the notice, or at a later date specified in 
the notice. 

SSA may imm:.ediatel}· and unila!era.lly susp;:nd.the data flqworlmninate this 
Agreement if SSA det:emiines, in its.sole -discretion. iha't-the Smte Agency has 
violated urfa.Ued to.comply with thisA~re~meut. 

XII. Reimbursement 

In accordai,ce 'i'tith ~ection l l06(b) qf the Act, the Com.missioner of SSA bas 
deteimin.ed not to charge ilie State Agency.the.costs of furnishing the electronic data 
from the SSA SORs under this Agreement 

· · · ···· ····· ··· · ····· · ·· · ·· ·· ·· · · · · · ··· ··· ·········· 
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XU[. Disclaimer 

SSA i~ not liable for any drunag~.s or lo.ss resulting from ·e+rors in the data pro:vided 
to the Stare Agency under nny IEA.3 governed oy this Agreement. Fmthermere, SSA 
is not liable for any damages or loss r~sulting from the destruction of any materials 
on!ata provided by the State Agency. 

XIV. Pojnfs of Contact 

A. S~A Point pf Contact 

R~gional Office 
· Martin \Vhite, Director 

San Francisco Regional Office, Cenforfor Pm grams Support 
12·21 Nevin Ave 
-Rich:rnond CA 94801 
Phone~ (5rD) 970·8241/Faxf (;510)" 970-8101 
~fartin. Wlii te@s.sa.gov 

· · B. St.ate Agency Point of Cont~d 

Sonia. Hei:rera 
Ifea!th ~d E{uman Setviq~s A.g~cy 
16CO Ninth Street,. Rnom.460 
Sacramento, CA 95814 . 
Phone: f916) 654-3459tFax~ (9I6) 44-5001 
sherrera:®chbs .ca. wv 
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x;v. SSA and Data.Integrity Bi)ard .'\ppto"·al o~Model CMPPA Agreem~nt 

Tne 5 ignatories be.low \Ve~ran.t ·ac.o represe.z:rt th.at .tbey have the cbmp-et(;!rit a.~hority 
on beh2lf of SSA to approve 1:he mqdd of this Clv1PP A Agreement. 

SOCIAL SECURITY ADMINlSTRA.TION 

,J/mvtfa.1~. 
Dawns. Wig' . 
Deputy Executi,re Director . 
Office of Privacy aid Disclosure 
Office of the G<;neral Counsel 

/ -17 - .tl. O I :::L·. 
Date 

l certify that the SSA Data fo.tegrity Board approved the model ofth.is CN.fPPA 
Agreement. 

Daniel F. Callahan 
Chair 

. SSA Data Integrity·lloard 

bate · 

XVI. Authorized Sjgnatures 
. . 

Tne signatories ·below War!'":d...'lt and repre~ent that they- have the competent a·Jt.,odty­
on behalf of their r..,specth•e agencit;S to enter mto the obligations set forJi in this 
A~eemenl 

11. 

l 

I 
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~-

SOCIAL SECURITY AJly~TJSTRATIO_N 

&
Ml;J ill Ziel#.s!<l 

· · ~egiom.Y Corn._nili;sfoner 
San Francisco 

Dare 1 
• I 

·H_EALTH Al,'D HlThlAN SE.IiVICES.AGENCY 

~6-~ 
Secretary · 

~ .17, µ,:i-
Date I 

· I 

. .. .. ....... . . . . · · ···· ..... ·· · · · ···· · ··· .. .... . . . .... .. .... ........ . 
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'ATTACHMENT 2 

AUT_HORIZED DATA EXCHANGE SYSTEM(S) 

.. 
. . ... ~ 
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-Attachment 2 

~uthorized Data Exchan2e Svstem(s} . 

BEER (Beneficiary Earnings E-xchnnge Record): E.!D.ployer ihta for the J~""t calen~ ;·ear. : 

B_E.i'mEX (llenefidary and Earnings Data Exchaoge): Primary source for Title II eligioility, 
benefit and ~gr,aphic ~ta. 

LIS (L~w-Income Subsidy}: Data from the Low-Income Subridy Application fur Medicare Part 
D ben.eikfaries -- used for Medbre Savin~ Programs (1(SP). -

~-fedkace 1144 (Outreach): Lb~ of ind.rvidnals on SSA roles, who may be eligibie for medical 
assistance for: payment of the cost ofMedkare coat-.shar.ng under the Medicaid progrclll 
pursuan.1 to Sections 1902(a)(IO)(E) snd 1933 of the Act; tr..q;ition.al ~.s.sistan.ce under Section 
1860D-31(1) oftl:ie Act; or premiums and cost~sharing subsidies for low-~ome individuals 
under Section 18 60D-14 of the Acl · 

PUPS (Pruoner Update Processing System}: Conf"me.m.ent data received from over 2000 state 
and local instirutions (su,ch as jails, pmoru, Qr o~er p:mal institutions or correctional fucllitie5) ~ 
PUPS matches the received data ,vi.th the J\.IBR and.SSR benefit data am generates alerts for 
·review/action. · · 

· QUARTERS OF COVER.~GE (QC): Quirters of Coyerage cata as assigned and d:scnbed 
under Title II of the Act -- Tne tenn "qnarters of covercge" is also refernd to as "credits" or 
"Socfa! Security credits" in va:.-ious SSA public infonnat:on documents, as well as to refer to 
"qua.!ifying quarters" to determine entitlement to receive Food St!3mps. 

Sl>X (SSl State Data Exchange): P~ source of Title XV1 eligi"bility~ benefit and 
demographic data as ,veil as data for Title VIII Special Veterans Benefits (SVB ). 

SOLQ/SOLQ-I (State On-line Query/State On-line Querywlnteroet): A real-tim: onlin.e 
system that provides SSN verification and MBR and SSR benefu data s.imilar to data provided 
through SVES. 

Page 25 of 66 

······-···· ······ ·· ·········· ·· ·· · ····· ···· · ····· ········· .. ... 
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SYES {State Verifica.ticin and Exchange System): A batch sy.stem th.at provides SSN 
veri:fication, lvIBR benefit jnformation, an~ SSR. information through a uniform data 
response based on authorized user-initiated querie~. The SVES t}J>e.s are divided into 
:five different responses as fo1Iows: · · ~ · · 

SVESI: 
S'\7E,S I/Citizenship* 

SVESiI:· 

SVESID: 

This batch provides strictly SSN verification. 
This batch provides strictly SSN veri.:."ication and 
citizenship data. . 
This batch provide; strictly SSN verification and 

· MBR benefit infonnation 
This batch provides ~trictly.SSN verification and · 
·SSRISVB. . 

SVESIV: This batch provides SSN ve.rificati~ MBR benefit 
information, and SSRISVB information. which. 
represents aU availiible S VES data. · 

• Citizensh;p status data disclosed by SSA under the Children's Health Insurance 
Program R~authorizaUon Act of 2009, Pub. L 111-3 is only for the purpose of . 

· deterrninjng enlitfeinent to Medica;d and CHIP program for new appf/cents. . . . . 

2 
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ATTACHMENT 3 OMITTED 
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ATTACHMENT 4· 

. - . 
ELECTRONIC INFORMATION EXCHANGE SECURITY . .. -

REQUIREMENTS AND PROCEDURES 

I • ,• 

. , . - .. , . . . .. - .. . ~ 
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ELECTRONIC INFORMATION EXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES . 

, : f:OR 
STATE AND LOCAL AGENCIES . 

EXCHANGING ELECTRONIC INFORMATION WITH THE 
SOCIAL· SECUR~TY ADMINISTRATION. . 

Table of Contents 

1. Introduction 

2. Electronic Information Exchange (EIE} Definition 

3. Rofes and Resoonsibilities 

4~ General Systems Security Standards 

·s. Systems Security Reouirements 
5.1 Overview 
5.2· Genera] System Security De.sign and Ooerat[ng Environment 
5.3 System Access Control · 
5.4 Automated Audit Trail 
S.S Persona11y Identifiable Information {PII) 
5,6 Monitorina and Anomaly Detection 
5.7 : Management Oversiaht and OuaUty Assurance 
5.S Data and Communications Security 
5.9 Incident Reoortlng 
5.10 Security Awareness and Emo[oyee Sanctions· 
5.11 Contractors of Electronic Informatfon Exchange Partners 

6, General--Security Certification and Corno11ance Review Proarams 
6.1 The Security Certification Proaram 
6.2 Documenting Security Controls in the Security Desi an Pfan (SOP) . 

6,2,1" When the SDP and RA are Required · 
6.3 The Certification Process 
6.4 The· Como1iance Review Proaram and Process 

6.5.1 EIEP Comollance Review Partldpation 
6.5,2 Verification of Audit Sampfes 

6.6. Scheduling the On site Revfew 

7, Additional Definitions 

8. Regulatory References 

9. F.eguentlv Asked o ·uestions 

10. Diagrams 
Flow Chart of the ors Certification Process 
Flow Chart of the OIS Compliance Review Process 
Comoliance Review Decision Matrix 
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ELECTRONIC INFORMATION EXCHANGE 
SECURITY REQUIREMENTS AND PROCEDURES 

~ FOR _ 
STATE AND LOCAL AGENCIES . 

RECEIVING ELECTRON.IC INFORMATION FROM THE 
SOCIAL SECURITY ADMIN~STRATION 
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The Soda I S2curity Adm!nfstration {SSA) rs requTrnd by law to maintafn oversight and assure th(;! 
protection of information it has provided to its 'eleitron;c infarmailon exchange partner51 (EIEP)s. 
~EPs are entities.that have estabHshed an etectronrc information sharing agreemen~ ~ith the 
agem::y. 

The overall afm of this document Is twofold. First, to ensure that EIEPs are properly certified as 
compHant by SSA to SSA security requlreme:nts, standards, and procedures expressed In this 
document, prior to beJng granted access to SSA lriformation In a production environment; second, 
to ensure that EIEPs adequately safeguard electronTc lnfo;m.atlon p:-ovlde-d to them by SSA. 

This document. (which Is consfder€d SENSITIVE by SSA and must be handled accordingly), · . 
describes the security re_quirerr.ents which must bs met tnduding, SSA's standards and procedures 
which must be implemented by outside· entities (state and local agencies} in ord.er to obtatn 
infonnation from·SSA etectronically. Thfs d~rument assists outside er.titles In unde1::.tanding the 
criteria that SSA \viii use when evaluating and certifying the system des!gn; and security features 
used for electronic access to SSA-proVided l11fcrmation. It afso provides the framework and 
gener:il procedures for SSA's secu!ity comptlance review program lntendad to ensure, cm a periodic 
basls, conformance to SSA's -security requlrements by outside entitles. · . 

Tne ·addition, elimln.ation, c:nd modification of security. co.ntrors, etc. are predicated upon· factors . 
which Impact the level of security and due diligence required for n:,ttigatlng risks, e.g., the · 
emergence· of new threats and attack methods, the avatlabllity of ne:w security tech11o!ogies~ etc. 
System seeurity_requlrements (SSR) are, therefore, periodfc.aHy reviewed and revised. Accordingly, 
qver time1 the SSR.s may be subject to change~ 

Tne EIEP must camp!y with SSA's most current SSRs for access to SSA-provided. data. Ho•never, 
SSA wHI work with Its partne~ In the_EIEJ:>s' resotut[on of. any defid~ncies whTch occur subsequent . 

· to previous approval for access as the result of updated SSRs. Addltionalty, E!EPs may pro3ctively 
ensur:! their ongolng cympHa11ce wlth the SSRs by periodiCc:Uy requesting the ·most current SSR 
package from thelr SSA contact and maklng such. adjustments as may be n'ecessary. 

2, Electronic Information Exch3nge (EIE) Definition O 

For' discussion purposes herein, EIE is any etectronlc precess In which lnformation under SSA 
control is disclosed to any third party fur program or non-program purposes, without the specific 
consent of the owner of that ·lnformati·::m. EIE Involves indtvidual data transactions and data fifes 
that are processed within the programmatic systems of either or all parties to e!ectronlc 
information sharing agreements with SSA. This includes direct terminal access (DTA) to SSA 
systems, batch proces.srng, and varfations the-reof (e.g., ontine query) regardless of the systematic 
metiocl used to accomplish the activity or to Interconnect SSA with the EIEP. 
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3. Roles and Responsibilities O 

· The SSA Office at Information Security (OIS) h2.s agency-wide re.::-porcsH:iility for [nterpreting, 
devetoping, and Implementing security pclic,:Y; providing security and integrity ~vtew requirements 
fur a(I major SSA systems; managing SSA's fraud monftoring and reporting activities, devetoping · 
and dissemlnatiilg security tralnrng and awareness materials, and provTdfng consultation and 
support for a variety of agency [nitiattves. SSA's security revlews ensure that external systems 
receiving information from SSA are secure and operate ln a manner that Is consistent wlth SSA1s 
Informatfon Teciinology {IT) security poifcies and Jn compliance wlth the terms of efectronlc 
Information snaring agreements executed by SSA anci the outside entity. Within the context of 
SSA's security policies and u.,e terms of e!ectroni:: information sharing agreements with SSA's 
EIEPs, 015 excJusive[y u.mducts and brings to closure initial security certifications ·i?nd p-eriodi~ 
s.eWrity cow.pf!ance .revfews of EIEPs that proceSS, malnl:3in, transmit, or store SSA-provtded data 
fn accordance with pert::nent Federal r-equlremErits which indude the following {refer to 
References}: 

a. The Federal Inforination Security Management Ar): (FIS MA) requires the protection of"faderal 
lnfcirmatfcn ln contractor systems, fndudlng those systems operated by state and local 
governments". 

b • . Social Security Adm[_nlstration {SSA) policies, sta11dards, procedures, and dfrectiyes. 

Privacy information is infonnation about an h1dividuat lnduding, but not !fmltecf to, personal 
identifying i11fmmation fndud1ng the social security number (SSN). 

Tne cata {last 4 dfgfts of the SS~} provided by SSA to _Its EIEPs for purposes or the Help AmeriC3 
Vote Act (HAVA) does not identify a specific Individual and, therefore, ls not 'Privacy Information' 
as defined by the Act. 

However, SSA Is diligent In discharging Its rnsponslbHity for estab!lshlng anprooriate admlnistrative, 
· techniecl, 2.nd physical' safeguards to ensure the security, confidentiaHty, and avail ability of its 

records and to protect agafnst any a!1tidpat~ threats .or hazards to tnerr·security or integrity. 

. . 
The:-efore, althcugh the information provided HAVA ls not, by definition, 'Privacy Infmmatlon' and 
as such, cces not require that SSA conduct compliance revfews of entities to which it provides 
information for purposES of HAVA;_ SSA. does requtre that those organizations adhere to the terms· 
of their electronic infor:mation sharing agreements with SSA. · · 

SSA regional Data Exchange Coordinators (DECs} arc the bridge bt;f:\veen SSA and state EIEPs. 
As such, in the security arena, DECs wiH assist O!S ln coordinatlng data exc!larige security revlew 
activities with state and fo'cal EIEPs; e.g., providing points of contact with state agen-:ies, assisting 
In setting up security reviews, etc. DE(:s are a[so the first polnts of contact for states lf an · 
employee of a sta.te agency or an employee of a state agency's contractor or agent becomes aware 
of suspected o'r act1.rnl loss of SSA-provided personally identifiable information (PII). · . · 

4, Genera] Systems Security Standards O . 

EIEPs that request and rci:ecve information eier.trontcaHy from ·s·sA must comply wit'l the foHowtng 
general systems security stand~rds concemrng access to ~nd control of SSA-provided informatlcn. 
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NOTE: EIEPs may not create separate files or records comprised safely of the information 
provid~d by SSA. 

a. FTEPs must ensure th~t means, methods, and tedmatogy by whlc:h SSA-provided information ls 
prcc,,.sc;ed, malntairied, transmitted, or stored neither prevent nor Impede the EIEP's ability to: 

• safeguard the Information fn conformance to SSA requTrement:s; 

• efficiently lnvc""tigate fraud, breach, or security events that lrwofve SSA-provrded data, or 
!nstancEs of mfs:use of SSA-provided data. · 

For example, utilization of doud computing may have the potentiar to.jeopardize an EIEP's 
compliance w[tii the terms of their agreement or SSA's associated system security requirements 
and procedures. · 

b: EIEPs must ensure that SSA~provided data is not processed, maintained, transmltted, or stored 
ln or by means of data communications channels, electronTc devices, computers, computer. · 
networks,.etc. that are located In geographic or virtual areas not subject to U.S. faw. · 

c. EIE?s must restrict acc~s to the information to authorized users who need It to perform thelr 
official dutles. 

NOTE: Contractors and agents (hereafter referrei:f to as contractors) of the EIEP ivho 
process, maintain, transmit, or store SSA-provided data are held to. the same security 

· requirements as are employees of f:he EIE~. _Refer to the section 'Contractors of 
Electronic Information Exchange ·Partners1 in the 'Systems Security Requirements' for 
add!tlonal informafion. 

d .. Information recetved from SSA must be stored· in a manner that, at all times, Is phys1cally and 
eTectronfcaHy s&ure from access by. unauthorizep persons. · 

e. SSA-provided informatfo:1 must be proceS~ed under the imm&lfate suoervis[on and contra[ of 
authorized personnel. . ', . . . 

r. BEPs must employ both physical and techno!ogical safeguards to ensure against-unauthorized 
retrieval of.SSA~provtded Information by means of computer, remote terminal, or other (11eans. 

g . . EIEPs must nave [n place format Pil incident response procedures. When faced with a security 
Incident whether caused by ma[ware, unauthorlz-2d access1 software Issues, or acts of nature, · 
~tc., EIEP rriust be able. to respond in a manner that protects SSA-p'rovided Information affectf:d. 
by the lnci1ent. 

h. 

i. 

j. 

BEPs m'ust have an active and robust e.mployee security awareness program that is mandatory 
for a[! employees who mcy have access to 55.~-provtded .. lnforrnation. 

EIEP employees with access to SSA provided information must be advfs-ed of the confidentiality 
of the information, the safeguards required to ·protect the Information, and the civil and criminal 
sanctions for non-compHance contained in the appllcabfe Fede rat and state laws. 

At its discretion, SSA or ts dasigneE, must have the option to conduct onslte -se01rity reViews 
or make other provisions, to ensure that EIEPs maintaln adequate security controls to 
S:ifegvard the lnforrnation we prov[de. · 
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s. Systems Security R~quirements O 

5.1 Overview- 0 

Foltowing is a discussion of SSA's security·requirements that must be met b',' Its EfEPs. SSA 
must certify that contrors to meet the requJremsnts have be:n impTemented and Working as 
Intended, before it will authorize initiating transactions to and from SS_A through b:itch data 

I. exchange processes or ontins proca_sses such a~ State Online Quary (SOLQ} or Internet sou~. 

t 
I • 

···- · ·· · · · · ·· 

Tne Systems Security Requirements {.SSR)s c:ddre.ss managem~:mt, operational, and tsdmlcal 
aspects of security rcgardinf1 the confidentiality, fntegrity, and avallabllity of Social Security 
Administration (SSA) provided tr.formation used, maintained, transmitted, or stored by SSA's 
EIEPs. : 

SSRs are representative of the ·current state-of-t'le-practice ·se:urity controls, safeguards, and 
countermeasures required for Federal information systems by Federal rsgutations ~nd 
st.c.tutes, congre~lonal mandates,· etc., lnclud!ng but not limited to the: Privacy Act of 1974, 
the Federal Information Sec;ui:ity Manafement Act {FISMA), etc. and recommended by . 
standards and gu!dellnss establlst]ed py NIST, etc. 

5.2 General System·secutity Dsslgn· and OpErating .Environment O 
- - . 

The EIEP must provlde descriptions and explanations of their overall system ~esfgn, 
configuration, security features, and operational environment and lndude dlscussfons of how 
they conform to SSA's re::;ulrements. DfscussTon· must also tndude: · 

• De.scrlptfon of the operating erwironment{s) fn whlch SSA~providsd data Is to be utilized, 
malntained, a,:id transmltted · 

• Description of the busine:ss proces:s(es) In whlch SSA-provided Information l~ to be us~d 

• Physical safeguards employed to ensure that unauthorized personnel cannot access SSA­
provfded data and t,hat audit information pertaining to use of and access to SSA-provided 
Information and .the EIEP's as.sodated app!Tc:ations.is readHy available · 

• Etectronic safeguards,. methods, and procedures for protecting the E:1EP's network 
lnfr2structurc and for protecting SSA-provlded data while In translt, Tn use wtthln a 
process or appl!cation, at rest (stored or not In use); preventing unauthorized retrieval'of 
SSA-provtded fnfo:mation by computer, ·remote terminal, or other means; Tndudtng 
descriptions of security sofu•,are otner than access control software (e.g., security patch 

· and ar,ti-mafware software installation and malnten~nce~ etc.). · 

5.3 System Access Control O 

EIEPs must util!ze and malntain technological (logical) acceSs controls that llm!t access to 
SSA-provided lnfonnat:ion and associated tra[lsa~tions and functions to. only those users, 
processes acting on behalf of authotiz.ed users, or devlces (Jncluding other information 
syst.ems) authorized for such access based on thelr official duties or purpose(s). EIEPs must 
employ a ·recognfzed user access security so~ware package (e.g. RAC-F, ACf-2I TOP SECRET) 

··or a security software de.s[gn· which is at minimum equivalent. to sud1 products. The ac:.cess 
control so(tware must ut(llze personal identificatinn ~umbers (PI~) and passwords or 
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biometric identifiers fn combination \•,1th the user's system identification code (userID), e:tc. 
(e.g., the access control softv.,r2re must employ and enforce (1) PIN/password1 and/or (2) 
PIIV/biometric idenUfie.r, and/or (3) S,nartCard/ bjometric identific0 etc., far authentication of 

· users). . . 

. . . 
Depending upon the computing platform (e.g., clfent/server (PC),'marnframe) and the access 

· software lmµ!ementation, the terms "PIN" and "user system !den.tification cc-de (userID)" may 
be, for practccal purposes, synonymous. For example, the PIN/password comb:nation may be 
n:qurred for access to an lndMdual's P~ after whfch, the userID/password combrnatlon m~y 
be req·uircd for access to a malnframc appllcat1an. {A b1ometric Identifier may supplant one . 
etement in the pair of those combln3ti~ns). 

Implery-ientation of the controf softvtare must be in compliance v.-ith recognized rndustry 
srandards. For example, password policies shoufd enforc~ sufficient construction strength 
(length and complexity) ta defeat or minimize risk-based identified vulnerabllities, ensure 
llmitEtioris for password repetition; tec:hnical contrcls should enforce periodic passwon;l 
changes b2secl on a risk-bas:d randard {e.g., maximum password age of 30 - 45 days1 

mlntmum password age of 3 - 7 days), enforca.a!,Jtomatic dfsabtfng of user accotmts that 
·have b~n Inactive for a specified pertod of time (e.g., 45 'days}; etc. 

ElEPs must have management control and oversfght of the functron of authorizTng Individual· 
u.se_r access to SSA-provided lnfon:nation arid over the proce~s of issuing and managfng 
~ccess control PINs, pas.swords, bio~etric cd:ntifiers, etc. for access to the EIEP's system. 

. . . 

Tne BEPs' syste~s aceess rules musi: covEr such matters as least 'privilege and individual 
accountabitity regarding access to sensitive information and associated transaction~ and 
'functions1 contro[ of trar.sactlons by perm!s.sions moduls~ the aslgnment and limftation of , 
system privl1eges, 'disabling accounts of sep::rated emp!oyees (e.g., within 24 hours},· 
Individual accountabfiity, work at home, diat-up access, and connecting to the Internet. 

5.4 Automated Audit Trai1 0 . 

EIEPs that receive infon:nation eJectronfcaHy from SSA are requlr~d i::o Implement and 
m.aintain a fully aif...orn.ated oudct trail system (ATS}. Tne. system. must, at a mln[mum, be 
capable of creating, storing, protecting, and efficiently retrieving and collecting records 
Identifying the Individual user that Initiates a reque:st for information from 5$A or accesses 
SSA-provid;;d data. At a mln1mum, individual audit trali records must contain the data . 
needed (fnduding date and tlme stamps) to associate each query transaction or acceSs to 
SSA-provided tnformatlon with its lnftiator, thelr act1on; if any, and the ra tevant business · 
purpose/process (e.g., SSN verification for driver Hcen:se, ett.). {:ach entry fn the audft file 

·must be stored as a separate record, not ovefi3fd by subsequent records. Transaction fifes 
_ must be created to capture a111nput from interactive Internet applfcations whlch access or 
query SSA-provided data. · · 

EIEPs whose transac:oons with SSA are mediated AND audited by an STC (e.g.1 State 
Trcnsmisslon Component)' are responsibfe for ensuring that the STC's audit capabllities meet 
SSA's requirements for an automated audit trail system. The EIEP must also establish a 
process by ~·.·htch the ·EIEP Is able to efficiently obtain aud:t information rrorn the src ' 
regardi~g the ElEP's S~A transactions. 

Access to the. audrt file must be r<;Stricted to autho:ized users with a "need to know" arid audit 
file data must be unalterable (rea_d· only) and mainta[ned for a minimum of-three (preferably 
seven) years. Information in the audit me must be retrievable by an automated method and 
ca.pab[e of being mad_e available to SSA upcn request. Audit ~rail records must be backed up 
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on a regular basls to ensure their avatlability. 83ckup audit flies mu?t hava the same level of 
protection as tnat appHed to the original files. 

If SSA-provfded info:rnation rs retarned-by the EIEP (e.g., Acc=..ss database, Share Point, etc.), · 
or if certain data etements withTn U1e EIEP's system wm indicate to users that the lnformation 
has been verified by SSA, the EIEP's system must also capture an audJt tral f rE,cord of any 
user- who vfew.s SSA-provtded Information stored withfn the EIEP's system. -The audit trafl 
requirements for these Inquiry transactions are the same as those outlined above for the 
EIEP's transactions requesting or acces?Tng 1nformatioi:i dl_rectfy from SSA. 

5.5 Personally Identifiable Information (PII) 0 

PII is defined as any Tnformation which can be used to distingulsh or trace an Tndividual's 
fdentity, such as their nome, social security number, blometric records, etc., alone or when 
combi11ed with other personal or ldentifylng information which rs linked or linkable to a 
sp-:cific Individual, such as date and pJace of birth, mothe:r's malden name, etc. 

PII loss Ts denned. as a drcum.:.i~ncs wherein SSA has reason to beHeve that Information on 
hard copy or In electron Tc format which contains Pll prov1ded by SSA to an EIEP, has left the 
ElEP's custoG'.y or has been disclosed by the EIEP to an unauthorized lndMdual or entity. PII 
loss Is a reportabfe i~cident (refer to Incident Reoortina). - · · · 

·1r a PII loss invotving SSA-proviped d~ta occurs 6r ls suspecteq, the EIEP must b£:l able to 
quantify the extent of the loss and compUe a comp:ete Hst of the individuars potentially 
affected Incident {refer to Incident Reoortina). 

5.6 Monltorjng and Anomaly Detection O 

The ElEP must establlsh and/o; rnaintafo continuous monitoring of its network filfrastructure 
and as:s-a~ to ensure that: · 

• irnp[emented security controls (:Ontinue to be effective over time 

• only authorized i11dtvidu!Clls, devices, and pmces~es have access to SSA-pr,qvlded 
Information _ 

. 
· • effor1.S by external and Internal entities, devtcES, or processes to periorm unautiiorized 

actions (I.e.~ data breaches, maliclous attaciG, access to network assets, 
software/hardware Installations, etc.) are ciet:cted as soon as they occur 

- . • me nec~ary parties are lmmedTatety alerted to unau'"i.horizE::d actlons performed by 
EXtema1 and· tntemal entities, devices, :Jf processes 

• upon detection of unauthorized actions, mea:;ures are lmmedfatety initiated ta prevent Oi 

· mitigate associated risk · · 

.• in the f:V€rtt of a data b:-e::ch or _security lnctdent, tne necessary remed(at cctions cari be 
efficiently determined and initiated · 

• trends, patterns, or anomalous occurrences and behavior In user or netv:o;k activity that 
may be indfcative of potEntial security lssues are more 'readHy discemabl~ 
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The EIEP's system must lndude the capabll lty to prevent empfoyees from browsing SSA 
records (e.g., utilize a permfssion modu!e and/or employ a system design whfch is 
transaction-driven, whereby employees are unabte to tnitiate transactions). If such a design· 
Is used, the EIEP then nei:ds on[y minhT,pf addition a! monitoring and anomaly· detectlan : 
(detect and monito'r employees' attempts to gal11 access to SSA-provfded dat:3 to which they· 
are not author:zed and attempts to obtain information from SSA for clients not Jn the EIEP's 
dlent system). However, measures mµst exist to prevent circumvention of the permTsston _ 
module {e.g., creation of a bogus case ·and subsequently deleting It !n such a way that tt goes 
undetew.?d). 

If thE EIEP's de.sign does not currently utilize a permlsslon module and is not transaction­
~riven, untll at least one of these security features Is lmp[ement€d, the'EIEP must develop · 
and tmprement compensating security controls to deter t,eir employees from browsing SSA 
records. These controls must indude monitoring and anomaly detection features, either · 
systematic, manual, or a combination thereof. Such features must Include the capabiHty to 
detect ·anomaHes in t'ie volume and/or type of transactions or queries requestec or Tnitiated 
by Individuals and Jnclude system3t:Jc or mariua1 procedures for ver ifying that requests for and 
queries of SSA-p:-ovlded lnformat!on are fn compHance with valfd official business purposes. 
The system must atso produce reports providing management and/or supervisors with th.e 
capabiHty to appropriately monito; user activity, such as: 

• ~ser ID Exception Reports: 

.This type of report _capture information about users \..11ho enter incorrect user IDs when 
attempting to gain access to the systetn or to the transaction that initiates requests for 
information from SSA, i11duding faired· att~mpts tq. enter a pass\.'mrd_. 

• !n_qutry Match-Exc,eptton Reports~ 

Thfs type of report captures fnformatron about users who may be Initiating transactions for 
SSNs that hav: no clrent case associatlon within the EIEP's system (100 percent of 
these cases must be·reviewed by the EIEP's management). 

• System Error Exeepti~n Reports: 

Tots type of report capti.Jres inform3tion about users who may not unde1 ?\.and or be . 
foltowing proper proci;dures for access to SSA-provided information. 

• Inqulry Activity Statistical Reports: 

Thrs type of report captur's lnforrnatlon about transa-ction u.sage patt€ms among 
author:zed users and Is a too: which would enable the BEP's management to monitor 
typicaf usage patterns in contrast to ext.ra~rdinary usage. · 

Tne SEP must have a process for distributing these monttoring and exception reports to 
appropriate local managers/supervisors or to roca! s,ecurity officers to El").sure that the reports 
are used by those whose responsibilities indude monitorrng anomalous activity ·of users . 
lncJudtng th?se who have lr.!en granted exceptio11af system rights and privileges. 

·s.7 Management Oversight and Quality Assur~nce O 

1he EIEP must establish and/or maintain ongoing managemE:n(oversight and qu3(ity 
assurance capabilities to ensure that only authotized employees have access to SSA-provici:!.d 
lnformatfor:i and to. ens.ure that there ls ongoing comp Hance wtth the terms of the. EiEP'~ 
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electronlc lnformatian sharing agreement with SSA and the SSRs estabHshed by SSA for 
accss to and use of SSA-provide:d data by ElEPs.· Tne man2gement ovaislght function must 
constst of one or more of the _EJEP's management officials whose job functions Indud~ 
responsibility for assuring that access to and use of SSA-provided Information is approprfate 
for each employee position typa for wiilch access Is granted. 

· Toe EIEP must as.sure that employees granted acceSs to SSA-provided fnfcrma.tion receive · 
adequate training an the sensitivity of the information, associated safeguards, procedures 
t'1at must be foHowed and the penalties for ml suss. 

Although not required,. it Is recommended that EIEPs es'"uiblish tile following functions and 
requfre that they be performed by e_mployees whose job fu11ctions are separate from those 
v,ho request or use Information from SSA: · 

• . Perfonning periodic seif-revlews to monitor the BEP's ongoing usage of SSA-provided 
information. 

• · Random sampling of work activity Involving SSA-provided informatlon to determlne 
whether the access and usag.e ~omply with SSA's requ!ren,ents. · 

Data and Communh::ations Security O 

EIEPs··must e11aypt a[I Piland SSA-provided tnformation when it Is transmitted aero~ 
dedicated ccmmunYcations clrcu1ts between fts systems, indud€<l In Intrastate 
communications among its loGI office locations, and resident on the EIEP's mobile 
computers/devlces anci removable media, etc. The encryption method employed must me-et 
acceptable standarcs a:s designated by the Notional Institute of Standards and Technology 
(NIST). Toe recommended encryption method for securing SSA-provided data during 
transport ls the Advanced Encryption Standard (AES) or tr1ple DES (Data Encryption Standard 
3) if AES ls unavaHab!e. Fi fes encrypted for exte:mal users (when ustng tools such as 
Microsoft WORD encryption, etc.) requ!re a key length of 9 ch;iracters. Although not required, 
It is recommended that the key (also referred to as a password) contain both a number and a 
sped a I character. Howeverr it is required that the key be delivered ln a manner.wherein the 
key does not accompany the media. Also, the key must be secured when unattended or not 
In use. · 

It ls recommended that .the ptJblic Internet not .be used fur transmission of SSA-provlded 
Information. If It ls, howevei, Internet and all other e!ectronlc communications (e.g., emails 

.. and FAXe;;) containing ssA.:.provided Information must, at mlnimum, utmze Secure Socket 
Layer (SS!-} and 256-btt encryption protoco!s or more secure methods such as Virtual Private 
Network technology. Additionally, the data must be·trarismitted only to a secure address or . 
device. · 

EIEPs may retain SSA-pmv(ded dara for only the business purpose(s) and period of time 
stipu!ated.rn the EIEP's Info.rrm~tion Exchange Agreement with SSA. SSA-provcded 
information is to be deteted, purged, destroyed, or returned to SSA when the purpose for 
which the information was obtalned h~~ been completed. · 

. . 
The EIEP m_ay not save or create separate files comprised solely of lnformat1011 provided by 

. SSA. Tne EIEP. may, however, appiy specific SSA:·provided data t o t he EiEP's matched record 
. {f.e., specified data cbtafned frcm SSA which m3tche:s that ln the EIEP's preexisting record) .. 

Dupllc:.atlon and redisdosure of S5A-;xovide-d Information withln or outside the ElEP without 
the written approval pf SSA is ~r~hibited. 
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. . . 
EIE?s must p,,2vent un3uthorizcd dfsdosurc of SSA-provcded data after proce~stng has been 
comieted and arso afi:Er the data is no ronger required by the EIEP. Toe ElEP's operational 
proce.ss€.!:! must ensure that no resfdua~ SSA-provided d3til remains on the hard ~rives of 
users' workstations after the user has exited the apptication(s} fn which SSA-provid:d data 
was utilized. In cases •1-1here a PC, hard drive, or ottier computing or storage device o_n whtch 
SSA-provided Information resided wifl be sent offsite·from the EIEP for repatr and its 
ipfonnation must be retrievable, the EI~P's repalr contract must fndude a requirement for 
non-disclosure of SSA-provcded data by the servicing vendor. SSA-proVided Information must 
be c;ompletely r~moved from, rendered unrecoverabre, or destroyed on any electronlc device 
o, media (e.g., hard drives, remQvab!e storage devices, etc.) prior t'J t he ·cevlce or medr:! 
bei ng servlced by ~m exterr,al vendor (wfom the data need not be recovered), excessed, sotd, 
or placed In the custody of anothsr organization. 

To sanitize media, one of the following me:t hods must be used: 

• 

• 

Overwriting 

Overwrite utilities can only be used on worklng devTces. Tne media to be overwritt(m 
mu£t be de.stgned for multiple. reads and writes. Tnis Includes drsk· drives, magnetic tapes, 
floppies, USB flash drive:s, etc. 1ne overwrite utlltty must completely overwrite the medra 
by the purging type of media sariitization to make the data lrretrievabre by a laboratory 
attack or laboratory forensic proc:dures (refer to Definitions for more lnfunnat[on 
regarding Media Sanitiz~tion). · Reformatting the media does not OVf::rwrite the 9ata. 

Degaussing 

Dsg3ussing Is a sanltlzatlon method for magnetic.media (e_.g.,. d fsk drives, tapes, floppies, 
etc.) •. Oegausslng· Is not effectlve for purging non-m2gnetlc medfa {e.g., optrcal disG). 
Degaussing must be performed with a certified tool dESigned for the medJa being 
di:gaussed. Certification of tlle toof Is requlred to ensure t hat the magnetic flux appHed to 

· the media is strong enough to render the Information l rretrlevabte. The degaussing 
pro:::e.ss· must render data on the media Irretrievable by a taboratory attack or laboratory 

. forensic procedures {refer to Definitions for more fnfomrntlon regardlng Media 
Sanitization). 

• Physical destruction 

Physical destruction ls the method which must be u~t:d when degaussing or over-writing 
cannot be acc:omplfshed (for example, CDs, flopples, DVDs1 damaged tapes, hard drives, 
damaged USB fiash drives, etc.). Ex~mples of physlcal de5truction include shredding, 
pulverizing, and _burning. 

. . 
State 2gendes may i:etain SSA-provide-cl data in hardcopy if it ts required to fulfill evidentiary . 
requirements, provtded the agencies retire s~ch data rn accordance with applicable s:ate l3Ws. · 
governing -state agencies' retention of records. The EIEP must ensure that print media · · 
containing SSA-pr'ovTded data ts contro!!ed to restrict its access to only authorized emp[oyees 
who need such access to perform tiielr official duties and must have in place secure processes 
by •.vhlch print media contili11lng SSA-provlded data ls destroyed when It Is no longer required. 
Paper documents containlng SSA-provrded data mu.st be destroyed by burnfng, pulpingr 
shrecidirig, maceratrng, or other simHar means that ensures that the information cannot be 
r~COVE:ed, 

NOTE: Hand tearing or lining through documents to obscure information does not 
meet SSA.'s requlreme(Its for appropriate destruction of PIIJ. · 

.11 
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Tne ElEP must employ measures to ensure that communTcattons and data furnished to SSA 
contain no viruses or other malware. -

5.9 Indc;lsnt Reporting O 

The EIEP mu5t develop and implement policies and proc1::dures for responding to the breach 
or !os:5 cf PI! and explain ho\.•/ they confurm to SSA's re-qufrements. The procedures must 
include Lie follo~'l1ng information: · 

If the EIEP experiences or suspects i! breach or loss of PI! or a security lnddent which 
indudes SSA-provided datar they must notify the Unite(} States Computer Emergency 
Readiness Team (US-CERT) within one hour of discovering the inddent . The EIEP must 
also notify the SSA Systems Security contact named in the agreement, If.wlm;n 1 hour 
the ElEP has been unabfe to make contact with that person, the EIEP must call SSA's 
National Network SeNice Center (NrlSC) toJJ free at 877-697-4889 (sere.et "Seo.1rity and · 
PII Reporting" from thE options fist). The ElEP will provide updaf:25 cis they become 
available to SSA contact, as appropriate.. Refer to the worksheet, Attachment 5, 
provided In the agreement to fadlitate gathering and organizing information about an · 
ino'dent.. · - · 

The EIEP must agrE€ that if SSA determines that the risk presented by the breach or security 
Incident requfre:S the notrncatfon of the indivtduafs whose information Is invoJved and/or 
remedfa[ action, the EIEP will perform those actions \\1thout cost to SSA. 

5.10 Security Awareness and Employee Sanctions O · 

Tne EIEP must establl;5h and/or ma!ntatn an Of!90ing function that rs reSponsible for provrdrng 
~ecurity awarenc.Ss tralnlng for employees. granted acce:ss to SSA-provided information. 
Tralnt.ng.must lnclu?e disrusslon of: 

• . Toe sensitivity of SSA-provided information and address the Privacy Act and other Federal 
and state laws governing its use and misuse · 

• Rules of behavior concerning use of and security in systems prdcessi_ng. S?A-provided aata 

• Re.:,-trictions on viewing and/or copying SSA-provided informatio~ 

• Tr:i'e employees' respo11slbillty for proper use and protection of SSA-provided Information 
lnc!udlng lts proper dfsposal 

• Security fncident reporting 'procedures 

• T.1e possible sanction.s anci penalties for misilse of SSA-provided information. 
. -

The EIEP must provide security awareness training periodfcaUy or. as needed, and have .In 
place administrative prac~ures for sanctionfng employees who viofate laws gpveming the use. 
and misuse of SSA-provided data Li rough .unauthorized or un1awfuJ use or dtsdosure of SSA-
provided !nformation. · 

5.:1,1 Contractors of Electronic Information Exch,;mge _Partn_ers ~ 
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As previously stated, in The General Systems Security St:andards,.contract_ors of the EIEP 
are·held to the same security requirements as are employees of the EIEP. As such, ti,e EIEP . 
1s res·ponsible for oversight and compH~nce of thelr contrac;tors with SSA's sewrity . 
requirements. The EIEP must be ab[e to provide proof of the contracuat agreement between 
itself and its contractors (e.g., copy of their contract, etc.) who are aut:,orized by the EIEP l:o 
perform on ,ts l::ehalf·and who have access to or are Involved in the processing, handling, · 
transmission, etc. of infr;,rmation provided to the HEP 9y SSA. The ElEP must also exp rain 
the role.of those contractors within the BEP's operations . . 

The EIEP must also require that their c~ntactor.s who wll! have a~c.::'s to er be involved ·In the 
processlng, handl1ng, transmission, etc. of Information provided to the EIEP by SSA,.sl_gri an 
agreement with the EIEP that obligates the contractor-to foHow the terms of the EIEP's data 

. · exchange agreement wlth SSA, The EIEP must p~ovide tts conmctors a copy ·of th-a data 
exchange agreement b-etween the EIEP and SSA an.d re!ate_d attachments before any 
disclosure by the BEP of SSA-provided information to the EIEP's contractor/agent. 

. . . 

If the EIEP's contractor wlll be involved with the processing, handling, transmlssicn, etc. of 
Information provlded to the EIEP by SSA offsite from the EIEP, the E!EP must have ti,e · 
contractual option to perform onslte revlews of that ofuite facitity to ensure that the following 
meet SSA's requirements~ · · · 

.. sareguaids for sensitive information 

• computer system safeguards 
. . 

• security controls and measures to. prevent, detect, and resolve unauthorized access to, 
use· cif, and red[sdosure of SSA-provided information 

6. General~- Security Certifkatlo.n and Compliance ·Review Programs O 
. . . 

SSA's security certification and compliance review programs are two distinct programs with the 
sa_me objective. Tne. certification program fs a one-time process associated exdus1vely wlth an 
EIEP's initial reque:.i.. for electrontc acce:,-s·to SSA-provlded Information or an initial change to online 

:access. The certiflcatlon process entails two rigorous stages fntended to· ensure that technical, 
m·anagement, and Qperational security measure:. Implemented by EIEPs fuHy conform to SSA's 
security requfrements and are working as intended, EIEPs mµst_s~fi!;ify both stages of the . . 
certffication process before SSA wm pemiit on line access to its d.ata fn a production environment. 

The campllance review program, however,. fs intended to ensu;e that the sulte of securtty measures 
implemented by an EIEP to safeguard SSA-provfded data remalns tn full comp!i,mce with SSA's 
security standards and requirements. Tne compliance r€.vfew program fs appllcable to on line 
access fo SSA"provcded data as well as batch prncesses. Under L,e compliance revlew program, 
EIEPs are subject to ongoing periodic security reviews by SSA that are regularly schedured or ad 
hoc. · 

6.1 The Security Ce_rtificatio,:i Program O 

The sec•Jrity certif1catlon proceSs appHes to ElEPs thats~~ onHne electronlc access to SSA 
fr.formation and consists of two general pha~e.s:. 

• Phase One: The Se.curity OeSign Pla~ (SD?) phase wherein a· formal written plan is 
- authored by the EIEP to.comprehensively document rts tedm1C3I and non-technfcal .. 
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security controls to safeguard SSA-provided fnfcrma:ion·(refer to Documenting Security 
Controls in the Security Desian Plan). 

NOTE: SSA may have legacy EIEPs (EIEPs not certifiep under the current 
process} v.,rho have not prepared an SDP. OIS strongly recommends that these 
EIEPs prepare an SDP. 

The EIEPs' preparation and maintenance of a current SOP wilJ aid them in 
determining potential compliance issues prior to reviews, assuring continued . 
compliance with SSArs secudty requirements, and providing for more efficient 
security reviews. 

Phase 2: SSA Onsfte Certification phase v,,herern a fonral onsite revi:w !s conducted by 
SSA to examirie the full suite of technical and non-technical security controls impleme:nted 
by the EIEP to safeguard data obtoin:<l from SSA etectronlcally (refer to The · 
Certification Process}. 

6.2 Documenting Security Controls fn the Security Design Plan (SOP) 0 

6.2.1 When the SDP and RA are Required O 

EIEPs niust submit to SSA an SDP and a security risk assessment (RO.) fur eva[uation wlie:n · 
one or 'more of the foHo.·,fag circumstances apply. The RA must be in an electroiiic format · 

·and fndude dlscuss!ori of the measures planne<l or imp1Ement€d to mitigate risks fdentifiEd by 
the RA and (as applic3b!e) risks assoclated with the circumstances below: 

• to obtain approval for requested Initial access to S~A-provlded information for an lnit:la[ 
.agreement · 

• to obtain approv.il to reestablish previously terminated access to SSA-provided data 

• when lmple:m:r'!tjng a new operating er security platfor.n ln which SSA-provld~ data will 
be involved 

. • significant changes to the !;IEP's organizational structure, technical' processes, operationaf 
envlronmentr data recovery capabt!itles, or security implementations are pf a rmed or have 
been made since approval of thelr most recent SOP or of their most recent successfuHy 
completed SEcurity revtew · · · · 

• one or more security breaches or lnc[dents involving SS.A.-p~vid~d data have occurred. 
sTnce approval of the EIEP's most recent SOP or of their most recent successfuUy · 
corr;pleted security review · 

• to document de.soiptions and explanations of measures imp'.emente..d as the result of a 
data bre:Kh or security lncident 

• to document descriptions and explanations of measures Implemented to resolve non- ·· 
compHaricy issue(s) 

• when approval of the SDP has lr.!en revoked 

The RA rrfay also be required if changes (other than those listed above} that may impact th~ 
terms of the EIEP.'s data sharing agreement with SSA have occurred. 

14 
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The SDP must be approved by SSA prior to the initiation of transactions and/or 
access to SSA-provided infarmatio(l by the EIEP. 

An SOP mu.st satisfc.ctorHy document the EIEP's comptiar;ice with all of SSA's SSRs In order to 
provide the mTnimum level of security acceptable to ·ssA for its EIEPs' access to SSA-provided 
infonnation. · 

. Deficiencies fdentified through the·eyalµation of the SOP must be corrected ~y the EIEP and a 
revi.sed SOP which lrn:orporata; de:scilp!:fcns and ·expl2natior1s of the me:!sures l rnpleme:ited 
to e!lminate the deficiencies must be submitte<l. Until the deficiencies have been corre;:ted · 
and documented fn its SDP,.and the SDP is approved, the EIEP wi!I not be granted acc€.:i5 to 
SSA-provided Information or certified fo:- electronic: receipt of the lnformation. The progress 
of corrective imptemenration{s) mus':: be communicated to SSA on a regular basis. If, witnin a 
reasonable time as determined by SSA, the BEP is un3bte to rectify a dei'idency determiried 
by SSA to present ·an untenable ri::ik to SSA-provtded l11fonnatlon or the.agency, approval of 
the SDP wlll be withheld. 

If, at any time subsequent to approval of its SOP .e,e EIEP Js found to be In non-compl!ance 
with one or more SSRs, SSA may revoke approval of the EIEP's access to SSA-provided data. 
A revised SDP which incorporates descriptions and explanations of the measures implemented . 
to re.Salve the non-compliance issue(s) must b: submitted. Tne progress of corrective 
lmplementafion(s) mu_i:t_ be communicated to_ SSA 'on a regular basls. Until reso[ution of the 
issue{s} has been accomplished and documented ln its SDP; and the SDP is approved, the 
EIEP wl!l be in non-compliance with SSA's SSRs. If, within a reasor:ab!e time as detel"{Tiined 
by SSA, the EIEP Is unabte to rectify a deficiency determined by SSA to present an untenabre 
risk to SSA-provided information or to SSA, approval ·or the SOP will be ,vithheld and tne flow 
of SSA-provided Information to the EIEP may oo di£cantinued. 

NOT~: EIEPs that function onry as an STC, transferring SSA-provided data to other 
EIEPs must, per the terms oftheir·agreements with SSA, adhere to SSA's System 
~ecurity Requirements (SSR} and exercise their responsibilities regarding 
protection Qf .SSA-provided information. 

· 6.3 . Th~ C_ertificatjo,n .~roces.s O 

Once the EIEP has succes5fuHy satisfied· Phase. 1, SSA wm conduct an onslte certification 
rt:vlei•i. The objective of the qnsite revle:w wm ba to ensure by SSA's eX:3-mlnatlon and the 
B.EP's demonstration that the nor.-te:::hnlcal and technical controls Implemented by the EIEP 
to saft:guard Socia, Sewrity-provided dare from mlsuse arid improper disclosure .are fully 
furict:ion!ng and working as lr:t~nded: - . - · ·: 

At its discretion; SSA may. request that the aEP participate in an onslte .revcew and 
compliance certificatior:i of their securi.ty infrastructure and implementation of SS}:\'s security _ 
requirements. 

The onsite review may ad.dress any or all of SSA's security requirements and lndude, where 
appropriat€: . - . . . • · 

• 2 dem::mstration cf the EIEP's implementation of each requlremerit 

· • random sampling of audit records' an~ transactions submitted to SSA 

15 
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. . 
• a walkthrough of the EIEP's data center to observe and document physfcal security 

safeguards 

• a demonstration of the EIEP's imptementatimi of electronic exchange of data with SSA 

• d:.scu.ssions with managers/supervis.ors 

• examination cf management cohtro! procedures an9 reports (e.g., anamary detection 
reports, etc.) 

• demonstration of technlcat toots pertaining to user access control and, if appropriate, 
browsing prevention, specifi~aHy; 

o If the de.sign Js b.;.sed on a perm[sslcn rnodl!le or similar des1gn, or is transaction 
driven, the EIEP will demonstrate how the system triggers reque...c:ts for !nformat;ion 
from SSA. 

o lf the design Is based on a pemirssion module, the EIEP wlll demonstrate tne process 
by whtch requests for SSA-provided information are prevented for SSNs not present ln 

. the' EIEP.'s system (e.g.~ by attemptlng to obtain rnform:ition from SSA using at least · 
one, ·randomfy created, fictitious number not known to the. BEP's system). 

During the certification rev[eW, SSA, or a certifier acting on its b-:ha(f,' may request a 
demonstration of the syst.em's audit tral! and retrieval Cop:ibility. The certifier may 'request a 
demonstration of the system's capabtlrty for tracking the activity of employees that are 
permitted to view SSA-provided ir.fonr,ation within the EIEP's system. Addttionally, the 
certifier may requ~st those ElEPs whose tr:ansactioris with SSA are me<;lrated AND audited by 
an STC to demonstrate the process{es) by which the EIEP obt3in.s audit lnformatlon from the 
STC regardfng the EIEP's SSA transsct1ons. · · 

EJEPs whose transactrons with SSA are mediated AND audited by an STC wm be requfred to . 
· demonstrate both the.tr own in-house aud[t capabilities AND the process(es) by whrc;:h the EIEP 

obtains audit informaticn frc:m the ST<; regarding the EIEP's transactions with SSA. 

If the BEP emptoys a contractor who will b: involved with the processing, handting, 
transmlssfon, etc. of the BEP's SSA-provided 1nforrmtion offsite from the SEP, SSA, at its 

· discretion, may Include In. the onsite certification review an o:isite Inspection of the 
contractor's facility. Toe inspectfon may·occur with or without ~ reprasenrat ive of the EIE?. 

Upon successful completion af the ons1te certiflcatlon exercise, SSA wlfl authorize e!ectronlc 
access to production data by the EiEP. SSA will provld2 written notification of [ts certification 
to the EIEP as well as air appropriate Intern a! components. 

· 16 
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Tne fo!lowfng Is a high-revel flow chart of the OIS Certification Process; 0 

6.5 The .complia.n~e Review Program and Process O 
. , . . 

Slml!ar to the certification process, the comp ti a nee revle'""' program entalts a rigorous process . 
tnte11ded to ensure tnat EIEPs currently receiving e'.ectronic Information from SSA are ·tri full 
c~mpliance with the Agency's security requirements and standards. As a practice, SSA 
attempts to con du.ct c6mptlarice reviews foHowing a 3 to 5 year periodic review schedule .. 
However, as cirp1mstances warrant, a revle•.:, may rake ptace at anytime. Three promtnent 
examples that wo1:1Jd trigger an ad hoc revtew are: · 

• a sfgnificarit change in 'the outslde EIEP's computing platform 

•. a violation of any of SSA's systems security requirements 

• an unauthorized disclosure of SSA lnfonm1tlon by the EIEP 

' j 17 . 
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Tne following Is a hfgh-[evel flow chart of tie OIS Compli=1nce Review Process: 0 
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SSA may, at its d[scretion, conduct compliance rev,e~'fS onsite at the EIEPs' sl te, induding a 
field omce toe:ition, if appropriate. 

· SSA may, also atits discretion1 n~quest that the EIEP ·participate ln an onsite compfi arice 
revi?w_ ~f their ~~uri~ ln~rtructure art~ lmpl_e!l",e.ntat~o.n of ~SA'~ security r~urr~men~. __ 

_ Tne onsite review may address any or all of SSA's security requirements and Inc.Jude, where 
a µprop tiate: 

. -
• a demon~ratcon of tli.e BEP's lmp!ementation of each requtrement 

• random sampting of audit records and transactions submitted to SSA· 

• a walkthrough of the EIEP's data center to observe and document physical security 
s~fegua·rds · 

• a demo.nstJ ot:ion of the EIEP's implementatio~ c:,f onllrie exchange of data with SSA 

• dlsct1sslans with ~anagers/supervisors 

• eXamir.ation of management control procedures and reports (e.g., anomaly detection 
reports, etc.) 

18 
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• dem'Jnstratcon of technical tools p-:rtalning to user accf:ss control and, if appropriate, 
browsing prevention, spedftcatly: 

o If the design is based on a pErmlssion module or stmHar design~ or is transaction· 
driven, the EIEP will demonstrate hovi tlie system triggers requests for information 
from ~SA 

a If the de:~[gn is baselon a p,arm'issfon. modure, the EIEP will de:monstrat e the proc~s 
by· which requests for SSA-provided infon,:iati9n are preventeq for SSNs not pr-ESent ln 
the "EIEP's system (e.g·. ; by-attempting to ob~ain information from SSA u.st.ng a~ reast _ 
one, randomly created, fictitious number ryot knmNn_to the ElEP's system}. 

SSA may afso, at its discretion·, perform an ad hoc onsite or remote revie\.'t for reasons 
fnciuding but not Hmrted to the following:. . . 

• the BEP has ~peiiem:~ a seeurity breach or h:tdent involving SSA~prov[ded dat~ 

• the EIEP h3s m:m:solved r.cn~compfiancy lssue(s} 
. . 

• to revrew iln E!EP's offs'fte (re[ative to the EIEP} contractor's facHitle;; lnvorving SSA-
provided data · · 

·• .- the EIEP l.s a legacy organization that has not yet been through SSNs security certification 
and compliante review programs · .-

• the ElEP has requested that an IV & V (Independent Verification and Valldati.on revfew} be 
performed by SSA _-

. . . 
During the comptl3nce revlew, S~A, or a certiryer a~ng on _Its behalf, may request a . 
demonstration of the systemrs ilucjlt trall arid retrlevaJ capabllity. The certifier may request a 
demonstration of the system's capabllify fpr trac~11g the activity of empioyees that are 
·permitted to view SSA-provided tnformation wttiltn the EIEP's system. Additionafly, the 
· certifier may request those EIEPs whosa transactions with SSA are m_edfated AND audited by 
an STC to demonstrate the process{es) by ,;,•t)ich the EIEP .obtains.audit Information from the 
STC reg·arding th~ EiEP's SSA transactions. 

EIEPs .whose transactions wlth SSA are mediateo. AND audited by an src may be requlr-ed to 
de:monstrate both their mvn in-house audit capabHities AND the proce_.ss(es) by whlc:.h the EIE.P 
obtains auciit Information from the STC regard[ng the EIEP·s transactions with SSA. 

If the EIEP employs a contractor who v,ilt be rnvolved with the processing, handling, 
transm!ssion, etc. of the BEP's SSA-provided !nformation offs!te from the E1EP, SSA, at its 
discretion, may indude Tn the onsite cornplia·nce ·review an onslte lnspf:Ction of the 
contractor's facility. Tne h'lspection may occur with or wfthout a repre;;entative of tie EIJ:P. 
Ho•Never, manpo\'.rer limit3ticns or fis,;al constraints could drive an alternative approach, such 
as teteconferencing. In any event, the format of the review tn routine circumstances (i:e., the 
.compHance review Is not be[ng conducted to addrcs a special c[rcumstance, such ·as a 
dlscfcsure·vfdatlon, etc.) wiH generaf!y constst of reviewing and updating the EIEP's 
compliance w[th the systems security requtrements described above ln thfs document. ·At the 
conclusion of the r,eview, SSA wiH issue a formal report to appropriate EIEP personnel. 
Findings and recommendatioi1s· from SSA's· comptfan.ce review~ if any, wlll be discussed In its 
report and monitored for dosure, · · 
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NOTE: Documentation provided SSA by the EIEP for comp/lance reviews is 
considered sensitive and isr therefore, handled accordingly by SSA. E.g., the 
Information is accessible to only aµthorized individuals who have a ne~d for th~ 
information as it relates to compiiance of the EIEP with its electronic information 
sharing agreement with SSA and SSA's associated system security requirements 
and procedures. Additionally, the EIEP's documentation Is retained for only as long 
as required and is deleted, purged, or destroyed when the requirement for which · 
the information was obtained has expired,. 

The following is a high-level exampte of the ana!ys:s that aids in making prellmlnary decislons 
as to which review format may be most appropriate. Various addttianal factors may also be 
factored in determining whether S!;iA !)€rforms an on site or remote compliance review. 

, Hlgh/Me-c:ilum Risk Criteria 
o undocumer.ted dosing of prior review finding(5) . 
o lmpterrer.tation of tedm[cal/operational contro!s that lmp3ct security of SSA provided · 

data {e.g.r lmp!emer.ration of new data access method, etc,) 
o reported PIT b re .=:ch · 

• Low . Risk Cliteri a . 
o no prior. review finding(s) or prior finding(s) documented as closed 
o no Implementation of. technica[foperational control5 that Impact securtty of SSA provided 

dat~ (e.g., implementatfon of new data acceSs method, etc.) 
o no reported PII breach · 

6.5.1 EIEP Compltance Review Part~dpation O 

During the compllance review SSA may request to meet with the following: 

• a .sample of managers ,:1nd/or supervisors responsible for eilforcing and monitoring 
ongoing compliance to security requlrem~nts and procedures ta assess thEfr l::vel 
of training to. monitor thEir emproyee's use of SSA-provided information, and for 
revte•.ving reports ancl taking necessary action 

• 

• 

• 

• 

~e individuals responslble (or security awareness .and employee sanction functions 
and request an expla11ation of how these responsibllitles are perfonne'd · 

a sample of the EIEP's employaes to assess the1r level of training and 
understandfng of the requlrement:. and potential sanctions applicabte to the use 
and misuse of SSA-provided information 

the.l·n.dividua!(s) responsible fur management oversight and quality assurance· . 
funct)ons. and request a deSaiption of how these respons1bil1ties wlll he carried out 

additional individuals a5 deemed appropriate by SS.A. 

6.5.2 Verification of Audit SampJes O 
. . 

Prior to or during the complfar.ce review, SSA wtll ·present to t.i1e BEP a 5ampling of 
transactions previously submitted to SSA for verification. The S EP is required to 
verify whetI1er each transactcan was, per the terms of their agreement with SSA, 
leg1tlmately submitted b',' a user authorized to do so. 
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The EIEP must provTde SSA a \0.rritten attestatcon of the results of the EIEP's revcew of 
the transactions. The document must provide: 

• confirmation for each sample transaction located In the EIEP's audit file{s) and 
determrned to have i::e€n submitted by Jts emp!oyee(s) for legitimate and · 
authorized business purposes ·· · 

• an explanatlon for each sample transaction locate-cl In the EIEP's audit fife(s) 
determined to have been unauthorized 

• an explanation_ for_ eadT sam::ile transaction not found in the EIEP'~ ATS 

When the sample transactions are provide-:i to the BEP, detailed rnstruc:tions wlfi be 
included. Only an pffidal n:sponsible for the EIEP-ts to provide the attestation. 

6.6 ScheduUng·the Onsite Review O 
. -

The SDP must be approved before fts associated onsfte review Is scheduled. Notification of 
the approval of a pl3n wilt be sent via ematl. Although there rs no prescribed tiine frame for. 
arranging the subsequent ons:ite review (certification review for an ElEP reque.,,-tfng Init ial 
access to SSA-provided information for an initial agreement or compliance revieLv for. other 
EIEPs), unless there ·are compelling circumstances pred!,.lding it, the an.site revlew will foflow · 
as soon as reasonably possib[e, · · _ · ' . - ·. - . 
However, the scheduling of the onsite revrew may depend on adclltfonal factors induding: 

• the reason for submJssion of a plan 

• the severity of secu.rity lss•Jes If any · 

• circumstances of' the previous revjew If any 

·• SSA workload considerations 

. Although tile scheduling of the .review i~ conting!:!nt tJ.p<in .. approval of the SOP, In ~::,,;trem~ 
tircumstances1 S$A may, at lts d fscretian, perform an ons]te review prior to approval if . 
determlned nec~sary by SSA for completion of t~e evatu3tion of a p!an. 

.. . . . . 
{THE REST OF THIS PAGE HAS BEEN LEFT_B~NK INTENTIONALLY} 
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7. Additional Definitions O 

Back Button: . . 
Refers to a· button on a ·web browsers tool bar, the backspace button on a ·computer keyboard, a 
progf"?lmmed keyboard button or mou.se: button, etc., that returns a user to a previously visite:d 
web" page or application screen, · 

Breach: 
Refers to actual [oss, loss of control, compro.mlse, unauthorized disclosure, unauthorized 
acqufsition, un2uthorized access, or any similar tenn referring to situations where persons other 
than authorized users and for other than authorized purposes have access or potential access to 
P~ or covered Information, whether physical, electronic, o~ In spoken word or recording. 

Browsing: · · 
Requests for or queries of SSA-prpvided data for purposes not retated to the performance of official 
job duties: ·. · 

Choke Polnt: 
The firewatl between a loc:a! m:tw'ork and the Internet fs considered a choke point ln network 
security', becc:use any attacker would have to come through that channel, which is typlcally 
protected and monitored. ' · 

Cloud Computing: · 
The temi refers to· Intemet-tias.ed computing and is derived from the cloud drawing representing 
the Internet in computer network diagrams. Ooud computlng providers detiver on-demand online 
computing resourceS (e.g., services; so~.-.·are apptications, data storage, and information) 
accesslble to thefr a.!S~omers by ma::ns of a web service ar browser. 

· Cloud Drive: . 
A croud drive Is a·~Veb-based servfc;e.thct'provldes storage space on a remote serv~r. 

CloudAudit~ 
CloudAudit is a sp:cification that provides doud computing service provfders a standard way to 
present and share detaHed, automated statistics about p:rformance and security. 

Commingling~ · 
Tne process by which cin EIEP.adjofns specific S?A-provfded d~ta. to specific pr~sting EIEP 
information according to a particular data-matdilng scheme. 

Degaussing:· 
Degaus.slng !s_the method of using a degausser (Le., a device that generates a magne:tic fie[d) rn. 
order to d[srupt magentic:aUy recorded information. Degaussing can ba effective for purging 
damaged media and tnedia with exceptionally large storage capacities. Degaussing is not effective 
fo:- purging non-magnetic· media (e.g.,.optiC31 discs). 

Dial-up~ · · 
Sometimes used synonymous(y with dial-in, refers to dfgital data transmissfon over the wires of a 
Toca! telephone rie~work. 

Function; . . 
One or more persons or organizational components asstgned to serve a particular pu~pose, or 
perform a particular role. A!so, the puipOse, actlvlty, or role asslgned fo on~ or more persons or 
organizational ~omponents. 
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Hub: 
As ft reiates to electronfc d3ta exchange wm, SSA, a hub Is an organization which performs 2s an 

. electronic information distribution 211d/or coflection point (.ind may afso be referred to as a Stat~ 
Transm!ssfon Component or STC). · · 

ICON: . 
Interstate Conmiction Networ'i< (various ent1ties use 'Connectivlty' rather than 'Connection') . . 
IV & V: 
independent Veriilcatiun and va·r:datloii 

Legacy system: . 
A term usuaHy referring to a corporate or organlzationa! computer system or n-e;twor'i< that utilJzes 
outmoded prcgrarnm!ng 1anguages, software, and/or hardware that typlc2Uy no longer recefve · 

· support from the original vendors or developers. · 

Manuaf Transactiom 
An operation (also referred to as a 'user-initiated transaction') whlch Is lnttlated at the vofition of a 
user rather than system-gene.rated within an automated process. · 

Exarnoie: A user ente;s a dfent's loformation fndudtng the ctlent's SSN on an Input screen an·d 
pre.ss~s the 'ENTER' key to acknowledge that tnput of data has been compteted. A nt';w screen 
appears with multiple options which indude 'VERIFY SSN' and 'COJ\'TINUE'. The user has the 
option to verify the cHent's SSN or perform alternative actions. 

Media Sanitization: 
• Dlsposal; Refers to the discarding (e.g:, ~ecyding) of media that contafns ·no sensitive or 

cof1flden"tl'a1 data. · · 

• C!eartng: This type of media sanltfZ?Jtfon Is considered to be adequate for protecting . . 
. Information from a robust keyboard attack. Cfeanng m·ust prevent retrieval of lnformation by 
data, disk; or file ~covery utilitio. Cleari:,g must be reslstcnt to keystroke recovery attempts 
executed from standard input devices and from qata scavenging tools. For example, 
overwriting !s an accept3b[e method for'dearir.g medfa. Deleting items, howev~r, is not 
sufficient for cl~ar(ng. · 

I .. Tots proctSs may Include overwriting a!l adr:il'ES!?able locations of the data, as \yell. as its loglcaf 
storage location {e.g., Its lite allocatton table}. Tne aim of the overwriting precess !s to reptc.ce 
or obfuscat~ existing infQrmation wfth random data. Most rewrite able media may be deared by 
a sinale overwrite. This method of santtizat:ion cannot be uttHzed on unwriteable or damaged 
media. . . -

•· · Purging: This type of media sanitization is a process that protects information from a 
laboratory attack. Tne tent15.dEaring and purg;ng are sometimes considered sy.i"J.onymous. 
However, for some media, dearing fs not suffident for purging (Le., protecting data from a 
laboratory attack).- Although most rewriteable media may.be cleared by a single overwrite, 
purging may require multipfe rewrites ustng different characters for eac~ write cyde .. 

Thfs is because a 'laboratory attack irwotves threats with the capability to emp!oy non-standard 
assets {e.g., specialized hardware} to attempt data recovery on media outslde of that media's · 
normal operating envlronment. 

Degaussing Is. also an example of an acceptable method for purging magnetic media. If purging 
media ls not a·viable method for scinitization, the media should be deStroyed, 
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• Destruction: Physical destruction ·cf media is th'a mo.st effective form of s3nitizatlon. Methods 
of destruction indude bumlng1 pulverizing, and shredding. Any reSidual mcdftlm .s:houtd pe able 
to wi~stand a laboratory attack. · 

Permission module~ 
A.utility or subprogram within an application which automatically enforces the relationship of a 
r€quest for or query of SSA-provfded data to an authorized process or transaction legitimBte!y 
initiated; e .g., verification of 3n SSN for fssuance of a driver license which C3n be triggert':!d only 
automatically from wlthln a state's driver license application, i"eGUests for Information from SSA by · 
an BEP's employee which ca11n·ot be Initiated unless the ElEP's client system has a record 

· cont3inTng the. 5SN of the individual for whlch information fs sought, etc. 

Screen Scraping: 

Screen scraping ls normally associated with the programmatfc coltection of visual data from a 
source. OMglnally, screen scraplng rcjerred to the practice of re_adlng text data from a computer­
d!splay terminal'~ screen. This was generally done by reading the terminal's memory through lts 
auxHlary port, or by connecting the terminal output.port of on~ computer system to an Input port 
on another.'Tne term screen scrapTng ls .also commonly used to refer to the bidirectionat exchange 
of date. - · 

A screen scrapEr mTght conilect to a legacy system vfa Telnet, emulate the keystrokes needed° to 
-·navigate the Jegacy user inq!rface, process the resulting dispfay output, extract the desired data, . 

. - and pass. it on to a modem system. · - · 

' 
More modem scrl*!n scraping techniques Include capturing the bltrnap data from a screen and 
ru·nnrng lt through an- optic.al ch,fracter reader engine.,.ar In me case of graphical user interface 
apptic:a~cns, querytng the graphfcal controls by programmatlcally obtaining references to their 
underlying programming objeq:s. · 

Security Brea ch: 
. . 

An act from outs:de an organtzatian that bypasses or cont~venes se~urity polldes~ practiC=i, or 
procedures; 

Security Incident: 

· - · - ·· · A fact-or event whlch·signifies Lie possibllity that-a breach-of security may be taking pface~ or may 
have taken p!ace .. AH thra:~ are security lncldeC'1~r but not all ~ecurify tncidents are threats. 

Security Vialatf on: 

An act from wlthln an org-anization that bypa.s.ses or contravenes security pq!rdes, pract:icas-, ·or 
procedures. · 

Sensitive data: · 

Information such as PIT and information provfded by SSA to an EIEP, the !o.ss; misuse, or 
unauthorized access to or modification of which, could adversely effect the national interest 'or the 
conduct of Federal programs, o(the privacy to which fndividuats are entitled under 5 U.S.C. Sectfon 
552a (the Privacy Act), but that has not been specific:afly authorized under criteria establJshed by 
an Executive 0:-der or an Act of Corigress to be kept classified tn the interest of national defense or 
foreign poltcy but ls to be protect€d in accordance w1th the require'me11ts of the Computer S~curity . 

- Act of 1987 (P.L.100-235). . . . . 
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SMDS {SwitchEd Multimegabit Data Seryice (SMDS}: . 
SMDS Is a t€1ecommuntcations service tlJ3t provides connectionles:;, high- performance, packet­
switcned data transport. Although not a pro~ocol, it.supports standard protocols and 
communications interfaces using current tEChnology. 

SSA-provided data/information; 
Synonymous wlth 'SSA-supplied data/information', defJr\~ information under the control ·af SSA 
prov(ded to an extem3t entity under·the terms of an lnformatlori exchange agreement ,,.,Ith SSA. 
The follow·fng are examp!es of SSA-provided d1;:ta/infonnation fnform:=tTon: 

~ 4 • • • • • 

• SSA's response to a request fro,n an EIEP for information from SSA (e.g,,, date of death) 

• SSA's response to a query from an BEP fur verific:ction of an SSM 

SSA da.ta/information~ 
Tnls Is term, som:times used Jnt~rc.hangeab[y with 'SSA·provlded data/information',· denotes 
infcrmaaon under the controf of SSA p:uvld~d to an external entity under the terms of an 
mformation ~xciiange agrsemant witii SSA. Howevar, 'SSA data/information' also ·jndudes 
!nformatlon providec} to the EIEP by a source other than SSA, but which Js attested by the EIEP to 
have been verified by SSA, or Is coupled with data from SSA as to the accuracy of the lnformatlon. 
The foUowing 2:n; examp!es of ~SA information: · - · 

• 

• 

• 

• 

·• 

SSN~ 

. . ~ . 
SSA's response to a request fro~ an EIEP for T_nformatlon from SSA (e.g.~ date pf death) 

· SSA's response to a query from an EIEP for verHjca~on of_an SSN 

D[spray by the E1EP of SSA's response to a query for verification cf an SSN and the 
assodatad SSN provlded by SSA · · 

DTsptay by the EIEP of SSA1s response to a query for verifiGtion of 2:n SSN and.the 
assocra~d SSN provided t,::> the EIEP by a sou re: other than SSA 

Electrontc records that contain only SSA's response to a que;y for verification ·of an SSN 
and the associafod ~SN whether provided to the EI~ by_ssA or a sou_rce other-than SSA 

S_ocial Se~urity Nu.mb~~ .. 

.'STC: 
A State Transmlsslon Component Is -an organlzc?;tlon which performs as an electron le infonnation 
distribution and/or c,:illectlon po!nt for one or more.other entitles (and may· also be referred to as a 
hl,lb). 

System-generated transactiom 
A transaction autom~tically triggered by an automated systef11 process. ·_ 

Exampf e: A user enters a citent's ·rnfmmation lndudfng the dfent's SSN on an input screen end 
presses the 'ENTER' ke:y to acknowledge that Input of data h3s ·been completed. An automate-ct 
process then matches the SSN against the user's organization's database and when no rn3tch ts 
found, automatically sends an electron[c-request for verifica~on of the SSN to SSA. 

Systems process: . . 
Refers to a software program module that rt.ins in th.e background within an automated batch, 
an line,· or other process. 
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Third Party~ 
Tn!s term pertain.s to an entity (person or organizatlon) provided access to SSA-provided 
tnfom,ation by an EIEP or other SSA busine$s partner for whfch one or more of the fol[owing apµly: 

• is not stipulated acceSs to SSA-provlded data by an informa~on-shariog agreement hetw~en 
an EIEP and S$A - -

• has no fnformatlon-sharing agreement \•,1th SSA · 
• is not directly authorized by SSA for access to SSA-provided data 

Transaction-driven: 
Tnis tenn pertains to an automatically initiated online query of or request for SSA Information by 
iln automated transaction proceSs {e.g., driver license fssuance, etc.) . . The query or request will 
on!y ocrur: rr prescribed conditions are met w1thfn ftte au~rnated process. 

Uncontrorled transaction: . . 
Tors term pertains to a transaction that ts not ca'ntrolled by a permission module (i.e.; not subject 
to a systematically enforced relationship to an authorized process or appHC3tlon or an exlstfng 
client record). · 
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9. Frequently Asked Questions O 
{Click links .for ans\vers or additional i.nformation) 

1. Q: What Is a breach of data? . 
A: Refer also tq Securitv Bread,; Secur;tv Indde;,t,.and Se:curitv VCofation. 

2. Q: What is employee browsinai 
A: Cilek hyperlink 

3. Q: 01<3.y, so the SDP was submttted. Can the Onsite Review be sc.r,eduled now7 
A~ Refer to Sc:ha:lulino the Onsite Review. 

4. Q: What Is a 'Permission Module'? 
A: CHck hyperlink 

5, Q: What !s meant by Screen Scraolno? 
A: Ciiek hypen!:1k 

6. Q: When does an SDP have to be subm[tted7 
A: ,Refer to When the SOP arid R.l\. are Reoufred. 

7. Q: Does an SDP have to be submitted when the agreement fs renewed? 
A: The SDP does not have to be submitted because the agreement between the EIEP 

and SSA was retLewed. TJ:]ere are, ho1,•1ever, circumstances that require ao SDP to be 
submitted. Refer to VJhen the SDP and RA are Reauired. 

8. Q: Is It acceptable to save SSA data with a veritled indicator on a (BEP} workstatlon as 
rong as the hard drive Is e11crypted? . If not, what options does the agency have? 

A: Tnere Is no probfem with an ElEP savfng SSA-provided Information to the enoypted 
hard drives of computers processing the data provided the lnfonnatfon ls retained only 
i:S provided for ln the ElEP's data-sharing agreement With SSA: Refer to· Data and 
Communicatfons Security·. · 

. . -
9. Q: Is cach!ng of SSA-provided data an EIEP workstations aHowed? 

A: caching during processing is not a problem. However; SSA-provided data must be 
deared from the cache when the vser exits the appHcation Jn which the data was ·used 
or accessed. Refer fo Data and Ccmmunfcatfons Securitv. - · · _ ... _ .. . 

·10. Q: What !s mea.nt by "lnterconnectfons to other systems"? · 
· A! As used In SSA's system security requ!rements document, the term "Interconnections" 

Is synonymous with "connections". 

11. Q: Is it acceptable to submit the SDP as a PDF file? 
A: No, tt rs not. · · 

12. Q: Should the SDP be v~ritten from the standpolnt of my agency's SVES acce55 itself, er 

is. 

from the standpoint of access to all data provided to us by SSA7 
A: The SOP is to encompass your agency's erectronic access to SSA-provided data as per 

the eTectronic data snaring agreement ber."leen your agency and SSA.. Refer to 
Dc:vefop1na the SD?. 

Q: Does having a ''transactfon-driven" system mean that employees cannot fnitiate a 
query to SSA and that a ~rmfss1on modure is not needed? - . 

A! Not neces....r:ari[y. "Transaction driven" basicall y means that queries, etc. are sutm[tted 
automatically (and it might depend on the transaction). Depending on the system 
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. . 

implerr,eritation, qw:ries might not be automatic or, If they are, manual transactions 
might still be psrmitted (for exa:nple, when sornetnlng needs to be corr~cte<i). Also, · 
even if a ~transaction-d,iveri" system is implemented in such a way·rnat m2nual . 
transactions cannot be performed, if the system does not require the user to be rn a 
partlctll3r application and/or the que~ to be for an exisUng record fn the EIEP's 
system before the system will allow a query ~o go through to SSA, it woulq still neei:,f 
a permission mociufe. 

16. Q: What fs an Onsite Compliance ~eview? . . . . 
A; TI1e On site Comptlance Review is· the: p:-oce:s:s whi:retn SSA perfonn.s periodic siti: visits 

to ft:5 Electronic Infonnation Exchange Partners {EIEP) to certify whether the EIEP1s 
technrcal, managerial, and operatlonal security measures for protecting data obtained 
elet'°t.IOnicaHy from SSA continue to confonn to the terms of the EIEPs' data sharing 
agreements with SSA and SSA's associated system security requlrement5 and · 
procedures. Refer to the Como~1ance RevTew Proo ram and Proc~s. 

17. . Q: What are the criteria for performf ng 3n Onslte Comptiance Revrew7 
A: Tne foll owing are criteria for parfarmlng the On site Compljance Rev_iew: 

• EIEP lnitfating new access or new access method for obtaining [nformation from 
SSA 

• EIEP1s cyclicar r:cview {previous revlew was perfomied remote[y) · 

• - EIEP nas made significant chang,'={s) in its operating or ~ecurity p!atform involving 
SSA-provided data 

• EJEP experienced a breach of SSA-pro.viaed person3lly Tdenttfyfng JnfoiTTlation (Pil) 

• EJEP has been determlned to be htgh-risk 

Refer ~I.so to the Review Detennfnatfon Ma~x. 

18. Q: What is a Remote CompllF<nce Review? 
A: The Remote Compliance Review Is me process wherein SSA conducts periodic 

meetings remotely (e.g., .via coi.,ference ca!ls) wfth its EIEPs to determrne wh.etner the 
EIEP's technical, managerial, .and operational sequity measures fur protecting .data 
obtained e!ectro:itcally from SSA continue to conform to the terms of the EIEPs' data 

· ·sh·aring agreements with SSA and SSA's associated system security requ[rements and 
procedure.s. Refer to the Comofiance Review Proaram and Process. · 

19. Q: What are the. criteria for performlng a Remote Compllance Review'? 
A: Each of the foflowing criteria must be S3tisfied for performing the Remote Compliance 

Review: 

.. 
• 

• 

• 

EIEP's cyclical review (previous revtew was performed onsite without findings er 
Issues for w~lch findings were cited have wen· satisfactorily resol.ved). 

EIEP has made no slgnificant change{s) ln its operati~ or security platform 
invotvlng SSA-provld~ data. 

EIEP h2s not. e;,:pe:ienced a breach of SSA-prnvTded person3Uy ldentffylng 
Information (PII) since its previous compliance review. 

EIEP has been determined to be low-risk 

R€fer also to the Reviev.' DEtermination Matiix . . 
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ATTACHMENT 5 
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A1TACH1\.1ENT 5 ·. 
Worksheet for Reporting Loss or.Potential Loss of Personally Identifiable 
Information 

1. Information about the indhidual ~nking the report to the NCSC: 

I Name: l . 
Position: I 
Deputy Commissioner LeYel OrE'"'c.!!ization: I 
Phone Numbers: . 
\Vork: I I Cell; I I Home/Other. I 
E-mail Address: I 
Check one of the foUo,viM: 

Management Official . l I Sev'"'Uritv Officer I I Non-M~ement 

. . . 
2. Information nbout the data that was lost/stolen: 

· Describe what was lost or stolm (e.g., case .file, MBR data); 

Which elemerrt(s) of PD did the data contain? 
Name . I . Bank Ac<:-0unt Info 
SSN . I Medic.al/Health Infonne:tion 
Date of Birth I Benefit Payment Info 
Place of Birth I 1\.fother's lvlaiden Name 
Address I Other ( de;cribe ); 

Estimated volume ofrec-0rds involved: 

3. How was the data physically stored, packaged and/or contained? 
Paper or Electronic? (circle one)": -

... -- -· ·-
If Electronic, what" e of de,ri.ce? 

09/27/06 

' 

-

I Worbmti.on I Server I· I CD/DVD l BlackberryPhone# ;.-.....;,,,;,__;_~~--~~~~~....:......;._~,;..._...;._~.._;--1 

Hard Drive I I Flo Disk I I USB Drive l I Othe:r ( desc-ribe): I 
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ATTACHMENT 5 09/27/06 

Additional Questions ifElectrorric: 
I Yes I No !°Not Strre 

a. Was the device encrypted? I 
' I I 

b. ,vas fue device password protected? . I 1 i 
c. If a laptop or tablet, was a VPN SmartCard lost? I i 

t ! 

Cardholder's Name: 
Cardholder's SSA loe.on PIN: 
Hardware Makel.Model: .. 
Hardware Serial Number: 

Additioruu Questions if Paper: . 
Yes I No Not Sure 

a. Was the information in a locked briefc8.3e? I 
b. Was the information in a locked cam.net or drmver? I 
c. Was the irtfo:rmationin a locked vehlde trunk? 

' 
I 

d. Was the infonnation redacted?_ I 
e. Other circumste.nc-es: 

. . 
4. If the employee/contractor who wns in possession of the data or to whom the 

data was ~si,,,crned fs not the person making t~e report to the ~csc (~ listed in 
#1), information about this employee/contrnc~r~ 

Name: l 
Position: I 
l)eputy Commissioner Level Orge.nization: I 
Phone Numbers: 

. Work: I __ ,,, --. I Cell: } . . .. - . -1, Home/Other: I . . 

E-mail Ad<lr~ss: I 

5. Circumstances of the 1oss: 
a When was it Iostlstolen? 

b . .Brief description c,f how the loss/theft occurred: · 

- -
c. \Vnen was it.reported to SSA management official (date and time)? 

6. Have any other SSA components been contacted? If so, who? (IncJude deputy 
commissioner le"·el, agency le\·el, regional/associate leYel component names) 

........ ... . . . ··· ·- ........ . . . . .. .... ... . .... ... ... . . . - . . .... . . 
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7. \VIJ,kh nports have been ·filed? (mclode FPS, local police, and SSA reports) 

Report Filed Yes! No Reoort Number 
F edera1 Protecth.~e Service . I 
Local Police - I 

I Yes I No 
SSA-3114 (Incident Alert) ., l t 
SSA-342 (Reoort of Smvey) I J 
CY.her (descnbe)' 

- . 

8, Other pertinent information fmc]ude actions under wayJ as wel,1 as any ~cintacts · 
with other ngenc;ies, law enforcement or the press): · 



I 
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RECERT[FICATlON OF THE COMPUTER J\tA.TCHING AGREEtVIENT 
BETV~'EEN 

THE SOC£AL SECUIUTY ADivllNISTR.\TlON (SSA) 
AND 

THE HEALTH A.~TI Hrn'vlAN SERVICES AGENCY OF CALIFOR:~IA 
(STATE AGENCY} 

SSA Match #6UU3 

Page 63 of 66 

Under the applicable provisions of the Privacy Act of 1974, amended by Hie Computer ~fatching 
and Privacy Protection At..:l (CI\-fPPA) of 1988, 5 U.S.C. § 552a(o)(2), n computer matching 
agreement wil] re-main in effect for a period not lo exceed 18 months. \Vithin 3 months prior to 
the ex pi ration of su<.:h computer matching agreement, however, the Data Jntegrity 8oa1d {DlB) 
may, without additional revie,v, renew the computer matching ugreement fo r a current, ongoing 
matching program for a period not to exceed 12 additional months if: 

I. rnch program wtll be conducted without any changes; ,md 

2. each part:,r to the agreement ccrtifit:s lo the OTB in ,vriting thul lhe program has been 
conducted in compliance ,~·ith lhe agreement. 

The following match meets the conditions for renewal by this rt:certificntion: 

L TITLE OF MATCH: 

Comp mer Matching and Privacy Protection Act Agreement Between the Sociat Security 
Adminislrnlion and the Health and Human Services Ag~ncy of California (Maleh #6003) 

[I. PAR TIES TO THE MATCH: 

Recipient Agency; The Health and Human Services of California (State Agency) 

Source Agency: Soda! Security Admioistrntion (SSA) 

m. PURPOSE OF THE AG REEM ENT: 

This CMPPA Agreement between SSA auu the State Agency, sets forth the terms and 
conditions governing tlisclosures nf records, information, or data ( coltectivel y referred to 
herein. "da(a" ) made by SSA to the Stale Agency that n<lministcrs federnHy funded benefit 
programs under various provisions of tbe Social Security Act (Act). such as sect con 113 7 
(42 U.S.C. § 1320b-7) , induding tile state-funded state supplementary pJyment programs 
untler title XVI nf the AcL Under sec~ion 1137 of the Act, the Swte AgcnCi' is required 
lo u~e an income and e1igibility verification system to adniinister spedfied federally 
fundt:tl benefit programs, including the state-fuudcu state supplementary payment 
programs under title XVI of the Ac( . To as5ist the Stale AgenC}' in determining 
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entitkmcnl to and eligibility for benefits under those programs, as well as other fcdi.:ra!ly 
funded ber.c fit programs, SSA discloses tertain data about app!icams for stale henefi ts 
from SSA Privacy Act Sy~tems of Records and verifies the Social S1icurity m1mbcrs of 
lhe applicants. 

IV. ORIGINAL EFFECTIVE AND EXPIRATION DATES OF THE tvlATCH: 

Effective Date: July l, 2012 
December 31, 2013 Expiration Da,e: 

V. RENEW AL AND NEW EXPJRA TJON DATES: 

Renewal Dme: January I, 2014 
New Expiration Date: Det:e.mber 31, 20"! 4 

VI. CHANGES: 

By this recwincation, SSA and the Stale Agency make the following non-.rnbsumtive 
changes to the computer mulching agrcemr.ml: 

In Artlck XJV, "Points of Cont:.11.:t;· information under sub.set:lion A, "SSA Point of 
Contnct, Regionai Office," should be deh!ted in its en[irely and replaced with the 
following: 

Dolores Dunuuchic, Director 
San Francisco Regional Offic~. Center f m Programs S uppor( 
1221 Nevin Ave 
Ric.:hmond CA 9480 l 
Phom:: (510) 970-8444/Fax: (5 I 0) 970-8 UH 
Dolorcs.Dunnachie@s!ia . !:!OV 
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Social Securit\' Administrntion 

Source AQ:enCY Certification: 

As the uu1hofrLt:<l represcIHutivc of the source agency named above, [ certify th~t: ( l) the 
subjr;:ct matching progrnm 'Nas c;onciuc[ed in compliance with the existing computer 
nmtch:ng agreement between the partit:s; ,rnd (2) the suojett nrn{chkg program wm 
con[inue witl:oul any <.fomge for an additional 12 months, subjt:cl lo the approval of the 
Data lnlegrily Board of t he Soc.:ial Security Administration. 

Orncc M.-Kim ' 
Regional Commissioner 
San Francisc:o 

Dilte it ) t;, ·\ u~ 
' 

Dnta J r.te~6tv Board Cenification: 

As Chuir cf the Dal a [ntcgricy Board of the ~aurce agency named above, I certify that: 
{1) the i,;uhjecl matching program wLL<:. conductetl in compliance with the cxj~tiug 

· computer matching agreement hct\vcen lhe parties; and (2) the suujec:t matching progrnm 
\Vill continue wlthout any chunge for an udditionul 12 months. 

/ 

-:- 1h l-i.-e~c.9-'-rD'lcu. &zL __ 
K.inc::n ) . ~·!enc:~ ' · . -
Ck.u- • 
fh!.u lntc~ty Board 

D~te_ ~lll ['' t?? ___ _ _ 

I 
. f 
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Health und Human Sen'kcs Agencv of C:difornia 

Reccnient ,1-\.1_rcnc\' Certification: 

As 1he autho6zed representati\•e of the recipit:nl agency named above, l certify that: 

Page 66 of 66 
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( l) the subject matching program was conducted in complram:e with the exi~ting 
computer mntcbing <'.greement bi;twc·::!n the parties; and (2) the subject matching program 
will continue \Vithout uny change for Hn uddilionat 12 month-<., ~uhject to tht: approval of 
the Data Imegrity Bomd of (he Soci,il Security Administration. 

Diana S. Doot~y, Secretary 

Daie~ XJ,~13 
I 
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CERTIFICATION 

I, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly 
authorized to legally bind the prospective Contractor to the dause(s) listed belmv. This 
certification is made under the Jaws of the State of California. 

Cou1ractor/Bidder Firm Name (Printed) Federal ID Number 

B.v (Authorized Signature) 

. Printed Name and Title of Person Signing 

II Date Executed I Executed i11 tire Cou11ty af 

CONTRACTOR CERTIFICATION CLAUSES 

1. STATEMENT OF COivlPLL'\NCE: Contractor has. un]ess exempted, complied with 
the nondiscrimination program requirements. (Gov. Code§ 12990 (a·f) and CCR, Title 2, 
Section 8103) (Not applicable to public entities.) 

2. DRUG·FREE WORKPLACE REOUIREtvfENTS: Contractor ,vm comply with the 
requirements of the Drug·Frec Workplace Act of 1990 and wiH provide a drug.free 
workp]ace by taking the following actions: 

a. Publish a statement notifying employees that unlawful manufacture, distribution, 
dispensation, possession or use of a controHe<l substance is prohibited and specifying 
actions to be taken against emp]oyees for violations. 

b. Establish a Drug·Free Awareness Program to inform employees about: 

l) the dangers of drug abuse in the workplace; 
2) the personts or organization's poJicy of maintaining a drug·free workplace; 
3) any available counseling. rehabilitation and employee assistance programs; and, 
4) penalties that may be impose<l upon employees for drug abuse violations. 

c. Every employee who ,vorks on the proposed Agreement wiJl: 

1) receive a copy of the company's drug-free workplace policy statement; and, 
2) agree to abide by the terms of the company's statement as a condition of emplo)ment 
on the Agreement. 

Failure to comply with these requirements may result in suspension of payments under 
the Agreement or tennination of the Agreement or both and Contractor may be ineligib]e 
for award of any future State agreements if the department determines that any of the 
foUO\ving has occurred: the Contractor has made fa]se certification, or vioJated the 



certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et 
seq.) 

3. NATIONAL LABOR RELA TJONS BOARD CERTIFICATION: Contractor certifies 
that no more than one ( 1) final unappealable finding of contempt of court by a Federn1 
court has been issued against Contractor within the immediately preceding two-year 
period because of Contractor's failure to comply ,vith an order of a Fed era] court, which 
orders Contractor to comply with an order of the National Labor Relations Board. (Pub. 
Contract Code §10296) {Not applicable to public entities.) 

4. co1-rrRACTS FOR LEGAL SERVICES $50.000 OR i\·IORE- PRO BONO 
REOUIREi'vlENT: Contractor hereby certifies that contractor wiH comply with the 
requirements of Section 6072 of the Business and Professions Code, effective January 1, 
2003. 

Contractor agrees to make a good faith effort to provide a minimum number of hours of 
pro bono legal services during each year of the contract equal to the lessor of 30 
multiplied by the number of full time attorneys in the firm's offices in the State, with the 
number of hours prorated on an actual day basis for any contract period of less than a full 
year or 10% of its contract with the State. 

Failure to make a good faith effort may be cause for non-renewal of a state contract for 
lega] services, and may be taken into account when determining the award of future 
contracts with the State for legal services. 

5. EXPATRIATE CORPORA TIO NS: Contractor hereby declares that it is not an 
expatriate corporation or subsidiary of an expatriate corporation within the meaning of 
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the 
State of California. 

6. S\VEATFREE CODE OF CONDUCT; 

a. AH Contractors contracting for the procurement or laundering of apparel, garments or 
corresponding acccs.sories, or the procurement of equipment, materials, or supplies, other 
than procurement rclnted to a public works contract, declare under penalty of perjury that 
no apparel, gannents or corresponding accessories, equipment, materials, or supplies 
furnished to the state pursuant to the contract have been laundered or produced in whole 
or in part by sweatshop labor, forced labor, convict labor, indentured labor under penal 
sanction, abusive fonns of child labor or exploitation of children in sweatshop labor, or 
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under 
penal sanction, abusi"ve forms of child labor or exploitation of children in sweatshop 
labor. The contractor further dec1ares under penalty of perjury that they adhere to the 
s,veatfree Code of Conduct as set forth on the California Department of Industrial 
Relations website located at www.dir.ca.~.mv, and Public Contract Code Section 6108. 

b. The contractor agrees to cooperate fully in providing reasonable access to the 
contractor's records, documents, agents or employees, or premises if reasonably required 
by authorized officials of the contracting agency, the Department of Industrial Relations, 
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CERTIFICATION 

I, the official named below, CERTIFY Ut{DER PENAL TY OF PERJURY that I run duly 
authorized to legally bind the prospective Contractor to the clause(s} listed below. This 
certification is made under the laws of the State of California. 

Contractor/Bidder Firm Name (Printed) Federal ID Number 

By (Authorized Signature) 

Printed 1Vame and Title of Person Signing 

Date Er:ecutcd II Executed in the Cormty of 

C0:;\1RACTOR CERTIFICATION CLAUSES 

1. STATEf\.·1ENT OF COMPLIANCE: Contractor has, unless exempte<l, complied with 
the nondiscrimination program re{luirements. (Gov. Code §12990 (a-f) and CCR, Tit1e 2, 
Section 8103} (Not applicable to public entities.) 

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the 
requirements of the Drug-Free \Vorkplace Act of 1990 and ,viU provide a drug-free 
work-place by taking the following actions: 

a. Publish a statement notifying employees that un]awfu1 manufacture, distribution, 
dispensation. possession or use of a controlled substance is prohibited and specifying 
actions to be taken against employees for violations. 

b. EstabJish a Drug-Free A,vareness Program to inform employees about: 

1) the dangers of drug abuse in the \Vork-p)ace; 
2) the person's or organization's policy of maintaining a drug-free "rnrkplace; 
3) any available counseling, rehabilitation and employee assistance programs; and, 
4) penalties that may be imposed upon employees for drug abuse violations. 

c. Every employee who ,vorks on the proposed Agreement ,viU: 

1) receive a copy of the company's drug-free workplace policy statement; and, 
2) agree to abide by the terms of the company's statement as a condition of emplo)ment 
on the Agreement. 

Failure to comply with these requirements may res uh in suspension of payments under 
the Agreement or termination of the Agreement or both and Contractor may be ineligible 
for award of any future State agreements if the department determines that any of the 
following has occurred: the Contractor has made false certification, or violated the 



certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et 
seq.) 

3. NATIONAL LABOR RELATIONS BOARD CERTIFICATION: Contractor certifies 
that no more than one (1) fina1 unappcalable finding of contempt of court by a F edera) 
court has been issued against Contractor within the immediately preceding two-year 
period because of Contractors fai]ure to comply with an order of a F edcra1 court, which 
orders Contractor to comply \Vith an order of the National labor Relations Board. (Pub. 
Contract Code§ 10296) (Not applicable to public entities.) 

4. COJ\"TRACTS FOR LEGAL SERVICES $50.000 OR MORE- PRO BONO 
REOUIREivtENT: Contractor hereby certifies that contractor will comply with the 
requirements of Section 6072 of the Business and Professions Code, effective January 1, 
2003. 

Contractor agrees to make a good faith effort to provide a minimum number of hours of 
pro bono legal services during each year of the contract equal to the less.or of 30 
multiplied by the number of full time attorneys in the firm's offices in the State, with the 
number of hours prorated on an actual day basis for any contract period ofJess than a fu]l 
year or 10% of its contract with the State. 

Failure to make a good faith effort may be cause for non-renewal of a state contract for 
1egal services, and may be taken into account when determining the award of future 
contracts with the State for legal services. 

5. EXP ATRIA TE CORPORATIONS: Contractor hereby declares that it is not an 
expatriate corporation or subsidiary of an expatriate corporation \Vithin the meaning of 
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the 
State of California. 

6. S\VEA TFREE CODE OF CONDUCT: 

a. All Contractors contracting for the procurement or laundering of apparel, garments or 
corresponding accessories, or the procurement of equipment, materials, or supplies, other 
than procurement related to a public works contract, declare under penalty of perjury that 
no apparel, garments or corresponding accessories, equipment, matcrialsr or supplies 
furnished to the state pursuant to the contract have been laundered or produced in whole 
or in part by sweatshop labor, forced labor, convict labor, indentured labor under penal 
sanction, abusive forms of child labor or exploitation of children in sweatshop labor, or 
with the benefit of sweatshop labor, forced labor, convict labor, indentured Jabor under 
pcnaJ sanction, abusive forms of child labor or exploitation of children in sweatshop 
labor. The contractor further declares under penalty of perjury that they adhere to the 
Swcatfree Code of Conduct as set forth on the California Department of Industrial 
Relations website located at www.dir.ca.gov. and Public Contract Code Section 6108. 

b. The contractor agrees to cooperate fully in providing reasonable access to the 
contractor's records, documents, agents or employees, or premises if reasonably required 
by authorized officials of the contracting agency, the Department of Indus.trial Relations, 



or the Department of Justice to detennine the contractor's compliance with the 
requirements under paragraph (a). 

7. DOivIESTIC PARTNERS: For contracts over S 100,000 executed or amended after 
January 1, 2007, the contractor certifies that contractor is in compliance with Public 
Contract Code section 10295.3. 

DOI.NG BUSINESS \VITH THE STATE OF CALIFORJ,IA 

The following laws apply to persons or entities doing business with the State of 
California. 

1. C01'.1'FLICT OF INTEREST: Contractor needs to be a\vare of the foHowing provisions 
regarding current or fonner state employees. If Contractor has any questions on the 
status of any person rendering senices or involved ,vith the Agreement, the awarding 
agency must be contacted immediately for clarification. 

Current State Employees (Pub. Contract Code §10410): 

I). No officer or employee shall engage in any employment, activity or enterprise from 
which the officer or employee receives compensation or has a financial interest and 
which is sponsored or funded by any state agency, unless the employment, activity or 
enterprise is required as a condition ofregular state employment. 

2). No officer or employee shall contract on his or her o,vn behalf as an independent 
contractor with any state agency to provide goods or services. 

Former State EmpJoyees (Pub. Contract Code § 10411 ): 

l ). For the two-year period from the date he or she left state employment, no former state 
officer or employee may enter into a contract in which he or she engaged in any of the 
negotiations, transactions, planning, arrangements or any part of the decision-making 
process relevant to the contract while employed in any capacity by any state agency. 

2). For the twelve-month period from the date he or she left state employment, no former 
state officer or employee may enter into a contract with any state agency if he or she was 
employed by that state agency in a policy-making position in the same general subject 
area as the proposed contract within the 12-month period prior to his or her leaving state 
SCf\'lCC. 

If Contractor violates any provisions of above paragraphs, such action by Contractor shall 
render this Agreement void. (Pub. Contract Code § 10420) 

.Members ofboards and commissions are exempt from this section if they do not receive 
pa)ment other than pa)ment of each meeting of the board or commission, payment for 
preparatory time and pa)1nent for per diem. (Pub. Contract Code§ l0430 (e)) 

2. LABOR CODEi\VORKERS' COMPENSATION: Contractor needs to be aware of the 
provisions which require every employer to be insured against liability for Worker's 
Compensation or to undertake self-insurance in accordance with the provisions, and 



Contractor affinns to comply with such provisions before commencing the performance 
of the work of this Agreement. (Labor Code Section 3700) 

3. AivlERICANS \VITH DISABIUTIES ACT: Contractor assures the State that it 
complies with the Americans with Disabilities Act (ADA) of 1990, which prohibits 
discrimination on the basis of disability, as ,veU as all applicable regulations and 
guidelines issued pursuant to the ADA. (42 U.S.C. 12101 et seq.) 

4. CONTRACTOR NA~IE CH.ANGE: An amendment is required to change the 
Contractor's name as Jisted on thi.s Agreement. Upon receipt oflcgal documentation of 
the name change the State wiU process the amendment. Payment of invoices presented 
with a new name cannot be paid prior to approva1 of said amendment. 

5. CORPORA TE QUALIFICATIONS TO DO BUSINESS IN CALIFORNIA: 

a. When agreements are to be performed in the state by corporations, the contracting 
agencies ,viH be verifying that the contractor is currentJy qualified to do business in 
California in order to ensure that aU obligations due to the .state are fulfiHcd. 

b. ''Doing business" is defined in R&TC Section 23101 as actively engaging in any 
transaction for the purpose of financial or pecuniary gain or profit. AJthough there are 
some statutory exceptions to taxation, rarely will a corporate contractor perfonning 
within the state not be subject to the franchise ta.x. 

c. Both domestic and foreign corporations (those incorporated outside of California) must 
be in good standing in order to be qualified to do business in California. Agencies will 
determine whether a corporation is in good standing by calling the Office of the Secretary 
of State. 

6. RESOLUTION: A county, city, district, or other loca] public body must provide the 
State with a copy of a resolution, order, motion, or ordinance of the local governing body 
,,.focb by law has authority to enter into an agreement, authorizing execution of the 
agreement. 

7. AIR OR \V ATER POLLUTION VIOLATION: Under the State lmvs, the Contractor 
.shall not be: ( 1) in violation of any order or reso]ution not subject to review promulgated 
by the State Air Resources Board or an air poHution control district; (2) subject to cease 
and desist order not subject to review issued pursuant to Section 13301 of the Water 
Code for violation of waste discharge requirements or discharge prohibitions; or (3) 
finally determined to be in vio]ation of prmisions of federal law relating to air or water 
pollution. 

8. PA YEE DAT A RECORD FORtvl STD. 204: This form must be compiete<l by aH 
contractors that arc not another state agency or other governmental entity. 
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Fiscal Management and Accountability Branch (FMAB) Effecllvo October 14, 2014 

County Assignment Listing 

County Namo Analyst Name County Name Analyst Name County Name Analyst Name 
Alameda Susan Munoz Madera Valerie Ludington San Joaquin Shirley Rath 
AIP.ine Anita Valdivia Marin Brod Watson San Luis Obise,o Xerylle Almo)uela ··- ..... 
Amador Shlrlev Rath Marioosa EIY. Munoz San Mateo Julle Munoz 
Butte Jeff TraQnell Mendocino Shirley Rath Santa Barboro El~ Munoz 
Calaveras Jarrett Oovls Merced Scott Oros Santa Clara Tamara Martfeld 
Colusa Jeff irapnell Modoc Scott Oros Santa Cruz Jarrett Davis 
Contm Costa Shirley Rath .Mono Valerl0 Ludinqton Shasta Brad Watson 
Del Norte Irma Nieves Monterev Xervllc Almoluela Sierra Scott Oros -El Dorado Anita Valdivia Naoa Valcrle LudinClton Siskivou Tamara Martreld 
Fresno Susan Munoz Nevada Irma Nieves Solano Tamara Martfold 
Glenn Irma Nieves Orange Irma Nieves Sonoma Tamara Martfeld 
Humboldt Susan Munoz. Placer Leslie Fong Slanlslaus Shlrlcv Rath 
lmoerial Anita Valdivia Plumas Brad Watson SutterNuba Julie Munoz 
lnvo Elv Munoz Riverside Anita Valdivia Tehama Xerylle Almojuela 

" 
Kern Scott Oros Socramento Tamara Martfeld Trlnitv Tamara Martfeld . 

Anita Valdivia Ssn Benito Brad Watson Tulare Kings Susan Munoz -Lake Jeff Trar.nell San Bernardino Susan Munoz Tuolumne Julie Munoz 
Lassen Leslie Fonq San Dlecio Jarrett Davis Ventura Jarrott Davis 
Los Anqcles Brad Watson San Francisco Valerie Ludlnqton Yolo Susan Munoz 

sueorvisor: Susan Hcavons Sueervlsor: Mike Reeves Supervisor: Francino Manas 
(916 '145-0323 (916 327-4886 (916) 322-4847 

Jeff Traenell (916) 323-1819 Brad Watson {916) 327-8342 Leslie Fong 9161 323-1815 
Susan Munoz (916) 322-8043 Shirley Rath (916) 327-9501 Ell Munoz 916 I 323-1810 

Tamaro Martfeld {916) 445-7438 Julie Munoz (916) 323-1817 Xerylle Almolucla 916 I 327-9882 
Jarrett Davis (916} 324-7:228 Anita Valdivia {916) 327-4884 Valerie ludln9ton 916) 322-1947 

V.:icant Scott Oros {916) 324-0235 Vacant 
Vacant 

Branch Chief: Susan Kinq 
(916 323-6698 

Irma Nieves (916) 323-2087 
Rosie Porraz: C91Gl 324-3on 
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