STATE OF CALIFORNIA
STANDARD AGREEMENT AGREEMENT NO. 14-705

STD 213_DHCS (Rev 01/13)
AGREEMENT NUMBER

14-90056
1. This Agreement is entered into between the State Agency and the Contractor named below:
STATE AGENCY'S NAME (Also known as DHCS, CDHS, DHS or the State)
Dedartment of Health Care Services
CONTRACTOR'S NAME (Also referred to as Contractor)

County of Fresno

2. Theterm of this Agreementis: ~ July 1, 2014
through June 30, 2017

3. The maximum amount of this Agreement is:  $ 42,338,088
Forty-Two Million, Three Hundred Thirty-Eight Thousand, Eighty-Eight Dollars
4. The parties agree to comply with the terms and conditions of the following exhibits, which are by this reference made a
part of this Agreement.

Exhibit A — Scope of Work 2 pages

Exhibit A, Attachment | — Program Specifications 39 pages

Exhibit B — Budget Detail and Payment Provisions 20 pages

Exhibit B, Attachment | — Funding Amounts 1 page

Exhibit C * — General Terms and Conditions (GTC-610) GTC 610 ¢

Exhibit D (F) — Special Terms and Conditions 26 pages W 2

Exhibit E — Additional Provisions 4 pages g2

Exhibit G — Privacy and Information Security Provisions 31 pages Zj ?:3’

Exhibit G, Attachment | — Social Security Administration Agreement 66 pages e 83’6
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Items shown above with an Asterisk (*), are hereby incorgorated by reference and made part of this agreement as if attached hereto.
These documents can be viewed at http:/iwww.dgs.ca.gov/ois/iResources/StandardContractLanguage.aspx.

IN WI"‘f‘NEgé \M—IEREOF, this Agreement has been executed by the parties hereto.

CONTRACTOR California Department of
General Services Use Only

CONTRACTOR'S NAME (if other than an individual, state whether a corporation, partnership, etc.)

DATE SIGNED (Do not type)

G d

PRINTED NAME AND TITLE OF PERS

A
231 Tulove St R 300

Freave (B Q2972
STATE OF CALIFORNIA
AGENCY NAME

Department of Health Care Services

BY (Authonzed Signature) DATE SIGNED (Do not type)

ZD e ~16- /5

PRINTED NAME AND TITLE OF PERSON SIGNING Exempt per: DGS memo dated
‘ChristinaSoares, Chief, Contracts and Purchasing 07/10/96 and Welfare and Institutions
ADDRESS Code 140867 .4

1501 Capitof Avenue, Suite 71.5195, MS 1403, P O Box 997413,
Sacramento, CA 95899-7413
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County Conlract
County of Fresno
#14-80058
Exhibit A

Exhibit A
Scope of Wark

Service Overview

Contractor agrees to provide to the California Depariment of Health Care Services {(DHCS) the
services described herzsin.

State and the Contracter enter into this contract by authority of Chapter 3 of Part 1, Division 10.5 of
the Health and Safety Code (HSC) and with approval of Contractor's County Board of Supervisors
{or designee) for the purpose of providing alcohol and drug services. State and the Coniractor
identified in the Standard Agreement are the only parties to this Contract. This Contract is not
intended, nor shall it be construed, to confer rights on any third pary.

State and the Contractor enter into this coniract for the purpose of identifying and providing for
covered Drug Medi-Cal {DMC) services for substance use ireaiment in the Contractor's service
area pursuant to Sections 11848.5(a) and {b} of the Health and Safely Code (hereinafier referred fo
as HSC), Sections 14124.20, 14021.51 — 14021.53, and 14124.20 - 14124.25 of the Welfare and
Institutions Code (hereinafter referred to as W&IC), and Title 22 of the Califernia Code of
Regulations (hereinafter referred to as Title 22), Sections 51341.1, 51490.1, and 51516.1.

State and the Contractor enter into this contract by authority of Titie 45 of the Code of Federal
Regulations Pari 96 {45 CFR Part 98}, Subsiance Abuse Prevention and Treatment Block Granis
{SAPT Block Grant} for the purpose of planning, carrying out, and evaluating activities to prevent
and treat substance abuse. Bfock Grant recipients must achere to SAMHSA's National Ouicome
Measures (NOMs).

The objective is to make substance use treatment services available to Medi-Cal beneficiaries
through utilization of federal and state funds available pursuant to Title XIX and Tille XXI of the
Social Security Act for reimbursable covered services rendered by certified DMC providers.
Service Location

The services shall be perdormed at applicable facilities in the County of Fresno.

Service Hours

The services shall be provided during the working hours and days as defined by the Contractor,

Page 1 of 2



County Contract
County of Fresno
#14-90056
Exhibit A

4,

5.

Project Representatives

A. The project representatives during the term of this Agreement will be:

Department of Health Care Services
Contract/Grant Manager:Mike Reeves
Telephone: {816) 327-4886

Fax: (218} 323-0553

Email: Michasl reeves@dhcs.ca gov

Contractor's/Grantee’'s Name

County Administrator
Telephone: (558} 600-9180
Fax: (559) 6800-7673

B. Direct all inguiries to:

Department of Health Care Services

Department of Health Care Services
SUD PTRSD - FMAB

Adtention; lrma Nieves

Mail Station Code 2628

FP.0O. Bex 9597413

Sacramenio, CA, 95893-7777

Telephone: {316} 323-2087
Fax: {918) 323-0653
Email: Irma.nieves@dhcs.ca.goyv

Contractor's/Grantee's Name

Fresno County Dept. of Behavioral Health

Attention: County Administrater
4444 East Kings Canyen Road

Fresno, CA 93702-3604

Telephone: {559} 660-8180
Fax: {559) G00-7573

C. Either paity may make changes to the information abeve by giving written notice to the other

party. Said changes shall not require an amendment to this Agreement.

See Exhibit A, Attachment |, for a detailed description of the services to be perdformed.
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County Contract
Counly of Fresno
#14-50056

Exhibit A, Attachment |

Exhibit A, Aftachment |
Program Specifications

Part | - General

Additional Conlract Restrictions

This Contract is subject to any additional restrictions, limitations, or conditions enacted by
the Congress, or any staluie enacted by the Congress, which may affect the provisions,
terms, or funding of this Contract in any manner.

Nullification of Drug Medi-Cal (DMC) Treatment Program substance use disorder services
{if applicable}

The pariies agree that if the Contracter falls to comply with the provisions of Welfare and
Institutions Code (W&I) Section 14124.24, all areas related to the DMC Treatment Program
substance use disarder services shall be null and void and severed from the remainder of
this Contract.

~ In the event the Drug Medi-Cal Treatment Program Services compenent of this Contract
becomes null and void, an updated Exhibit B, Attachment [ will take efiect reflecting the
removal of federal Medicaid funds and DMC State General Funds from this Contract. All
other requiremenis and conditions of this Contract will remazin in effect untit ameanded or
terminated.

Hatch Act

Coniractor agrees to comply with the provisions of the Hatch Act (Title 5 USC, Sections
1501-1508), which limit the political activities of employees whose principal employment
activities are funded in whole or in part with federal funds.

MNo Unlawful Use or Unfawiul Use Messages Regarding Drugs

Coniractor agrees that information produced through these funds, and which pertains to
drug and alcohol- related programs, shall contain a clearly writlen statement that there shall
be no unfawful use of drugs or alcoho! associated with the program. Additionally, no aspect
of a drug or alcohol- related program shalf include any message on the responsible use, if
the use is untawful, of drugs or alcohot (HSC Section 11999-11989.3). By signing this
Conlract, Contractor agrees that it will enforee, and will require its Subcontractors to
enforce, these requirements.
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County Contract
County of Fresno
#14-90056

Exhibit A, Affachment |

Noncompliance with Reporting Requirements

Contractor agrees that the State has the right to withhold payments until Conlractor has
submitted any required data and reporis to the State, as identified in Exhibit A, Altachment
I, Part Il — Reporiing Requirements, or as identified in Document 1F{a), Reporting
Requirements Matrix for Countias.

Limitaticn on Use of Funds for Promotion of Legalization of Controlled Substances

None of the funds made available through this Coniract may be used for aniy activity that
promotes the legalization of any drug or other substance included in Schedule | of Section
202 of the Controlled Substances Act {21 USC 812).

Restriction on Distribution of Sterile Needles

No funds made available through this Contract shall be used to carry out any program of
distributing sterile necdles or syringes for the hypodermic injection of any illegal drug unless
the State chooses to implement a demonstration syringe services program for injecting drug
users with Substance Abuse Preventicn and Treatment Block Grant funds.

Heaith Insurance Portability and Accountability Act {HIPAA) of 1998

If any of the werk performed under this Contract is subject o the HIPAA, then Contractor
shall periorm the work in compliance with all applicable provisions of HIPAA. As identified
in Exhibit G, the State and Couniy shall cooperate to assure mutual agreement as fo those
transactions hetween them, to which this Provision applies. Refer o Exhibit G for additional
information.

1. Trading Partner Requirements

{a) Mo Changes. Contractor hereby agrees that for the personal health
information {Infarmation), it will not change any definition, data condition ar
use of a data element or segment as proscribed in the federal HHS
Transaction Standard Regulation. (45 CFR Part 162.915 (a))

(o) No Additions. Coniractor hereby agrees that for the information, it will nat
add any data elemenls or segments to the maximum data set as proscribed
irt the HHS Transaction Standard Regulation. (45 CFR Part 162.915 (b))

{c) Mo Unauthorized Uses. Condractor hereby agrees that for the Information, it
will not use any code or data elements that either are marked “not used” in
the HHS Transaction's Implementation specification or are not in the HHS
Transaction Standard’s implementation specifications. {45 CFR Pari
162.915 (c))

Page 2 of 38



County Contract
County of Fresno
#14-90056

Exhibit A, Attachment |

(d) No Changes to Meaning or Intenl. Contractor hereby agrees that for the
Information, it will not change the meaning ar intent of any of the HHS
Transaction Standard’s implementation specification, {45 CFR Part 162.915

{dh
Concurrence for Test Modifications to HHS Transaction Siandards

Conlractor agrees and understands that there exists the possibilily that the Stats or
cihers may request an extension from the uses of a standard in the HHS
Transaction Standards. If this occurs, Contractor agress that it will participate in
such fest modifications.

Adequale Testing

Confractor is responsible 1o adequately test all business rules appropriate fo their
types and speciallies. If the Contraclor is acting as a clearinghouse for enrolled
providers, Contractor has obligations o adequately test alf business rules
appropriate to each and every provider type and specialty for which they provide
clearinghouse senvices,

Deficiencies

Contractor agrees fo cure transactions emars or deficiencies identified by the Siate,
and transactions errors or deficiencies identified by an enrofled provider if the
Contractor is acting as a clearinghouse for that provider. When County is a
clearinghouse, Contractar agrees to properly communicate deficiencies and other
partineni information regarding elecironic transactions to enrolled providers for
which they provide clearinghouse services.

Code Set Retention

Both Parties understand and agree o keep open code seis being processed or
used in this Agreement for at Ieast the current billing period or any appeal period,
whichever is longer.

Data Transmission Log

Both Parites shall establish and maintain a Data Transmission Log, which shall
record any and all Data Transmission taking place between the Parties during ihe
term of this Contract. Each Parly will take necessary and reasonable steps fo
ensure that such Data Transmission Logs constitute a current, accurate, complete,
and vnaltered record of any and all Data Transmissions bebtween the Parties, and
shall be retained by each Party for no less than twenty-four {24) months following
the date of the Dala Transmission. The Data Transmission Log may be maintained
on computer media or other suitable means provided that, if it is necessary to do so,
the information contained in the Data Transmission Log may be retrigved in a timely
manner and presented in readable form.
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County Coniract
County of Fresno
#14-80058

Exhibit A, Attachmenit |

Mondiscriminalton and Institutional Safeguards for Religicus Providers

Coentractor shall establish such processes and procedures as necessary to comply with the
provisions of Title 42, USC, Section 300x-65 and Title 42, CFR, Part 54, {Reference
Document 18}

Counselor Certification

Any counselor providing intake, assessment of need for services, treatment or recovery
planning, individual or group counseling {o paricipanis, patients, or residents in a DHCS
licensed or certified program is required lo be ceilified as defined in Title 8, CCR, Division
4, Chapter 8. (Document 3H)

Cuftural and Linguistic Proficiency

To ensure equal access lo quality care by diverse populations, each service provider
receiving funds from this contract shall adopt the federal Office of Minority Health Culturally
and Linguistically Appraopriate Service {CLAS) national standards {Document 3V).
Inlravenous Drug Use (IVDU) Treatment

Cantractor shall ensure that individials in need of VDL treatment shall be encouraged o
undergo alcohol and other drug (AOD) treatment (42 USC 300x-23{b) of PHS Act).

Tuberculosis Treatment
Contractor shall ensure the following related to Tuberculosis (TB):

1. Rouiinely make available TB services to each individuat receiving treatment for
alcohol and other drug use and/or abuse;

2. Reduce bamers to palienis’ accepting TB treatment; and,

3. DPevelop sirategies to improve follow-up monitoring, particularly after patients leave
treatment, by disseminating information through educational bulletins and technical
assistance.

Trafftcking Victims Proteclion Act of 2000

Contractor and its Subcontractors that provide services covered by this Contract shall
comply with Section 108{g) of the Trafiicking Viclims Protection Act of 2000 as amended
(22 U.5.C. 7104). For full text of the award term, go to:

http:ffwww. samhbsa qovarantsirafficking.aspx

Tribal Communities and Organizations
Contractor shall regularly assess {e.g. review population information available through

Census, compare to information obtained in CalOMS Treatment io determine whether
populalion is being reached, survey Tribal represenialives for insight in potential barriers)
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County Cantract
County of Fresno
#14-90056

Exhibit A, Aftachment |

the substance use service needs of the American IndianfAlaskan Native (AVAN) population
within the County geographic area and shall engage in regular and meaningful consuliation
and collaboration with elected officials of the tribe, Rancheria, or their designee for the
purpose of identifying issuesfbarriers to service delivery and improvement of the guality,
effectiveness and accessihility of services available to AIfNA communities within the
County.

Participation of County Alcohol and Drug Program Administrators Association of California.

Pursuant to HSC Section 11801(g). the AOP administrator shall pariicipate and represent
the county in meetings of the County Alcohol and Drug Program Administrators Association
of California for the purposes of representing the counties in thieir relationship with the state
with respect to policies, standards, and administration for alcohel and other drug abuse
SEeIVICES.

Pursuant to HSC Section 11811.5(c), ihe county alcohel and drug program administrator
shall attend any special meetings called by the Director of DHCS.

Youth Treatment Guidelines

Contractor will follow the guidelines in Document 1V, incorporalted by this reference, “Youth
Treatmant Guidelines,” in developing and implementing youth treatment programs funded
under this Exhibit, until such time new Youth Treatmen{ Guidelines are eslablished and
adopted. No formal amendment of this contract is required for new guidelines to apply.

Restrictions on Grantee Lobbying — Appropriations Act Section 503

No part of any appropriation confained in this Act shall be sued, other than for formal and
recognized executive-legislative refationships, for publicity or propaganda purposes, for the
preparation, distribution, or use of any kit, pamphlet, booklet, publication, radio, television,
or video presentalion designed {o support defeat legisiation pending before the Congress,
except in presentation to the Congress iisslf or any State legislaturs, except in presentation
to the Congress or any Siate legislative body itself.

No part of any appropriation cordained in this Act shall be used to pay the safary or
expenses of any grant ar contract recipient, or agent during far such recipient, related to
any activity designed to influence legislation or appropriations pending before the Congress
ar any State legisiature.

MNondiscrimination in Employment and Services
By signing this Contract, Contractor cerdifies that under the laws of the United States and

the State of California, incarporated into this Contract by reference and made a part hereof
as if set forth in full, Contractor will not unlawiully discriminate against any person.
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County Contract
Cotnty of Fresno
#14-90056

Exhibit A, Attachment |

Federal Law Requirements:

1. Title VI of the Civil Rights Act of 1864, Section 20004, as amended, prohibiling
discrimination based an race, colar, ar national origin in federally funded programs.

2. Title VIII of the Civil Rights Act of 1968 {42 USC 3601 et seq.) prohibiting
discrimination on the basis of race, color, religion, sex, handicap, familial status or
national origin in the sale or rentat of housing.

3. Age Discrimination Act of 1975 {45 CFR Part 80}, as amended (42 USC Sections
6101 — 6107), which prohibits discrimination on the basis of age.

4 Age Discrimination in Employment Act (28 CFR Part 1623)

5. Title 1 of the Americans with Disabilities Act {28 CFR Part 1630} prohibiting
discrimination against the disabled in employment

. Title It of the Americans with Disabilities Act {28 CFR Part 35) prohibiting
discrimination against the disabled by public entilies

7. Title li of the Americans with Disabilities Act {28 CFR Part 36) regarding access

3. Section 504 of the Rehabilitation Act of 1973, as amended (29 USC Section 794},
prohibiting discrimination on the basis of handicap

8. Executive Order 11246 {42 USC 2000{e) et seq. and 41 CFR Part 60) regarding
nondiscrimination in employment under federal contracts and coenstruction contracts
greater than $10,000 funded by federal financial assistance

0. Executive Order 13166 (67 FR 41455) to improve access to federal services for
those with imited English proficiency

1. The Drug Abuse Office and Treatment Act of 1972, as amended, relating to
nondiscrimination on the basis of drug abuse

12, The Comprehensive Alcchel Abuse and Alccholism Prevention, Treatment and
Rehabilitation Act of 1970 (P.L. 91-616), as amended, relating to nondiscrimination
on the basis of alcohol abuse or alcohalism.

Siate Law Reguirements:

1. Fair Emplayment and Housing Act {Government Code Section 12900 et seq.) and
the applicable regulations promulgated thereunder {California Administrative Cade,
Title 2, Section 7285.0 et seq.).

2. Title 2, Division 3, Aricle 8.5 of the Government Code, commencing wilh Section
11135,
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County Contract
County of Fresno
#14-90056

Exhibit &, Attachment |

3. Titie 8, Division 4, Chapter 8 of the CCR, commencing with Section 10800

4. Mo state or federal funds shall be used by the Contractor or its Subcontractors for
sectarian worship, instruction, or proselylization. Mo state funds shall be used by
the Contractor or its Subcontractors to provide direct, immediaie, or substantial
support to any religious activily.

8. Noncompliance with the requirements of nondiscrimination in services shall
conslitute grounds for state to withhold payments under this Contract or terminate
all, or any type, of funding provided hereunder.

This Contract is subject o any additional restrictions, limitaticns, or conditions enacted by

the federal or state governmenis after affect the provisions, terms, or funding of this

Contract in any manner.

Subconiract Provisions

Contractor shall include all of the foregoing provisions in afl of its subcontracts.
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County Contract
County of Fresno
#14-90056

Exhibit A, Attachment |

Exhibit A, Attachment |
Program Specifications

Part [l - Definitions

Section 1 - General Befinitions.

The words and terms of this Confract are intended to have their usual meanings unless a particular
or more fimited meaning is associated with their usage pursuant to Division 10.5 of HSC, Section
11750 et seq., and Title 8, CCR, Section 3000 et seq.

A.

"Available Capacity™ means the fotal number of units of service {bed days, hours, siots,
etc.) that a2 Contractor actually makes avaitable in the current fiscal year.

"Contracter’ means the county identified in the Standard Agreement or the depariment
authorized by the County Board of Supervisors to administer subsiance use disorder
programs.

"Corrective Action Plan” {CAP) means the written plan of action document which the
Caoniractor or its subconiracted service provider develops and submits to DHCS to address
or correct a deficiency or process that is non-compliant with faws, regulations or standards,

"County™ means the county in which the Contractor physically provides covered substance
use treatment senvices.

"Ceounty Realignment Funds” means Behavioral Health Subaccount funds received by
the county as per California Code Section 30025.

*Days’ means calendar days, unless otherwise specified.

"Dedicated Capacity” means the historically calculated service capacity, by modality,
adjusted for the projected expansion or reduction in services, which the Contractor agress
to make available to provide non-Drug Medi-Cal substance use disorder services to
persons eligibfe for Cantractor services.

"Final Allocation" means the amount of funds identified in the fast allocation letter issued
by the State for the current fiscal year.

"Final Settlement” means permaneant settlement of the Contractor's actuat allowabfe costs
or expenditures as determined at the time of audit, which shall be completed within three
years of the dats the year-end cost seitlement report was accapted for interim setilement by
the State. If the audit is not completed within three years, the interim seitlement shall be
cansidered as the final setflement.

“Interim Settlement™ means lemporary settiement of actual allowable cosis or
axpenditures reflecled in the Conlractor’'s year-end cost settiement report.
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County Contract
County of Fresno
#14-800585

Exhibit A, Attachment |

"Maximum Payable™ means the encumbered amount reflected on the Standard
Agreement of this Contract and supporied by Exhibit B, Attachment |

"Modality"” means those necessary overall general service activities to provide subsiance
use disorder services as described in Division 10.5 of the HSC.

“Non-Drug Medi-Cal Amount” means the contracted amount of SAPT Block Grant funds
for services agreed 1o by the State and the Contractor.

"Performance™ means providing the dedicated capacity in accordance with Exhibit B,
Altachment {, and abiding by the terms of this Exhibit A, including &il applicable state and
federal statutes, regulations, and standards, including Alcohol andfor Other Drug
Certification Standards {Dacument 1P}, in expending funds for the provision of alcohol and
drug services hergunder.

“Preliminary Settlement” means lhe setllement of anly SAPT funding for counties that do
include DMC funding.

"Revenue" means Contractor’s income fraom sources other than the State allocation.
"Service Area” means the geographical area under Contractor's jurisdiction.
"Service Element” is the specific type of service performed within the more general
service modalities. A list of the service modalities and service elements and service
elements codes is incorporated inte this Contract as Document 1H{a) “Service Code
Descriptions™,

“State” means the Depariment of Health Care Services or DHCS.

"Unit of Service" means the type of unit usad to quantify the service modalities/elements.
The units of services are listed below:

Support Services slaff howrs
Primary Prevention Services N/A
Secondary Prevention Services staff hours
Nonresidential Services (Outpatient and Aftercare) staff hours
Intensive Quipatient Services visit days
Residential Treatment Services bed days
rarcolic Treaiment Program
inpatient Detexification hed days
Qutpatient Detoxification slot days
Narcotic Replacement Therapy siof days
Methadone
Ancillary Services staff hours
Driving Under-the-influence persons served

"Utilization" means the total actual units of service used by clients and participants.
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County Contract
County of Fresno
#14-80056

Exhibit A, Attachment |

Section 2 — Definitions Specific te Drug Medi-Cal

The words and terms of this Contract are intended lo have their usual meaning unless a specific or
more limited meaning is associated with their usage pursuant to the HSG, Title 8, andfor Title 22.
Definitions of covered treatment modalities and servicaes are found in Title 22 (Document 2C) and
are incorporated by this referencs.

A,

"Administrative Costs" means the Conltractor's actual direct cosls, as recorded in the
Contractor’s financial records and supported by source documentation, to administer the
program or an aclivity to provide service to the DMC program. Administrative costs do nat
include the cost of treatment or other direct services {0 the beneficiary. Administrative costs
may include, but are not limited to, the cost of training, programmatic and financial audit
reviews, and activities refated to billing. Administrative cosis may include Contractor’s
overhead per the approved indirect cost rate proposal pursuant io OMB Circular A-87 and
the State Controller's Office Handbook of Cost Plan Procedures.

“Authorization” is the approval process for BMC Services prior te the submission of a
DG claim.

"Beneficiary" means a person who: {a) has been determined eligible for Medi-Cal; (b} is
not instilutionalized; {c} has a substance-related disorder per the "Diagnostic and Statistical
Manual of Mental Disorders HI Revised (DSM),” andfor DSM IV criteria; and {d} meets the
admission criteria to receive DMC covered services.

“Certified Provider” means a substance use disarder clinic andfor saleltite clinic location
that has received certification {o be reimbursed as a DMC clinic by the State to provide
services as described in Title 22, Celifornia Code of Regulations, Section 51341.1.

"Covered Services" means those DMC services authorized by Title XX or Title XXI of the
Sccial Security Act; Title 22 Section 51341.1; W&l Section 14124.24; and California’s
hedicaid State Plan.

“Direct Provider Contract” means a contract established between the Sfale and a Drug
Medi-Cal certified provider entered into pursuant to this Agreemaent for the provision of Drug
Medi-Cal services.

"Drug Medi-Cal Program™ means the state system whersin beneficiaries receive covered
services from DMC-certified substance use disorder treatment providers.

"Drug Medi-Cal Termination of Certification™ means the provider is no longer cenified to
pariicipate in the Drug Medi-Cal program upon the State's issuance of a Drug Medi-Cal
Termination of Certification Termination notice.

"Early and Periodic Sereening, Diagnosis, and Treatment Program (EPSDT)}" means
the federally mandated Medicaid benefit ihat entiiles ful-scope Medi-Cal-covered
beneficiaries less than 21 years of age to receive any Medicaid service necessary fo correct
or ameliorate a defect, mental iliness, or other condition, such as a substance-related
disorder, that is discovered during a health screening.
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“EPSDT (Supplamental Service)” means the supplemental individual outpatient drug-free
{ODF) counseling services provided to beneficiaries eligible for the EPSDT program,
Supplemental individual ODF counseling consists of any necessary individual substance
vse disarder counseling not othenvise included in the ODF counseling modality under the
DMC program.

“Previder Certification” means the provider must be ceitified in order to participate in the
Medi-Cal program.

"Federal Financial Participation [FFP)' means the share of federal Madicaid funds for
reimbursement of DMC services.

"Medical Necessity" means those substance use freaiment services that are reascnable
and necessary to protect life, prevent significant illness or disability, or alleviale severe pain
through the diagnosis and freatment of a disease, lliness, or injury or, in the case of
EPSDT, services that meet the criterfa specified in Tille 22, Seclions 51303 and 51340.1.

"Minor Consent DMC Services™ are those covered services thal, pursuant to Family Code
Section 6929, may he provided to persons 12-20 years old without parental consent.

“Narcotic Treatment Program” means an cutpatient clinic licensed by the State to provide
narcolic replacement therapy directed at stabilization and rehabilitation of persons who are
opiate-addicted and have a substance use diagnosis.

"Payment Suspension’” means the Drug Medi-Cal certified provider has been issued a
natice pursuant to W&1 14107.11 and is not authorized io receive payments afier the
payment suspension dale for DMC services, regardiess of when the service was provided.

“Perinatal DMC Services” means covered services as well as mother/child habilitative and
rehabiliiative services; services access (i.e., provision or arrangement of transporiation to
and from medically necessary treatment); education o reduce harmful effects of alcohaol
and drugs on the mother and fetus orinfant; and coordination of ancillary services (Title 22,
Section 51341.1(c} 4),

"Postpartum®, as defined for DMC purposes, means the 60-day peried beginning on the
last day of pregnancy, regardless of whether other conditions of eligibility are met. Eligibility
shall end on the last day of the calandar maonth in which the 60 day ocours.

“Post Service Post Payment (PSPP} Wtilization Review” means the review for program
compliance and medical necessily conducted by the State after service was rendered and
paid. State may recover prior payments of Federal and Slate funds if such review
determines that the services did not comply with the applicable statutes, regulations, or
standards {Cal. Code Regs. Tit. 22, Section 51341.1).

“Projected Units of Service" means the number of reimbursable DMC units of service,

based on historical data and current capacity, the Contractor expects to provide on an
annual basis.
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"Provider of DMC Services" means any person or enlity that provides direct substance
use freatment services and has been cerlified by State as mesting the standards for
participation in the DMC program set forth in the "DMC Certification Standards for
Substance Abuse Clinics®, Dacuement 2E and “Standards for Drug Treaiment Pragrams
{October 21, 1981)", Document 2F.

"Re-certification” means the process by which the ceriified clinic and/or satellite program
is reqguired to submit an application and specified documentiation, as determined by DHCS,
to remain eligible to participate in and be reimbursed in through the DMC program. Re-
certification shall occur no less than every five years from date of previous DMC
certification or re-certification.

“Satallite Site” has the same meaning as defined in the DMC Certification Standards for
Substance Abuse Clinics.

“Statewide Maximum Allowances {SMA}” means the maximum amount authorized to be
paid by DMC for each covered unit of service for cutpatient drug free, intensive gutpatient
treatmenl, perinatal residential, and Naltrexone treatment services. While the rates are
approved by lhe State, they are subject to change through the regulation process. The
SMA for FY 2014-15 is listed in the “Unit of Service™ table in Exhibit B, Parl V.

“Subcontract” means an agreement between the Coniractor and its Subcontraclors. A
Subcaontractor shall not delegate its obligation to provide covered services or othenvise
subcontract for the provision of direct patient/client services.

"Subcontractor” means an individual or entity that is DMC ceriified and has entered into
an agreement with the Contractor io be a provider of covered services. Il may also mean a
vendor who has entered inlo a procurement agreement with the Contractor to provide any
of the administrative functions related {o fulfilting the Contractor's obligations under the
ierms of this Exhibit A, Aftachment I

“Temporary Suspension™ means the provider is temporarily suspended from pariicipating

in the BMC program as authorized by W&I Section 14043.36{a). The provider cannet bill
for DMC services from the effective date of the temporary suspension.
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Exhibit A, Attachment |
Program Specifications

Part Il — Reperting Requirements

Contractar agrees that the State has the right to withhold payments until Contractor has submitied
any required data and reporis to the Stale, as identified in this Exhibit A, Attachment | or as
identified in Document 1F{a), Reporting Requirement Matrix for Counties.

A Quarterly Federal Financial Management Report {QFFMR)

The OFFMR must be submitted to reflect quarterly SAPTBG expenditures.

For the beginning of each federal award year, the due dates are:

tMarch 1 for the period QOctober through December
Jung 1 for the period January through March
September 1 for the period Apnl through June
December 1 for the period July through September

B. Year-End Cost Setifement Reports

Pursuant to W& Section 14124 24 Contractor shall submit to {he State, on Movember 1 of
each year, the following year-end cost setiement documents by paper or electronic
submission far the previous fiscal year:

1.

2.

Document 2P, County Certification Year-End Claim for Reimbursement

Pocument 2P(a) and 2P{b), Drug Medi-Cal Cost Report Forms for Intensive
Outpatient Treatment for Nan-Perinatal or Perinatal (if applicable)

Document 2P(c) and 2P({d}, Drug Medi-Cal Cost Report Forms for Qutpatient Drug
Free Individual Counseling for Non-Perinatal or Perinatal {if applicable}

Document 2P(e) and 2P{f), Drug Medi-Cal Cost Report Forms for Outpatient Drug
Free Group Counseling for Mon-Perinatal or Perinatal {if applicable}

Document 2P(g}, Drug Medi-Cal Cost Report Forms for Residential far Perinatal {if
applicable)

Document 2P{h} and 2P(i}, Drug Medi-Cal Expenditure Forms far Narcotic
Treatment Programs for Non-Perinatal or Perinatal {if applicable}

Electronic program as prescribed by the State that contains the detailed cost report data
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Drug Medi-Cal Claims and Reporis

Contractors or providers that bill the State or the County for services identfified in Section
51518.1 of Title 22 shall submit claims in accordance with the Department of Health Care
Services DMC Provider Billing Manual.

Claims for DMC reimbursement shall include only those services covered under Title 22,
Seclion 51341.1{c-d) and administrative charqes that are allowed under W&IC, Sections
14132.44 and 14132.47. '

1.

Contractor shall ceriify the public expenditure was made prior to submitting a claim
far reimbursement. Contractor shall submit the *Certified Public Expenditure” form
at the time of submitiing the elzctronic Orug Medi-Cal claim, 42 CFR Section
433.51. Contractor shall submit o the Siate the Drug Medi-Ca! Cerification Form
DHCS Form DBHCS 100224A {Document 4D} for each claim file submitted for
reimbursement of the federal Medicaid funds.

DMC service claims shall be submilted electronically in a Health Insurance
Portability and Accountahility Act (HIPAA) compliant format {837F). All adjudicated
claim information must be retrieved by the Contraclor via an 835 HIPAA compliant
format {Heallh Care Claim Payment/Advice).

The following forms shall be prepared as needed and retained by the provider far
review by State staff:

{a) Multple Billing Override Cerification (MC 6700}, Docurnent 2K
{b) Good Cause Certification {MC 6085A), Document 2L{a}
(c) Good Cause Ceriification {MC 6065B), Document 2L{b}

In the absence of good cause documented on the Good Cause Cerification (MC
6065A or 60658} form, claims that are not submitted within 30 days of the end of the
month of service shall be denied. The existence of good cause shall be determined
by the Staie in accordance with Title 22, CCR, Seclions 51008 and 51008.5.

Ceriified Public Expenditure County Administration

Separate from direct service claims as identified in #2 above, county may submil an
invaice far administrative costs for administering the DMC program on a quarterly
basis. The form requesting reimbursement shall be submitted to DHCS.

If while completing the WHilization Review and Quality Assurance reguirements of
this Exhibit A, Attachment |, Part V, Section 4 any of the Contractor’s skilfed
professional medical and personnel and direcily supporiing staff meet the criteria set
forth in 42 C.F.R. 432.50{d}{1}, then the Coniractor shall submit a written request
that specifically demonsirates how ihe skilled professional medical personnel and
girectly supporting staif meet all of the applicable criteria set forth in 42 C.F.R.
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432.50(3){1} and oullines the duties they will pedorim o assist the Depariment, or
the Depariment’s skilled professional medical personnel, in activities that are directly
related to the administration of the Drug Medi-Cal Program. The Department shall
respond to the Contractor's written request within 20 days with either a written
agreement pursuant to 42 C.F.R. 432.50{d)}{2) approving the request or & written
explanation as to why the Depariment does not agree that the Contracior's skilled
professional medical personne! and directiy supporting stafi do not meet the criteria
sel forth in 42 C.F.R. 432.50{d)(1}.

California Outcomes Measurement Systemn (CalOMS) for Treatment (CalOMS-Tx)

The CalOMS-Tx business rules and requirements are:

1.

Caontractor contracts with a software vendor that complies with the CalOMS-Tx data
collection system requirements for submission of CalOMS-Tx data. A Business
Associate Agreement {BAA} must be established betweean the Contraclor and the
software vendor. The BAA mus! state that DHCS is allowed e return the processed
CalOMS-Tx data to the vendor that supplied the dala to DHCS.

Contracter shalt conduct information technology {IT) systems testing and pass State
ceriification testing before commencing submission of CalOMS-Tx data. [fthe
Contractor stbconiracts with vendor for T services, Coniractor is responsible for
ensuring that the subcontracted IT system is tested and ceriified by the DHCS prior
to submitting CalOMS-Tx data. If Contracior changes or modifies the CalOMS-Tx IT
system, then Conlractor shall re-fest and pass state re-cerlification prior to
submitling data from new or madified system.

Electronic submission of CalOMS-Tx data is due 45 days fram the end of the last
day of the report month.

Contractor shall comply with data collection and reporting requirements established
by the BHCS CalCMS-Tx Data Collection Guide {Document 3J) and all former
Department of Alcoho! and Drug Programs Buletins and DHCS Information Notices
retevant {o CalOMS-Tx data collection.

Confraclor shall submit CalOMS-Tx admission, discharge, annua! update,
resubmissions of records containing errors or in need of comection, and “provider ne
activily” report records in an elecironic format approved by DHCS.

Contractor shall comply with the CalOMS-Tx Data Compliance Standards
esiablished by DHCS identified in Document 35S for reporting data content, data
guality, data completeness, reporiing frequency, reporting deadlines, and reporting
metheod.

Contractor shall participate in CalOMS-Tx informational meelings, trainings, and
conference calls.

Contractor shall implement and maintain a system for collecling and elecironically
submifling CalOMS-Tx data.
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Contractor shall meet the requirements as idendified in Exhibil G, Privacy and
Information Security Provisions and Exhibil G, Attachment | - SSA Agreement 2014,

Califernia Outcomes Measurement System (CalOMS) for Prevention (CalOMS-Py}

The CalOMS-Pv Business Rules and Requirements are:

1.

By ulilization of the CalOMS Prevenlion User Manual, Contractor shall comply with
requirernents which address the collection of information required in the SAPT Block
Grant.

Prevention services/activity dafa is 1o be reported by CalOMS-Pv by all funded
primary prevention providers. Services are to be reporied by the date of occurrence
on a menthly basis. Mo more than one week's data shall be aggregated into one
reporied service.

All CalOMS-Pv servicelaclivity data shall be reviewed by each county and released
to the State no fater than 30 days following the close of each quarier. The reporiing
guarters are: July through September; Octeber through December; Januvary through
March; and April through June,

Reporting progress on prevention goals and objectives via the Evaluation Meduls
within CalOMS-Pv shall be done on an annual basis. This information is due no
taler than September 30% of each fiscal fiscal year.

if the Contractor cannot submit CalOMS-Pv data by the established due dates, the
Contractor shall submit a written request for an extension. The DHCS will make a
decision and issue a writfen response on the requesl for an extension prior to the
established due date.

Contractor shall participate in CalOMS-Py informational meetings, trainings, and
canference calls.

CalOMS3-Tx and CalOMS-Pv Genera! information

1.

if the Contractor experiences system or service failure or other extraordinary
circumstances that affect its ability to timely submit CalOMS-Tx and/or CalOMS-Py
data, and or mest other CelOMS-Tx andfor CalCMS-Pv data compliance
requirements, Contractor shall report the problem in writing before the established
data submission deadlines. The written notice shall include a remediation plan that
is subject o review and approval by the Siate. A grace period of up to sixty (60)
days may be granted, at the State’s sole discretion, for the Contractor fo resolve the
problem befare non-DMC payments are withheld.
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if the Siate experiences system or service {ailure, no penalties will be assessed (o
the Contractor for late daiz submission.

Contracter shall comply with the treatment and prevention data quality standards
established by the State. Failure to meet these standards on an ongoing basis may
result in withholding non-DMC funds,

If the Cenfractor submits data after the esiablished deadlines, due to a delay or
preblem, Coniractor is still responsible for collecting and reporting data from time of
delay or groblem.

Drug and Treatment Access Report (DATAR)

The DATAR business rules and requirements are:

1.

The Condractor shall be responsible for ensuring that the Confractor-operated
treatment services and all freatment providers with whem Contractor makes a
coniract or otherwise pays for the services, submit a monthly DATAR reportin an
electronic copy format as provided by the State.

in those instances where the Coniractor maintains, either direcliy or indirectly, a
central intake unit or equivalent which provides inlake services including a waiting
list, the Contractor shall identify and begin submitting monthly DATAR reporis for
the central iniake unit by a date to be specified by the Stale.

The Contractor shall ensure that all DATAR reperts are submitied by either
Contractor-operated {reaiment services and by each subcontracted freatment
provider to the State by ihe 10" of the month foliowing the repert activity month.

The Contractor shall ensure that all applicable providers are enrolled in the Siale’s
web-based DATARWeb program for submission of data, accessible on the DHCS
website when execuling the subcontract.

If the Contracter or its subcontractor experiences system or service failure or other
exiracrdinary circumstances that affect its ability {o timely submit 2 monthily DATAR
report, andfor to meset data compliance requirements, the Contracior shall report the
problem in writing before the established data submission deadlines. The written
notice shall include a comeclive action plan that is subject to review and approval by
the Stale. A grace period of up to sixiy (60} days may be granted, at the State’s
sole discretion, for the Contracior 1o resoive the problem befare non-DMC payments
are withheld (See Exhibit B, Pari I, Section 2).

if the State experiences system or service failure, no penalties will be assessed o
Contractor for late data submission,

The Contracler shall be considered compliant if a minimum of 95% of required

DATAR reports from the Confractor's {reatment providers are received by the due
date.
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Charitable Choice

Coniractor shall submit annually the total number of referrals necessitated by religious
objection to cther alternative substance abuse providers. This information must be
submitied to DHCS in a format prescribed by DHCS and at time required by DHCS
{reference ADP Bulletin 04-5).

Subcordractor Documentation

Contracier shall reguire its Subconiracters that are not licensed or certified by the State fo
submit organizational documents to the State within thirty {30) days of its execution of an
initial subcantract, within ninety {80) days of the renewal or continuation of an existing
subcontract or when thare has been a change in Subcantractor name or ownership.
Organizational documents shall include the Subcontractor's Articles of Incorporation or
Parinership Agreements {as applicable), and business licenses, fictitious name permits,
and such other information and doecumentation as may be requesied by the State.

Faflure lo mest required reporiing requirements shall result in:

1. The BHCS will issue a Motice of Deficiency {Deficiencies} to Contractor regarding
specified providers with a deadline to submit the required data and a request for a
Corrective Action Plan (CAP) to ensure timely reporiing in the future. The State will
approve ot reject the CAP or request revisions to the CAP which shall be
resubmitled to the State within thirty (3G} days.

2. If the Contractor has not ensured compliance with the data submission or CAP
request within the designated timeline, then the State may withhald funds untit all
data is submitted. The Siate shall inferm the Contraclor when funds will be
withheld.

Page 18 0f 39



County Conlract
County of Fresno
#14-90056

Exhibit A, Attachment |

Exhibit A, Attachment |
Pregram Specifications

PART IV - Non-Drug Medi-Cal Substance Use Disorder Treatment Services

Section 1. General Provisions

A

Resirictions on Salaries

Contracter agrees that ne part of any federal funds provided under this Contract shall be
used by the Contracior or its Subcontractors 1o pay the salary and wages of an individua! at
a rate in excess of Level | of the Executive Schedule. Salary and wages schedules may be
found at http:fwwnw.opm.gov/oca. SAPT Block Grant funds used to pay a safary in excess
of ihe rale of basic pay for Levei | of the Execulive Schedule shall be subject o
disallowance. The amount disaBowed shall be determined by sublracting the individual's
aciual salary from the Level | rale of basic pay and multiplying the result by the percentage
of the individual's salary that was paid with SAPT Block Grant funds {Reference: Terms
and Cenditions of the SAPT Block Grant award.}

Primary Pravention

1 The SAPT Block Grant regulation defines *Primary Prevention Programs™ as those
pregrams directed at “individuals who have not been determined to require
treatment for substance abuse” (45 CFR 96.121}. Primary Preventicn includes
strategies, programs and initiatives which reduce beth direct and indirect adverse
personal, social, health, and econamic conseguences resulting fram problematic
AQD availability, manufacture, distribution, promotion, sales, and use. The desired
result of primary prevention is to precmete safe and healthy behaviors and
enviranments for individuals, families and cornmunities. The Contractor shall
expend not less than its allccated amount of the Substance Abuse Prevention and
Treatment {SAPT) Block Grant on primary prevention as described in the SAPT
Biock Grant requirements {45 CFR 96.125). inappropriate use of these funds for
non-primary prevention services will require repayment of SAPT Block Grant funds.

2. This contract and any subcontract shall mest data reporting requirermments for
capacily, process and outcome as reguired by federal grant requirements. In
addition to the Center for Substance Abuse Prevention (CSAP's) six strategies of
information Dissemination, Education, Allernative, Problem tdentification and
Referral, Community-Based Process, and Environmental, the data far the Institute of
Medicine prevention categories of Universal, Selective and Indicated must be
reparied.

3. Use of the Strategic Prevention Framewark {(SPF} is mandatory for all counties and
SPF-required data must be submitted via CalOMS Prevention as evidence of
engagement and use of the practices. Adherence to the SPF by subcontractors is
gl the discretion of the subcontracting county.
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4 Mo [ater than January 31 of each year, contractor shall submit a Prevention Mid-
Year Budget to DHCS indicating how the SAPT Block Grant 20% Primary
Prevention Set-Aside shall be speri. Examples of a Prevention Mid-Year Budget
and supporting documentation can be viewed at
hitps:/feaprev. kithost.net/caprevent2013/pLandKB.asox (select Library, Fiscal -
Prevention Mid-Year Budget Example for FY XX-XX}.

Peringtal Services Network Guideilines 2014

Contractor shall comply with the requirements for perinataf programs funded under Exhibit
A, Attachment |, contained in Document 1G, incorporaled by this reference, "Perinatal
Services Network Guidelines 2014" until such time new Perinatal Services Nebwork
Guidelines are established and adopted. No formal amendment of this contract is required
for new guidelines to apply.

Funds identified in this contract shall be used exclusively for county aleohol and drug abuss
services to the extent activities mest the requirements for receipt of federal block grant
funds for prevention and treatment of substance abuse described | subchapter XVil of
Chapter 8A of Title 42 of the United State Code. (Health and Safety Code section 18100 et.

seq.)

Section 2 — Fermaticn and Purpose

A,

Authority

State and the Conlractor enter into this Exhibit A, Attachment |, Part IV, by authority of
Chagpter 3 of Part 1, Division 10.5 of the Health and Safety Code {HSC) and with approval
of Contracior's County Board of Supervisors (or designee) for the purpose of providing
alcohol and drug services, which will be reimbursed pursuant to Exhibit A, Attachment I
State and the Conltractar identified in the Standard Agreement are the oniy parties to this
Contract. This Contractis not inlended, nar shall it be construed, {o confer rights on any
third party.

Conirof Requirements

1. Performance under the ferms of this Exhibit A, Attachment |, Part 1V, is subject to all
applicable federal and siate laws, regulations, ard standards. In accepting the
Siate drug and alcohol combined program altocation pursuant to HSC Seclions
11814(a} and (b), Contracior shall: {i} establish, and shall require i{s Subconiraciors
to establish, written procedures consisient with the following requirements; (i)
menitor for compliance with the written procedures; and {iii) be held accountable for
audit exceptions taken by the Siate against the Contractor and its Subcontraclors
far any failure to comply with these requirements:

(@) HSLC, Division 10.5, commencing with Section 11760;

(b) Title 9, California Code of Regulations (CCR} {herein referred to as Title 9},
Division 4, commencing with Section 8000;
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{c) Government Code Section 16367.8;

{d) Government Code, Article 7, Federally Mandated Audits of Block Grant
Funds Allocalted {o Local Agencies, Chapter 1, Part 1, Division 2, Title 5,
commencing at Section §3130;

{e} Titte 42 United State Code {USC), Sections 300x-21 through 300x-31,_300x-
34, 300x-563, 300x-57, and 330x-65 and 66;

{H The Single Audit Act Amendments of 1996 (Tille 31, USC Sectiocns 7501~
7507} and the Office of Management and Budget {(OMB) Circular A-133
revised June 27, 2003;

{Q) Title 45, Code of Federat Regulations {CFR), Seclions 96.30 through 96.33
and Sections 95,120 through 86.137;

{h) Title 42, CFR, Sections 8.1 through 8.34;

{i} Title 21, CFR, Sections 1301.01 through 1301.93, Depariment of Justice,
Controlled Subsiances; and,

{i) State Administrative Manual {(SAM), Chapter 7200 {General Qutline of
Procedures).

Contractar shall be familiar with the above laws, regulations, and guidance and shak
assure that its Subcontractors are also familiar with such requirements.

The provisions of this Exhibit A, Attachment |, Part IV, are not intended {o abrogate
any provisions of law or regulation, or any standards exisling or enacted during the
term of this Contract.

Centractor shall adhere to the applicable provisions of Title 45, CFR, Part 96,
Subparts C and L, as applicable, in the expenditure of the SAPTBG funds.
Document 1A, 45 CFR 86, Subparts C and L, is incorporated by reference.
Documents 1C and 1D{b}, incarporated by this reference, contain additional
requiremenis that shall be adhered o by those Contractors that receive the types of
funds specified by each document. These exhibits and documents are;

{a} Document 1C, Driving-Under-the-Influence Program Requirements;

{b} Document 1D(b), SAPT Female Giiender Treatment Project (FOTP).
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In accordance with the Fiscal Year 2011-12 Stale Budget Act and accompanying
taw (Chapter 40, Statues of 2011 and Chapter 13, Statues of 2011, First
Extraordinary Session), contractors that provide Waomen and Children’s Residential
Treatment Services shafl comply with the program requirements {Section 2.5,
Required SupplementaliRecovery Support Services) of the Substance Abuse and
Mental Health Services Administration’s Grant Program for Residential Treatment
for Pregnant and Postoarium Women, RFA found at

hitp:iwww samhsa.qov/Grants/2008/41 08 009.doc

Section 3 - Parformance Provisions

A, Monitoring

.

Contractor's performance under this Exhibit A, Attachment |, Part IV, shall be
monitored by the State during the term of this Contracl. Monitoring crileria shall
include, but not be limited 1o

{a) Whether the quantity of work or services being performed conforms lo
Exhibit B;

(b} Whether the Contractor has established and is monitoring appropriate quality
standards;

{c) Whether the Contractor is abiding by all the terms and requirements of this
Confract;

{d} Whether the Contracior is abiding by the lerms of the Perinatal Services
Network Guidelines (Document 13G); and

{e} Contractor shall conduct annual cnsite monitoring reviews of services and
subconiracted services for programmatic and fiscal requirements,
Contractor shall submit copy of their monitoring and audit reports to DHCS
within two weseks of issuance.

Failure to comply with the above provisions shall conslitute grounds for the State to
suspend or recover payments, subject fo the Conlractor’s right of appeal, or may
result in termination of the Contract or both.

B. Performance Requiremsnis

1.

Caontiractor shall provide services based on funding set forth in Exhibit B, Attachment
I, and under the ierms of this Contract.

Coniractor shall provide services to all eligible persons in accordance with federal
and slate stalutes and regulations. Conlractor shall assure that in planning for the

provision of services, the following barriers to services are considered and
addressed:
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{a) tack of educational materials or other resources for the provision of
services,

{b} Geographic isclation and lransporiation needs of persons seeking services
or remoteness of services;

{c) nstitutional, cultural, andfor ethnicity barriers;
{d} Language differences;
(e) Lack of service advocales;

() Failure to survey or othenwise identify the barriers ta service accessibility;
and,

{q) Meeds of persons with a disability.

Confractor shall comply with any additional requirements of the documents that
have been incorporated herein by reference, including, but not limited to, those on
the “List of Exhibit A, Attachment | Documents incorporate by Reference for Fiscal
Year 2014-15" which is attached to Exhibit A, Atlachment |,

Amounts awarded pursuant 1o Exhibit A, Atfachment | shall be vsed exclusively for
providing alcohol andfor drug program services consistent with the purpose of the
funding.

DHCS shal issue a report to Contractor after conducting monitoring, utilization, or
auditing reviews of county or county subcontracted providers. When the DHCS
report identifies non-compliant services or processes, it shall require a CAP. The
Coniractor, or in coordination with iis subcontracted provider, shall submit a CAP to
DHCS within the designated timeframe specified by DHCS.

The CAP shall include a statement of the problem and the goal of the actions the
Caontractor and or its sub-contracted provider will take o correct the deficiency or
non-compliance. The CAF shall:

{a) Address the specific actions to comrect deficiency or nan-compliance

s} ldentify whofwhich unit{s) will act; who/which unii(s) are accountable for
acting; and

{c) Provide a timeline to complete the actions.
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Exhibit A, Attachment |
Program Specifications

Part V: Drug Medi-Cal Treafment Program Substance Use fYisorder Services

Secticn 1. Formation and Purpose

A This Exhibit A, Attachment ¢, Part V of the Confract is entered inte by and between the
State and the Contractor for the purpose of identifying and providing for covered DMC
services for substance use disorder treatment in the Contractor’s service area pursuant {o
Sections 11848 .5{a} and (b) of the Health and Safety Code (hereinafier referred to as
HSC), Sections 1412420, 14021.51 — 14021.53, and 14124.20 — 14124 25 of the W&!,
and Title 22 of the California Code of Regulations (hereinafter referred 10 as Title 22),
Sections 51341.1, 51420.1, and 51516.1.

B. ltis further agreed this Contract is controlled by applicable provisions of: (a) the W&,
Chapter 7, Sectlions 14000, et seq., in particuiar, but not limitad to, Sections 14100.2,
14021, 14021.5, 14021.6, 14043, el seq., (b) Title 22, including but not iimited to Sections
51490.1, 51341.1 and 51516.1; and {c¢) Division 4 of Title 9 of the California Code of
Regulations (hereinafier referred to as Title 8).

C. It is understood and agreed that nothing contained in this contract shall be construed to
impair the single state agency authority of DHCS.

D. The objective of this contract is o make substance use disorder treatment servicas
available to Medi-Cal beneficiaries through utilization of federal and state funds available
pursuant to Tille X1X or Title XX of the Social Security Act for reimbursable covered
services rendered by certified DMC providers.

E. Awards under the Medical Assistance Program (CFDA 83.778) are no longer excluded from
coverage under the HHS implementation of the A-102 Common Rule, 45 CFR part 92
{Federal Register, September 8, 2003, 68 FR 52843-52844), This change is effective for
any grant award under this program made after issvance of the initial awards for the second
quarter of Federal Fiscal Year 2004. This program also is subject to the requirements of 45
CFER part 95 and the cost principles under Office of Management and Budget Circular A-87
{as provided in Cost Principles and Procedures for Developing Cost Aflocation Ffans and
Indirect Cost Rates for Agreements wilth the Federal Governmeni, HHS Publication ASMB
C-10, available on the Internet at hitp://rates. psc.goviims/dca/asmb¥%20¢-10.pdf.
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Section 2: Covered Services

A

Caovered Services

1.

Contractor shall esfablish assessment and referral procedures and shall arrange,
provide, or subcontract for covered services in the Coniractor's service area.
Covered services include:

fa) Qutpatient drug-free treatment;

{b) MNarcotic repfacement therapy;

{c) Maitrexone treatment;

(d} Intensive Outpatient Treatment and,

{e) Perinaial Residential Substance Abuse Services (excluding room and
beard).

Narcotic treatment program services per W&IC 14124.22:

In addition {o narcolic treatment program services, a narcolic treatment program
provider who is also enrolled as a Medi-Cal provider may provide medically
necessary treatment of concurrent health cenditions within the scope of the
provider’s practice, to Medi-Cal heneficiaries who are not enrolled in managed care
pians. Medi-Cal beneficiaries enrolled in managed care plans shall be referred to
those plans for receipt of medically necessary medical treatment of concurrent
health conditions.

Diagnosis and ireatment of concurrent health conditions of Medi-Cal beneficiaries
not enrolled in managed care plans by a narcotic treatment program provider may
be provided within the Medi-Cal coverage limits. When the services are not part of
the substance use disorder treatment reimbursad pursuant to Section 14021.51,
services shall be reimbursed in accardance with the Medi-Cal program. Services
reimbursable under this section shall include, but not fimited to, all of the following:
{a} hMedical treatment visits

{b} Ciagnostic blood, urine, and X-rays

{c} Psychological and psychiatric lests and services

{d) Quantitative blood and urine toxicology assays

(e} Medical supplies
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A narcatic treatment provider, who is enrclled as a Medi-Cal fee-for-service
provider, shall not seek reimbursement from a beneficiary for substance abuse
treatment services, if services for treatment of concurrent health conditions are
bilfed to the Medi-Cal fee-for-service program.

In ihe event of a confiict betwean the definition of services contained in this Section
of the Cantract, and the definition of services in Title 22, Sections 51341.1, 514901,
and 51516.1, the provisions of Title 22 shall govern.

Contractor, to the extent applicable, shall comply with "Sobky v. Smoley” {Document
24), 855 F. Supp. 1123 (E.D. Cal 1994), incorporated by this reference.

Contractor shall comply with federal and state mandates to provide alcohol and
other drug trealment services deemed medically necessary for Medi-Cal eligible:
{1) pregnant and posipartum women, and {2} youth under age 21 who are eligible
under the EPSDT Program

(a) if Drug Medi-Cal services are provided to Minor Consent beneficiaries,
Contractor shall comply with California Family Code Section §929, and
California Code of Regulations, Tille 22, Sections 50147.1, 50030, 50063.5,
50157(f} 3}, 50167(a}6){D}, and 50185{d).

B. Access to Services

1.

Subject o DHCS provider enroliment certificalion requirements, Conltractor shall
mairtain continuous availability and accessibility of covered services and facliities,
service sites, and personnel {0 provide {he covered services through use of DMC
cerlified providers. Such services shall not be limited due 1o budgetary constraints.

(a) When a request for covered services is made by a beneficiary, Contractor
shell require services to be initialed with reasonable promptness. Contractor
shalt have a documented system far menitaring and evaluating accessibility
of care, including a systemn for addressing problems that develop regarding
waiting limes and appaintments.

(b} The contraclor shall authorize residential services in accordance with the
medical necessity criteria specified in Tille 22, Section 51303 and the
coverage provisions of the approved state Medi-Cal Plan. Room and board
are not reimbursable DMC service. If services are denied, the provider shall
inform the beneficiary in accordance with Title 22, Section 51341.1 (p}.

(c) Contractor shall require that treatment programs are accessible ic people
with disabilities in accordance with Title 45, Code of Federal Regulations
{hereinafter referred to as CFR), Pari 84 and the Americans with Cisabilities
Act.

Covered services, whether provided directly by the Contraclor or through

subcontractars with DMC certified and enrolled programs, shall be provided to
beneficiaries without regard to the beneficianes’ county of residence.
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The failure of the Centractor or its Subcontractors to comply with Section B of this
Part will be deemed a breach of this Coniract sufficient 1o terminate this Contract for
cause. In the event the Coniract is terminated, the provision of this Exhibit,
Attachment |, Part |, Section B, shall apply.

C. Payment For Services

1.

The Depariment shall make the appropriate paymenis set forth in Exhibit B and take
all available steps lo secure and pay FFP and State General Funds (SGF) to the
Contractor, once the Department receives FFP and SGF, for claims submitied by
the Coniractor. The Depariment shall notify Conlractor and allow Contractor an
opportunily to comment to the Department whan questions are posed by CMS, or
when there is a federal deferral, withholding, or disaliowance with respect to claims
made by the Contractor.

Contracior shall amend its subcontracts for covered services in order to provide
sufficient funds {o match allowable federal Medicaid reimbursements for any
increase in provider DMC services to beneficiaries.

In the event that the Contractor fails o provide covered services in accordance with
the provisions of this Contract, at the discretion of the State, Contractor may be
required to forfeit its county realignment funds pursuant to Government Code
Section 30027.10 {(a) through (d) from the Behavioral Health Subaccount that is set
aside for Drug Medi-Cal services and surrender its autherity {o function as the
administrator of covered services in its service area.

Section 3: Drug Medi-Cal Certificaticn and Continued Certification

Al DMC Cerdification and Enroliment

1.

2.

The State will certify eligible groviders to participate in the DMC program.

The Department shall certify any county operated or non-governmeriat providers.
This certification shall be performed prior to the date on which the Contractor begins
to deliver services under this contract at these sites.

Contractor shall require that providers of perinatal DMC services are properly
certified to provide these services and comply with the requirements contained in
Tiile 22, Section 51341.1, Services for Pregnant and Posipartum Women.

Contractor shall require all the subcontracted providers of services to be licensed,
reqgistered, BMC cerlified andfor approved in accordance with applicable {aws and

regulations. Caontractor's subcontracts shall require that providers comply with the
follewing regulations and guidelinas:

(2)  Title 21, CFR Part 1300, et seq., Title 42, CFR, Part &;
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{b) Drug Medi-Cal Cerdfification Standards for Substance Abuse Clinics
{Cocument 2E);

{c) Titte 22, CCR, Sections 51341.1, 51480.1, and 51516.1, {Document 2C};
{d} Standards for Brug Treatment Programs {October 21, 1981) (Document 2F);

{e} Title 9, CCR, Division 4, Chapler 4, Subchapler 1, Sections 10000, et seq. ;
and

{f) Tille 22, CCR, sections 51000 el seq.

In the event of confiicts, the provisions of Title 22 shall control if they are more
stringent.

The Contractor shall report to the state within 35 days of any addition or change in
the information previously submitted in the application package for ceriification. The
Contractor shall report the addition or change by submitting a complete application
packags for enrollment.

Contractor shall notify the State in writing prior to reducing the provision of covered
services. In addition, any proposal o change the location where covered services
are provided, or to reduce their availability, shall be submitted in an application to
the State sixty (60} days prior to the proposed effective date. Contractor shall not
implement proposed changes prior to receliving written approval from the State.
Conlractor shall not implament the proposed changes if the State denies the
Conlractor's proposal.

if, at any time, a Subcontractar’s license, registration, certification, or approval fo
operale a substance use freaiment program or provide a covered service is
revoked, suspended, modified, or not renewed, the Contractor must notify DHCS
within two business days,

{a) A provider's certification to participate in the DMC program shall
sutomatically terminaile in the event that the provider or s owners, officers
or directors are convicted of Medi-Cal fraud, abuse or malfeasance. For
purposes of this section, a conviction shall include a plea of guilty or nolo
contendere.

E. Continued Certification

1.

All DMC certified providers shall be subject to continuing certification requirements
at teast once avery five years.

The Depariment may allow the Contractor to continue delivering coverad services to
beneficiaries at a site subject lo on-sife review by the Department as pari of the
recerlification process prior io the date of the on-site review, provided the site is
operational, the certification remains valid, and has all required fire clearances.
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State will conduct recertification on-site visits at clinics for circumstances identified
in the “Drug Medi-Cal Ceriification Standards for Subsiance Abuse Clinics™
{Document 2E). Document ZE contains the appeal process in the event the State
disapproves a provider's reqguest for cerfification or recertification and shali be
nciuded in the Contractor's subcontracts.

Section 4: Monitoring

A, State Monitoring

1.

DHCS Monitoring Reviews and Financial Audils of Cordractor

The Department shall monitor the Contractor's aperations for compliance with the
provisions of this coniract, and applicable federal and state law and regulations.
Such monitoring aclivities shall include, but not be limited to, nspection and auditing
of Contractor services, management systems and procedures, and books and
records, as the Depariment deems appropriate, at any time during the Contractor's
or facility's normal business hours. YWhen monitoring activities identify areas of non-
compliance, the Department shall issue reporis to the Contracior detailing findings,
recommendalions, and corrective aclion.

Post Service Post Payment Utilization Reviews

{a) The Depariment shall conduct Post Service Post Payment Utilization
Reviews of claims for DMC services. The DHCS shall issue the PSPP
repori io the Contracter with a copy fo subcontracted DMC provider. The
Contracior shall be responsible to ensure any deficiencies are remediated
pursuant to Sections 1 and 2 herein. The Coniractor shall cerlify the
deficiencies have been remediated and are complets, pursuant to Seclion
4(A), Paragraph {C}, herein.

{b) State shall conduct Post Service Post Payment {(PSPP} utilization reviews in
accordance wilth Tille 22 Section 51341.1. Any claimed DMC service may
be reviewed for compliance with all applicable standards, regulations and
program coverage after services are rendered and the claim paid.

{c) State shall take appropriate steps in accordance with Title 22, CCR, Section
§1341.1 to recover payments made if subseqguent investigation uncovers
evidence that the claim{s) should not have been paid or that DMC servicas
have been Improperly ulilized, andfor shali take the corrective action as
appropriate. H programmalic or fiscal deficiencies are identified, the Provider
shall be required to submit a Correclive Aclion Plan to DHCS via the
Coniractor for approval.
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i Pursuant to CCR, Title 22, Section 51341.14{0c}, all deficiencies

identified by the Post Service Post Payment (PSPP) review, whether
or not a recovery of funds resulls, must be corrected and a Corractive
Action Plan (CAP)} must be submitied {o the DMC PSPP Unit within
60 days of the dale of the repori.

{1} The plan shaill:

a. Address each demand for recovery of payment and/or
programmatic deficiency;

b. Provide a specific description of how the deficiency
shall be corrected; and

C. Specify the date of implemeniation of the corrective
action.

{2} DHCS will provide written approval of the CAP to the
Contractor with & copy 1o the Provider. If DHCS does not
approve ihe CAP submitted by the Provider via the
Contractor, DHCS will provide guidance on the deficient areas
and request an updated CAP from the Coniractor with a copy
to the Provider with a new deadline for submission.

{(3) if the Provider, via the Contractor, does not submit a CAP, or,
does not implement the approved CAP provisions within the
designated timeline, then DHCS may withhold funds until the
Caontractor brings the Provider into compliance. The Stale
shali inform the Contractor when funds will be withheld.

Contractor and/or Subcentractor may appeal DMC dispositions concerning
demands for recovery of payment and/or programmatic deficiencies of
specific claims. Such appeals shall be handled pursuant to Titfe 22, CCR,
Section 51341.1{q}. This section shall not apply to those grievances or
complaints arising from the financial findings of an audit or examination
made by or on behalf of the State pursuant to Exhibit B, Part ll, Section 3, of.
this Contract.

State shall monitor the Subcantractor's compliance with PSPP utilization
review requirements in accordance with Title 22, Counties are alsa required
to monitor of the subconiractor's cempliance pursuant to Section 4,
Paragraph A.2, of this contract. The federat governmenti may also revisw the
existence and effecliveness of the State's ulilization review system.

Confractor shall implement and maintain compliance with the system of
review described in Title 22, Section 51341.1, for the purposes of reviewing
the utilization, quality, and appropriatenass of covered services and ensuring
that all applicable Medi-Cal requiremenls are met.
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Contractor shall assure that subcontractor sites must keep a record of the
clients/patients being treated at that location. Contractor shall retain client
records for a minimum of three {3} years from the date of the last face-to-
face contact. When an audit by the Federal Government or the State has
been staried before the expiration of the three-year period, the clienlt records
shall be maintained until completion of the audit and the final resolution of all
issues as a result of the audit.

3. Training
{a) DHCS Substance Use Disorder Prevention, Treatment, and Recover
Sarvices (SUD PTRS) shall provide mandatony annual training to the
Caontractor on the requirements of Title 22 ard the Drug Medi-Cal program
requirements,
(b} Contractor may request additional Technical Assistance or training from
SUD PTRS on an ad hoc basis.
B. Contractor Monitoring
1. Program Integrity: Contractor is responsible for ensuring program integrity of its

services and ils subcontracted providers through a system of oversight, which shall
include at least the following:

(a)

(b}

Compliance with state and federal law and regulations, including, but not
fimited to, 42 CFR 433.32, 42 CFR 433.51, 42 CFR 431.800 et. saq., 42
CFR 440.230, 42 CFR 440.260, 42 CFR 455 et, seq., 42 CFR 456 &t. seq.,
42 CFR 456.23, 22 CCR 51480, 22 CCR 514801, 22 CCR 51341.1, 22
CCR 51159, WIC 14124.1, and WIC 14124 2;

Contractor shall conduct, at least annually, a programmatic and fiscal audit
of DMC providers to assure covered services are being appropriately
rendered. The annual audit must include an on-site visit of the service
provider. Reporis of the annual audit shall be provided to the Department’s
DMC PSPP unit at:

Subsiance Use Disorder - Prevention, Treatment and Recovery Services
Division, PSPP Unit

Department of Health Care Services

PO Box 897413, M5-2621

Sacramento, CA 95889-7413;

Or by secure, encrypted email to: SUDCountyReperisgdhes.ca.aov

Audit reporis shall be provided within 2 weeks of completion by the
Coniractor.

Technical assistance is available to counties from DHCS SUD PTRS.
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Contractor shall ensure that DATAR submissions, detailed in Pari I,
Paragraph G of this contract are complied with by all treatment providers and
subcontracted treatment providers. Contractor shall ceriify that each
subcontracied provider is enrolled in DATAR al the lime of execution of the
subgontract.

Contractor must monitor and certify compliance and/or completion by
Providers with CAP requiremsanis (detailed in Section 4, Paragraph {A)(2){c}}
as required by any PSPP review. Contractar shall certify to DHCS, using the
form developed by DHCS that the requirements in the CAP have been
completed by the Contractor andfor the Provider. Submission of form by
Contractor must be accomplished within the timeline specified in the
approved CAP, as noticed by DHCS.

Contractor shall cestify that DMC claims submitied to the state have been
subject to review and verification process for accuracy and legitimacy. (45
CFR 430,30, 433.32, 433.51). Contractors shall not submit claims for
services rendered {o any beneficiary after the beneficiary's dale of death, or
from uncertified or decerified providers.

Training to DMC Subcontractors

{a)

Caontractor shall provide training on the requirements of Title 22 regulations
and DMC requirements at least annually to ali subconiracted providers,
Attendance of any subcontracied provider at the annual trainings offered by
DHCS (specified in Section 4, paragraph (A)3) of this contract) sha!l suffice
to meet the requirements of this provision. Contractor shall report
compliance with this section to BHCS annually as part of the DHCS County
manitoring process.

kManthly Monitoring

(a)

(b

Contractor shall check the status of all providers monthly lo ensure that they
are continuing active participation in the DMC program. Any subcontracted
provider who surrenders their ceriification or closes their facility must be
reporied by the Contractor to the Depariment within two (2) business days of
notification or discovery.

DOuring the monthly status check, the Contractor shall monitor for a triggering
recertification event (change in ownership, change in scope of services,
remodeling of facility, or change in location) and report any lriggering events
to the state within two {2) business days of notification or discovery.
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Program Complaints

(a) All complaints received by Contractor regarding a BMC certified facility shall
be fonwarded to the SUD Compliance Division, Complaints Unit within two
(2} business days of receipt as follows.

Complaints are to be submitted to:

Department of Health Care Services _
Substance Use Disarder Services — Compliance Division
P.O. Box 887413, MS# 2601

Sacramento, CA 95889-7413

The Complaint Form is available and can also be submitted online at
nitocwwav.dhes.ca govfindividuals/PagesfSud-Complaints.aspx

Complaints can also be sent by FAX to:
Fax form {o: (916) 445-5084

Complainis for Residential Adult Alcoholism or Drug Abuse Recovery or
Treatment Facilities may also be made by telephening the appropriate
Hcensing branch listed below:

SUD Compliance Civision:

Public Number: (816} 322-2811
Tol Free Mumber: {877} 685-8333

Counties shall be responsible for investigating comolaints and providing the
results of all invesligations to the Depariment’s SUD Complaint Compliance
Division within two (2) busingss days of completion;

Record Retention

{a} Contracior shall include instructions on record retention and include in any
subcantract with providers the mandate to keep and maintain records for
each service rendered, 1o whom it was rendered, and the date of service,
pursuant to W&I Section 14214.1 and 42 CFR 433.32; and 22 CCR. section
513411,

Subcontract Termination
{(a} The Contractor must notify DHCS of the termination of any conlract with a

ceriified subcontracted provider, and the basis for termination of the contract,
within two {2} business days.
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7. Correclive Action Plan

(a) If the Contractor fails to ensure any of the foregoing oversight through an
adequate system of moniloring, wilization review, and fiscal and
programmatic controls, the Department may request a CAP from the
Contracior to address these deficiencies and & timeline for implementation.
Failure to submit 2 CAP or adhere to the provisions In the CAP can result in
a withhold of SAPT funds allocated to Contractor for the provision of
services, andfor termination of this contract for cause

{b) Failure to comply with Monitoring requirements shall result in:

i. DHCS shall issue a report to Contractor afier conducting monitering,
uliization, or fiscal auditing reviews of a county. When the DBCS
report identifies non-compliant services or processes, it shall require
a CAP. The Contractor shall submit a CAP to DHCS within the
following timeframes of receipt of the DHCS report.

a. The CAP shall include a statement of the problem and the
goal of the actions the Coniracter or its subconltracted
provider will take to correct the deficiency or non-compliance.
The CAP shalt

{1} Address the specific actions to correct deficiency or
non-compliance,;

Identify whofwrhich unit{s} will act; whofwhich unit{s}
are accouriable for acting; and

{2} Provide a timeline to complete the actions.

ii. DHCS will provide written approval of the CAP 1o the Conlractor and
the subconiracied provider. if DHCS does not approve the CAP
submitted by the Contractor, DHCS will provide guidance on the
deficient areas and request an updated CAP from the Contractor with

a new deadline for submission.

iii. If the Contractor does nof submit a CAP, or, does not implement the
approved CAP provisions within the designated timeline, then the
State may withhold funds untit the Contractor is in compliance. The
State shall inform the Contractor when funds will be withheld.

Section 5: Investigations and Confidentiality of Administrative Actions

A Contractor acknowledges that if a DMC provider is under investigation by the State or any
other slate, local or federal law enforcement agency for fraud or abuse, the State may
temporarily suspend the provider from the DMG program, pursuant o W&I Section
140643 .358(a). information about a provider's adminisirative sanction status is confidential
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until such time as the action is either completed or resclved. The DHCS may also issus a
Payment Suspension {o & provider pursuant to W&I Section 14107.11 and Code of Federal
Regulations, Title 42, seclion 455.23. The Contraclor is to withhold paymenis from a DMC
provider during the time a Payment Suspension is in effect.

Contractor shall execute the Confidentiality Agreement, attached as Document 5A. The

Confidentiality Agreement permits DHCS 1o communicate with Contractor concerning
subcontracted providers that are subject to adminisirative sanctions.
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EXHIBIT A, ATTACHMENT |

DOCUMENTS INCORPORATED BY REFERENCE
FOR FISCAL YEAR 2014-2015

The following documents are hereby incorporated by reference into the Counly cantract though
they may not be physically attached to the contract but wilt be issued in a CD under separate
cover:

Document 1A: Title 45, Code of Federal Regulations 96, Subparis G and L, Subslance
Abuse Prevention and Treatment Block Grant Requirements

http:ffvwwav.aceess.apo.goviinaralefifwaisidx 04/45cfr88 04, himl

Document 1B: Title 42, Code of Federal Regulations, Charilable Choice Regulations

hftofwww access.apo.qQovifnaralcitfwaisidx 0d/42cfr54 Q4 html

Document 1C: Driving-Under-lhe-Influence Program Requirements
Document 1D{b): SAPT Female Gifender Treatment Project (FOTP)

Document 1F(a): Reporting Requirement Mairix — County Submission Requiremenis for the
Department of Health Care Services

Dacument 1G: Perinatal Services Nelwork Guidelines 2014 {for Non-DMC Perinalal
Programs)
Dacument tH{ak Service Code Descriplions

Document 1H{b): Program Code Listing

Document 1H{c}: Funding Line Descriptions

Document 1J(a): MNon-Drug KMedi-Cal Audit Appeals Process
Document 1J{b): BMC Audit Appeals Process

Bacument 1K: Prug and Alcohal Treatment Access Repori (DATAR)

htto:fhvnerw . dhcs.ca.goviorovgovear/Pages/DATAR. .aspx

Docurmnent 1P Alcohol andfor Other Drug Program Certification Standards
(March 15, 2004}

ntipffwenw. dhics.ca.govorovgovoartfPages/Facility Cerlification.aspx

Document 1T: CalOMS Prevention User Manual
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Document 1V:

Doscument 24:;

Document 2C:

Document 2E:

Document 2F:

Document 2K:

Bocument 2L{a}:

Bocument 2L(b):

Bocument 2F:

Document 2P(a):

Bocument 2P{b):

Document 2P{c):

Document 2P({d):

Document 2P{e}):
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Youth Treatment Guidelines

htto: e dhes.ca.govindividuals/DocumenlsfYsuth Treatment Guidelines
.ndf

Scbky v. Smoley, Judgment, Signed February 1, 1985
Title 22, Califarnia Code of Regulations

hittp:¥cor.oal.ca.aov

Brug Medi-Cal Certification Standards for Subsiance Abuse Clinics (Updated
July 1, 2004}

httpfwwaw. dhes.ca.goviprovqovpart/ Documents/ODMC % 20Documents % 20for
% 20PED%20webpaae/Drug¥%20Medi-
Cal%20Cerdification%e205tandards.pdf

Standards for Drug Treatment Programs {October 21, 1981)

htip: ey dhes.ca.gov/provgovpariDocuments/DMC% 200ccumenis % 20for
% 20PED% 20webpage/DMC%20Standards %2 0for% 200 meq% 20T reatment®s

20Programs.pdf

Multiple Billing Override Certification (MC 6700}

Good Cause Cerdification (MC 6085A)

Geod Cause Certification {(MC 6065B)

County Ceriffication - Cost Report Year-End Claim For Reimbursement

Drug Medi-Cal Cost Report Forms — Intensive Qutpatient Treatment — Non-
Perinatal {form and instructions)

Drug Medi-Cal Cost Repaort Forms — Intensive Quipatient Treatment —
FPerinatal {form and instructions)

Drug Medi-Cal Cost Report Forms — Outpatient Drug Free Individual
Counseling — Non-Perinatal (form and instructions}

Crug Medi-Cal Cost Report Forms — Outpatient Diug Free Individual
Counseling — Perinatal {form and instructions}

Drug Medi-Cal Cost Report Forms — Qutpatient Drug Free Group Counseling
— Mon-Pernatal {form and instructions)
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Document 2P(f): Drug Medi-Cal Cost Report Forms — Cutpatient Drug Free Group Counseling
— Perinatal {form and instructions)

Document 2P{g}: Drug Medi-Cal Cost Report Forms — Residential — Perinatal {form and
instructions}

Document 2P{h}: Drug Medi-Cal Cosl Report Forms —~ Narcotic Treatment Program — County —
iNon-Perinatal {form and instructions)

Bocument 2P{i): Drug Medi-Cal Cost Repori Forms — Narceofic Treatment Program — County —
Perinatal (form and instruciions)

Document 3G: Celifornia Code of Regulations, Title 9 — Rehabilitation and Develepmental
Services, Division 4 — Department of Alcohol and Crug Programs, Chapler 4
— Marcotic Treatment Programs

htto SAwww.calregs.com

Document 3H: California Code of Regulations, Title 9 — Rehabilifation and Developmental
Services, Division 4 — Departiment of Alcohol ard Drug Programs, Chapter 8
— Ceriification of Alcohol and Other Drug Counselors

kiip: /v calreas.com

Document 3J: CalOMS Treatment Data Collection Guide

hitp:fhanvnee . dhes.ca.goviorovgovoar/Documents/CalOMS Tx Data Collection G
tide JAN%202014.0df

Document 30: Quarterly Federal Financial Management Report (QFFMR) 2014-15

httocfwnww.dhos.ca.goviprovgovpari/Pages/SUD  Forms.aspx

Dacument 35 CalOMS Treatment Data Compliance Standards

Document 3T Mon-Drug Medi-Cal and Drug Medi-Cal Local Assistance Funcding Malrix
Document 3T(a) SAPT Authorized and Restricted Expenditures Information (Nov 2012)
Document 3V Culturally and Linguistically Appropriaie Services {CLAS) National Standards

httg-ffminorityheallh bhs govitemplates/browse.aspx?Ivi=2&IID=15

Document 4A : Brug Medi-Cal Claim Submission Certification — County Contracted Provider
- DHCS Form MC 8186 with Instructions

Document 48 ; Prug Medi-Cal Claim Submission Certification — County Operated Provider -
DHCS Form MC 8187 with Instructions
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Document 4E :

Document 4F :

Document 54 ;

Lounty Contract
Counly of Fresno
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Exhibit A, Attachment |

Drug Medi-Cal Certification for Federal Reimbursement (DHCS 100224A)

Treatment Standards for Substance Use Diagnosis: A Guide for Services
{Spring 2010}

Drug Medi-Cal {DMC) Services Quarierly Claim for Reimbursement of
County Administrative Expenses {Form #MC 5212)

Confidertiality Agreement
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Exhibit B
Budget Detaill and Payment Provisions
Fiscal Year 2014-15

Part i — General Fiscal Provisions

Section 1 — General Fiscal Provisions

A, Fiscal Provisions

For services salisfactorily rendered, and upon receipt and approval of documentation as
identified in Exhibit A, Attachment |, Part Ill, DHCS agrees o compensate the Contractor for
actual expenditures incurred in accordance with the rates and/or allowable costis specified
hereln.

B. Use of State Funds

Contractor may not use allocated Drug Medi-Cal State General Funds {0 pay for any non-
Drug Medi-Cal sarvices,

C. Funding Authorization

Conlractor shall bear the financial risk in providing any substance use disorder services
covered by this Contract.

D. Availability of Funds

it is understood that, for the mutual benefit of both pariies, this Contract may have been
written before ascertaining the avallability of congressional appropriation of funds in order to
avoid program and fiscal delays thal would occur if this Contract were not executed until
after that determination. If so, Slate may amend the amount of funding provided for in this
Conlract based on the actual congressional appropriation.

E. Subcontractor Funding Limitations

Pursuant {o HSC Section 11818{2}A}, Contractor shall reimburse its Subcontraciors that
receive a combination of Medi-Cal funding and other federal or county realignment funding
for the same service element and localion based on the Subcontractor's actual cosls in
accordance with Medicaid reimbursement requirements as specified in Tille XIX or Title XXI
of the Social Security Act; Title 22, and the State’s Medicaid Plan. Payments at negoliated
rates shzll be settled to actual cost at year-end,
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Budget Contingency Clause

Itis mutuzlly agreed that if the Budget Act of the current year andfor any subsequent years
covered under this Agreement does not appropriate sufficient funds for the pregram, this
Agreement shall be of no further force and effect. In this event, DHCS shall have ne liability
to pay any funds whaisoever to Contracter or to furnish any cther considerations under this
Agreement and Contractor shall not be obligated to perform any provisions of this
Agresment.

If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this
program, DHCS shall have the option to either cancef this Agreement with no liability
occurring o DHCS, or offer an agreement amendment to Contractor to reflect the reduced
artount.

Expense Allowability / Fiscal Documentation

1. Invoices, received from a Contractor and accepied andfor submitted for payment by
DHCS, shall not be deemed evidence of allowable agreement cosls.

2. Conltractor shall maintain for review and audit and supply to DHCS upon request,
adequate documentation of all expenses claimed pursuant to this Agreement to
permit a determination of expense allowability.

3. if the allowability or appropriateness of an expense cannot be determined by DHCS
hecause invoice detail, fiscal records, or backup documentation is nonexistent or
inadequate according to generally accepied accounling principles, and generally
accepted governmental audit standards, ali questionable costs may be disallowed
and payment may be withheld by DHCS. Upon receipt of adequate dosumentation
supperting a disallowed or questionable expense, reimbursement may resume for
the amount substantiated and deemed allowable.

4. Costs and/or expenses deemed unallowable are subject to recavery by DHCS.
Maintenance of Effert for SAPT Block Grant

1. Mofwithstanding any other provision in this contract, the Director may reduce federal
funding allocations, on 2 dollar-for-dollar basis, to & county that has a reduced or
anticipates reduced expenditures in a way that would result in a2 decrease in the
federal Substance Abuse Prevention and Treatment Block Grant funds (42 U.S5.C.
Sect 300x-30).

2. Prior to making any reductions pursuant to this subdivision, the Director shall notify
all counties that county underspending will reduce the federal Substance Abuse
Prevention and Treatment Block Grant maintenance of efiort (MOE). Upon receipt
of notification, a caunty may submit a revision to the county budget initially
submitted pursuant to subdivision {a} of Section 11978 in an effort to maintain the
statewide SAPT Block Grant MGE.
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3. Pursuant 1o subdivision {b} of Section 11978.1, a counly shall notify the Depariment
in wniting of proposed local changes to the county's expenditure of funds. The
Depariment shall review and may approve the proposed local changes depending
on the level of expenditures needed to maintain the siatewide SAPT Block Grant
MOE.

Effective the date of execution of this Contract, nothing in this Contract waives the
protections provided to Contractor under Section 36 of ariicle Xl of the California
Constitution (*Proposition 307). Except where specifically stated in the terms of this
contract, Contractor's performance of any additional legal requiremenits, including, but not
limited {o court-ordered requirements and statutory or regulatory amendments, is subjeci to
Proposition 30's funding requirements.

Section 2 — General Fiscal Provisiens — Nen-Drug Medi-Cal

Al

Revenue Collection

Contractor shall conform to revenue collection requirements in Division 10.5 of the HSC,
Sections 11841, by raising revenuas in addition o the funds allocaied by the State. These
revenues include, but are not limited to, fees for services, private contributicns, granis, or
other governmental funds. These revenues shall be used in support of additicnal alcoho!
and other drug services or facilities. Each alcohol and drug program shall set and collect
client fees based on the client’s ability to pay. The fee requirement shall not apply 1o
prevention and early intervention services. Contractar shall identify in its annual cost report
the types and amounts of revenues collecled.

Cost Efliciencies

It is intended that the cost te the Contractor in maintaining the dedicated capacity and units
of service shall be met by the non-DMC funds allocated to the Contractor and olher
Contractor or Subcontractor revenues. Amounls awarded pursuant to Exhibit A,
Attachment |, Part IV, shall not be used for services where payment has been made, or can
reasonably be expected to be made under any other state or federal compensation or
benefits program, or where services can be paid for from revenues.

Section 3 — General Fiscal Provisions ~ Drug Medi-Cal

AL

Return of Unexpended Funds

Contractor assumes the total cost of providing covered services on the basis of the
payments delineated in this Exhibit B, Part I1. Any State General Funds or federal Medicaid
funds paid to the Contractor, but not expended for OMC services shall be relurned to the
State.

Amendment or Cancellation Due to insufficient Appropriation

This Contract is valid and enforeceable only if sufficient funds are made available to the
Slate by the United States Government for the purpose of the DMC program. |t is mutually
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agreed that if the Congress does not appropriate sufficient funds for this program, State has
the option to void this contract or to amend the Contract to reflect any reduction of funds.

Exemptions

Exemptions to the provisions of ltem B above, of this Exhibit, may be granted by the
California Department of Finance provided that the Director of BHCS cerdifies in writing that
tederal funds are available for the term of the contract.

Allowable costs

Allowable costs, as used in Section 51516.1 of Titie 22 shall be determined in accordance
with Title 42, CFR Paris 405 and 413, and Centers for Medicare and Medicaid Services
{CM5), "Medicare Provider Reimbursemenl Manual {Publication Number 15)." which can
be obtained from the Centers for Medicare & Medicaid Services, or www.cms.hhs.gov.” In
accardance with W&IC Ssctions 14132.44 and 14132.47, funds allocated to the Contracter
for DMC services, including funding for alcoho! and other drueg services for pregnant and
postpartum women pursuant to Tille 22, Section 51341.1{c), may not be used as maitch for
targeted case managemenl services ar for Medi-Cal adminisirative aclivities.
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Exhibit B
Budget Detail and Payment Provisions
fiscal Year 2014-15

Part Il - Reimbursements

Section 1. General Reimbursement

A

Prompt Payment Clause

Fayment will be made in accordance with, and within the time specified in, Government
Code Chapler 4.5, commencing with Section 927,

Amaounts Payable

1.

The amount payable under this Agreement shall not exceed the amount identified
on the Standard Agreement.

Reimbursement shall ke made for allowable expenses up to the amount annually
encumbered commensurate with the state fisca!l year in which services are
performed andfor goods are received.

The funds identified for the fiscal years covered by under this Section, within this
Exhibit, are subject to change depending on the availabiliy and amount of funds
appropriated by the Legislature and the Federal Governmsnt. The amount of funds
available for expenditure by the Contractor shall be fimited to the amount identified
in the final allocations issued by the State for that fiscal year or the non-DMC
amourd, whichever is less. Changes to allocated funds will require written
amendment to the Contract.

For each fiscal year, the Siate may setile costs for services based on each fiscal
year year-end cost settlement report as the final amendment far the specific fiscal
year cost settlement report to the approved single siatefcounty contract.

Section 2. Non-Drugq Medi-Cal

A

Amounts Payable for Non-Drug Medi-Cal

1.

Siate shall reimburse the Contractor monthly in arrears an amount equal {o one-
twelfth of the maximum amount allowed pursuant {o Exhibit B of the contract or the
most recent allocation based on the Budget Act Allocation, whichever is less. Final
allocations will refiect any increases or reductions in the appropriations as reflected
in the State Budget Act allocation and any subsequent allocation revisions.

Manthly disbursement {o the Contract at the beginning of each fiscal year of the

Contract shall be based on the preliminary allocation of funds, as detailed in this
Exhibil.
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3. However, based on the expenditure information submitted by the counties in the

Quarterly Federal Financial Management Report (QFFMR) (Document 30}, State
may adjust menthly payments of encumbered block grant federal funds to extend
the length of time {nat to exceed 21 months) over which payments of federal funds
will be made.

4, Monthly disbursements to the Contractor at the beginning of each fiscal year of the

Contract shall be based on the preliminary allocation of funds, as detailed in Exhibit
B.

5. State may withhold monthiy non-DMC payments if the Contractor fails to:

(a) timely submit reports and data required by the State, including but not limited
to, reporis required pursuant to Exhibit A, Attachment |, Part I},

{b) submit the contract amesndment within 90 days from issuance from the State
to the Contractor.

{c} submit and certify the completion of Correclive Action Plans for services
provided pursuant to this contract.

g. Upon the State's recelpt of the complete and accurate reports, data, or signad
contract, the Centractor's manthly payment shall commence with the next scheduled
monthly payment, and shall include any funds withheld due ic late submission of
reports, data andfor signed contract,

7. Adjustmenls may be made to the tota! of the Confract and amounis may be withheld
from payments otherwise due o the Contractor hereunder, for nonperformance io
the extent that nonperfarmance involves fraud, abuse, or failure o achieve the
cbjectives of the provisions of Exhibit A, Atlachment |, Part IV.

Payment Provisions

For each fiscal year, the total amount payable by the Sfale to the Contractor for services
provided under Exhibit A, Attachment |, Part IV, shall not exceed the encumbered amount.
The funds identified for the fiscal years covered by Exhibit A, Attachment |, Part IV, are
subject to change depending on the availability and amount of funds appropriated by the
Legislature and the Federal Government. Changes to encumbered funds will require
written amendment 1o the Contract. State may seltle costs for non-DMC services based on
lhe year-end cost setilement report as the final amendment to lhe approved single
statefcounty contract.

In the even a contract amendment is required pursuant to the preceding paragraph,
Contactor shall submit to the Siate information as identified in Exhibit E, Seclion 1.D. To
lhe extent the Caontractor is notified of the Stale Budget Act allocation prior to the execution
of the Coniract, the State and the Contractor may agree to amend lhe coniract after the
issuance of the first revised allocation.
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Accrual of Interest

Any interest accrued from State-allocated funds and retained by the Contractor must be
used for the same purpose as the Stale aliocated funds from which the interast was
accrued.

Expendilure Perigd

Substance Abuse Prevention and Treatment {SAPT) Blaock Grant funds are sllocated based
upon the Federal Grant award period. These funds must be expended for aclivities
authorized pursuant to 42 USC Sections 300x-21{b} through 300x-66; and Tit'e 45, CFR,
Subpart L, within the availability period of the grant award. Any SAPT Black Grant funds
that have not been expended by a Contracior at the end of the expendiiure period identified
below shall be returned fo the State for subsequent return to the Federal government.

1. The expenditure period of the FFY 2014 award is October 1, 2013 through
June 30, 2015.

2. The expenditure period of the FFY 2015 award is October 1, 2014 through
June 30, 2016.

3. The expenditure period of the FFY 2016 award is Oclober 1, 2015 through
June 30, 2017.

4, The expenditure periad of the FFY 2017 award is October 1, 2016 through
June 30, 2018.

5. The expenditure period of the FFY 2018 award is October 1, 2017 through
June 30, 2019.

Coniractors receiving SAPT Block Grant funds shall comply with the financial management
standards contained in Tille 45, CFR, Part 92, Sections 82.20{b}{1} through (6}, and Title
45, CFR, Part 86, Secfion 86.30.

MNon-profit Subcontraciors receiving SAPT Block Grant funds shall comply with the financial
management standards confained in Title 45, CFR, Part 74, Sections 74.21{b){1) through
(4) and (D)7}, and Part 98, Seclion 95.30.

Contractors receiving SAPT Block Grant funds shall track obligations and expenditures by
individua!l SAPT Block Grant award, including, but not limited o, obligations and
expenditures for primary prevention, services to pregnant wonan and women with
dependent children. “Obligaticn” shall have the same meaning as used in Title 45, CFR,
Part 92, Section 82.3.”

Additionally, Conlractors expending SAPT Block Grant HIV Set Aside funds for HIV Early

Intervention Services are reguired to collect data regarding their use of HIV Set-Aside funds
and to repor this data o the State.
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Restriclions on the Use of Federal Biock Grant Funds

Pursuant to 42 U.§.C. 300x-31, Contractor shall not use SAPT Block Grant funds provided
by the Agreement to on the following activities:

i. Provide inpatient services;

2. hake cash payment to intended recipients of heaith services;

3. Purchase or improve land, purchase, construct or permanently improve {other than
minor remedeling} any building or other facility or purchase major medicaf
equipment;

4. Satisfy any requirement jor the expendiure of non-Federal funds as a condition for

the receipt of Federal funds;

5. Provide financtal assistanca to any enlity other than a public or nonprefit private
entily;
G. Pay e salary of an individual through a grant or cther extramural mechanism at a

rate in excess of leve! | of the Executive Salary Schedule for the award year: see
htto://grants.nih.qowv/aranis/policy/salcap summary.htm;

7. Purchase treatment services and penal or correctional institutions of this State of
California; and

8. Supplant state funding of programs {o prevent and treat substance abuse and
refated aclivities.,

Section 3. Drug Medi-Cal

A

To the exient that the Contraclor provides the covered services in a satisfaclory manner
and in accardance with the terms and conditions of this Contract, the State agrees to pay
the Contractor federal Medicaid funds according to Exhibit A, Attachment |, Part 1ll. Subject
to the availability of such funds, Contractor shall receive federal Medicaid funds andfor
State General Funds for allowable expenditures as established by the federal government
and approved by the State, for the cost of services rendered to bengficiaries.

Any payment for covered services rendered pursuant to Exhibit A, Attachment [, Part V,
shall only be made pursuant to applicable provisions of Titie XIX or Title XXI of the Social
Security Act; the W&IC; the HSC; Cakfarnia's Medicaid State Plan; and Sections 51341.1,
51480.1, 51516.1, and 51532 of Title 22.

It is understood and agreed ihat failure by the Contractor or its Subcontractars to comply
with applicable federal and state requiremenis in rendering covered services shall be
sufficient cause for the State to deny payments io andfor recover payments from the
Contractar and/or terminate the Contractor er its Subcontractor from DMC program
participation. If the Siate or the Department of Health and Human Services (DHHS)
disallows or denies paymenis for any claim, Contractor shall repay to the State the federal
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Medicaid funds andfor State General Funds it received for afl claims so disallowed or
denied. The averpayment shall be recovered by any of the methods allowed in Title 22,
CCR, Sections 51047(a) and (b}.

Before such denigl, recoupment, or disallowances are made, State shall provide the
Caontractor with writien notice of its proposed action. Such notice shall include the reasan
for the proposed action and shall allow the Contractor sixty (60) days to submit additional
information before the proposed action is taken, as required in Tiite 22, CCR, Seciion
51047{a}. This requirement does not apply to the DMC Post Service Post Payment
Utilization Reviews.

The State shall refund to the Contractor any recovered Federal Drug Medi-Cal overpayment
that is subsequenily determined to have been srroneously collected, together with interast,
in accordance with Tifle 22, CCR, Ssection 51047{e).

Contractor shall be reimbursed by the State on the basis of its actuzl net reimbursable cost,
not to exceed the unit of service maximum rate.

Claims submitted to the contractor by 2 sub-contracted provider that is not cerlified or
whose cerlification has been suspended pursuant to the Welfare and Institutions Code
section 14107.11, and Code of Federal Regulalions, Title 42, section 455.23 shall not be
certified or processed for federal or state reimbursement by the contractor. Payments for
any DMC services shall be held by lhe Contractor until the payment suspension is resclved.

in the event a contract amendment is required pursuant to the preceding paragraph,
Contractor shall submit fo the Stale information as identified in Exhibit E, Sectian 1.0. To
the extent the Contractor is notified of the State Budget Act allocalion prior to the exacution
of the Contracl, ithe State and the Contractor may agree to amend the contract after the
issuance of the first revised allocation.

Reimbursement for covered senvices, olhear than NTP services, shall be limifed to the lower
of:

1. the provider's usual and customary charges to the general public for the same or
simifar services;

2. {he provider’s aclual allowable costs; or
3. the DMC SMA for the madality.

Reimbursement to NTP’s shzll be limited to the lower of gither the USDR rate, pursuant to
WR&IC Section 14021.51({h), or the provider's usual and customary charge to the gensaral
public for the same or similar service. However, reimbursement paid by a county to an NTP
provider for services provided to any person subject to Penal Code Sections 1210.1 or
3063.1 and for which the individual client is not liable to pay, does not constitufe a usual or
customary charge to the general public. (WE&IC Section 14021.51{h}{2){A)).
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State shall reimburse the Contracior the State General Funds and/or federal Medicaid
amount of the approved DMC claims and docurments submitied in accordance with Exhibit
A, Attachment £, Part il

State will adjust subsequent reimbursements o the Contractler to actual allowable cosls.
Actual allowable costs are defined in the Medicare Provider Reimbursement Manual {CMS-
Pub.15), which can be obiained from the Centers for Medicare & Medicaid Services,
Baltimore, Maryland, or www.cms.hhs.gov.

Contractors and Subcaontractors must accept, as payment in full, the amounts paid by the
State in accordance with Title 22, CCR, Section 51516.1, plus any cost shanng charges
{deductible, coinsurance, ar copayment) reguired to be paid by the client. However,
Contractors and Subcontractors may not deny services to any client eligible for DMC
services on account of the client’s inability to pay or location of eligibiiity. Contraciors and
Subcontraclors may not demand any additional payment from the Stats, client, or other
third party payers.

Section 4. Drug Medi-Cal Direct Provider Contracts

A,

Pursuant to W&IC 14124.21, DHCS shall contract with gualified DMC providers within the
county when a county does not contract to operate DMC services, inwhole or in part.

The State will invoice the Contractor for the county realignment share of approvad DMC
claims received by the State from the State's subcontractor. Conlractor shall reimburse the
State for the county realignment share of the approved DMC claims within 30 days of
receipt of ihe invoice. If Coniractor does not reimburse the Slate within 30 days of receipt
of the invaoice, the State may offset the amount owed from any other funding cwed to
Coniractor by the State or any other Slate agency. The parties acknowledge that the
State's subcontractor shall be responsibie for repayment of any disallowed claims.
However, in no event shall the State be llable for Medicaid reimbursement for any
disallowed claims.

1, Any Contractor contracting with the State for the provision of services through NTP
providers may receive reimbursement of the NTP administrative rate.

2. As a result of the direct contract provider's seitled cost repert, any County
Realignment funds owed {o the direct contract provider will be handled through an
invoice process to the Contractar. Additionzally, as a result of the diract contract
provider's settled cost report, any County Realignment funds owed to the State will
he returned {o the Contractor.
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Exhibit B
Budget Detail and Payment Provisions
Fiscal Year 2014-15

Eart Iil - Financial Audit Regquirements

Section 1. General Fiscal Audit Requirements

A,

In addition fo the requirements identified below, the Conltracior and its Subcontracts are
required to meet the audit requirements as delineated in Exhibit C, General Terms and
Conditions, and Exhibit D{F), Special Terms and Conditions, of this Contract.

All expenditures of county realignment funds, state and federal funds furnished to the
Contraclor and #s Subcontractors pursuant to this Contract are subject {o audit by the
State. Such audits shall consider and build upen extarnal independent audits performed
pursuant to audil requirements of the Office of Management and Budget (OMB) Circular A-
133 {Revised Dacember 2013). Objectives of such audits may include, but not limited tc,
the following:

1. To determine whether units of service claimedfreported are properly documenied by
service records and accurately accumulated for claiming/reporting;

2. To validate data reporied by the Contractor for prospective contract negotiations;

3. To provide technical assistance in addressing current year aclivities and providing
recommendation on intemal controls, accounting procedures, financial records, and
compliance with laws and regulations;

4, To determine the cost of services, net of related patient and pariicipant fees, third-
party paymentis, and other relatled revenues and funds;

5. To determine that expenditures are made in accordance with applicable state and
federal laws and regulations and contract requirements, andfor;

8. To determine the facts in relation to analysis of dala, complaints, or allegations,
which may be indicative of fraud, abuse, willful misrepresentation, or failure to
achteve the Conlract objectives of Exhibit C and D{F}.

Unannounced visits may be made at {he discreticn of the State.

The refusal of the Contractor or its Subcontractors to permit access to and inspection of
electronic or print books and records, physical facilities, and/or refusal to permit interviews
with employees, as described in this part constilutes an express and immediate material
breach of this Conlract and will be sufficient basis to ferminaie the Conlract for cause or
default.

Reporis of audits conducted by the State shall refiect all findings, recommendations,
adjusiments and correctlive aclion as a result of it's finding in any areas.
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Section 2. Non-Drug Medi-Cal Financial Audits

A.

Pursuant to OMB Circular A-133 §___.400{d)(3), Contractor shall monitor the activities of all
of its Subcontractors to ensure that:

1. Subcontractors are complying with program requirements and achieving
periormance goals

2. Subcontractors are complying with fiscal requirements, such as having appropriate
fiscal controls in place, and are using awards for authorized purposes.

Contractor can use a variely of monitoring mechanism, including limited scope audits, on-
site visits, progress reporls, financial reparis, and review of documentation suppori requesis
for reimbursement, to meet the Caontractor's monitoring objectives. The Contractor may
charge federal awards for the cost of these monitoring precedures as outlined in OMB
Circular A-133.

The Contractor shall submit to the State a copy of the procedures and any other monitoring
mechanism used te monitor non-profit Subcontracts at the time of the County’s annual site
visit or within 60 days thereafter, Confractor shall state the frequency that non-profit
Subcontracts are monitered.

Limited scope audits, as defined in the OMB Circular A-133, only include agreed-upon
engagements that are {1) conducted in accordance with either the American Institute of
Certified Public Accountants generally accepled auditing standards or atfestation
standards; {2} paid for and arranged by pass-through entities (counfies); and (3) address
one or more of the following types of compliance requirements: {i) activities allowsd or
unallowed; (ii) allowable costs/cost principals; (iii) eligibility; (8v} malching, level of effert
and earmarking; and (v) repording.

Cn-site visits focus on compliance and controfs over compliance areas. The reviewer must
make sile visits to the subcontractor focatiens{s}, and can use a variely of moniioring
mechanism to document compliance reguirements. The finding and the corrective action
wilt require follow-up by the Contractor.

Coniractor shall be responsible for any disaflowance taken by the Federal Governmenit, the
Siate, or the California State Audit, as a result of any zsudit exception that is related to the
Coniractor's rasponsibilities herein. Contractor shall nof use funds administered by the
State to repay one federal funding source with funds provided by another faderal funding
source, to repay federal funds with state funds, or to repay slate funds with federal funds.
State shall invoice Conlractor 60 days after issuing the final audit report or upon resolution
of an audit appesl. Contractor agrees to develop and implement any corrective action
plans in a manner acceptable to the State in order to comply with recommendations
contained in any audit repori, Such corrective action plans shall include time-specific
objectives to allow for measurement of progress and are subject to verification by the state
within one year from the date of the plan.
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If differences cannot be resolved between the Stale and Contractor regarding the terms of
the financial audit settlements for funds expended under Exhibit A, Attachment |, Part IV,
Contractor may request an appeal in accordance with the appeal process described in
Document 1J{a), “Non-DMGC Audit Appeal Process,” incorporated by this reference. When
a financial audit is conducted by the Federal Government, the Stale, or the California State
Auditor directly with a Subcontractor of the Confractor, and if the Subconiractor disagrees
with audit disallowances related to its programs, claims or services, Cantractor shall, at the
Subcontractor’s request, request an appeal to the State in accordance with Document
1J{a). Contractor shaill include a provision in ils subcontracts regarding the process by
which its Subcontraciors may file an appeaf via the Contractors.

Contractors that conduct financiat audits of Subcontractors, other than a2 Subcontracter
whose funding consists entirely of non-Depariment funds, shall develop a process (o
resolve disputed financial findings and notify Subcontraciors of their appeal rights pursuant
to that process. This section shall not apply to those grievances or compliances arising
from the financkat findings of an audit or examination made by or on behalf of the Stale
pursitant to Article IV of this Conlract.

Pursuant to OMB Circular A-133, Siate may impose sanctions against the Contractor for
not submitiing single or program-specitic audit reports, or failure to comply with aif other
audit requirements. The sanctions shall include:

1. Withholding a percentage of federal awards unlil the audit is compfeted satisfactorily
2. Withhald or diszllowing overhead costs

3. Suspending federal awards untif the audit is conducted; or

4, Terminating the federal award

Section 3. Drug Medi-Cal Financial Audits

A

In addition to the audit requirements set forth in Exhibit D{F}, State may also conduct
financiat audits of DMC programs, exclusive of NTP services, to accomplish any of, but not
limited to, the following audit objectives:

7. To review reparted costs for validity, appropriate allocation methodology, and
compliance with Medicaid laws and regulations;

8. To ensure that only the cost of allowable DMC aclivities are included in reported
costs;
Q. To determine the provider's usual and customary charge {o the general public in

accerdance with CMS (The Medicare Provider Reimbursement Manual) (ChS-
Pub.15), which can be cbtained from the Centers for Medicare & Medicaid Services,
Baltimore, Maryland, or weaw.cms.hhs.gov, for comparison to the DMC cost per unit;

10. To review documentiation of units of service and determine the final number of
approved units of service;
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i1 To delermine the amourd of clients' third-parly revenue and Medi-Cal share of cost
to offset allowable DMC reimbursement; and,

12. To compute final settlement based on the lower of actual allowable cost, the usual
and custormary charge, or the maximum allowance, in accardance with Title 22,
Seclion 51516.1.

In addition to the audit requirements set forth in Exhibit D{F), State may conduct financial
audits of NTP programs. For NTP services, the audits will address items A{3) through A(5)
above, except that the comparison of the provider's usual and customary charge in A{3) will
be to the DMC USDR rate in lieu of DMC cost per unit. In addition, these audits will
include, but not be IImited to;

1. For those NTP providers required to submit a cost report pursuant to W&IC Secticn
14124.24, a review of cost allocation methodology between NTP and other service
modalities, and between DMC and other funding sources;

2, A review of actual costs incurred for comparison to services claimed;

3. A review of counseling claims to ensure that the appropriate group or individual
counseling rate has heen used and that counseling sessions have been bifled
appropriately;

4. A reviews of the number of ¢lients in group sessions to ensure ihat sessions include
no less than four and ne more than ten clients at the same time, with af least ocne
Medi-Cal client in aftendance;

3. Computation of final setiiement based on the lower of USDR rate or the provider's
usual and customary charge o the general public; and,

B. A review of supporling service, fime, financial, and patient records to verify the
validity af counseling claims.

Caontractor shall be responsible for any disallowances taken by the Federal Government,
the State, or the Bureau of State Audits as a result of any audit exception that is refated to
iis responsibilities. Contractor shall not use funds administered by the Siate to repay one
federal funding source with funds provided by another federa! funding source, or io repay
federal funds with stale funds, or to repay stale funds with federal funds

Contractor agrees to promptly develop and implement any corrective action plansina
manner accepiable to the State in order to comply with recommendations contained in any
audit report. Such corrective action pfans shall include time-specific objectives to allow for
measurement of progress and are subject to venfication by the State within six months from
the date of the plan.

Contractor, in coordination with the State, must provide follow-up on all significant findings
in the audit report, including findings relating to a Subcontractor, and submit the results to
the State.
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If differences cannot be resolved between the State and the Contractor regarding the terms
of the final financial audit settlements for funds expended under Exhibit B, Contractor may
reguest an appeal in accordance with the appeal process described in the "DMC Audit
Appeal Process," Document 1J(b), incorperated by this reference. When a financial audit is
conducled by the Federal Government, the Slate, or the Bureau of State Audits directly with
a Subconlractor of the Contractor, and if the Subcontractor disagrees with audil
disallowances related o ils programs, claims or services, Conltractor shall, at the
Subcontractor's request, request an appeal to the Stale in accordance with Document
1Jib). Contracior shall include a pravision in ifs subcontracls regarding the process by
which a Subcontractor may file an audit appeal via the Contractor.

Providers of DMC services shall, upon request, make available to the Siate their fiscal and
other records to assure that such provider have adequate recordkeeping capability and to
assure that reimbursement for covered DMC services are made in accordance with Tille 22,
CCR, Section 51516.1. These records include, but are not limited to, matters pertaining to:

1. Provider ownership, organizaltion, and operation;

2. Fiscal, medical, and other recordkeeping systems;

3. Federa! income fax status;

4, Asset acquisition, lease, sale, or other action;

5. Franchise or management arrangements;

8. Patient service chame schedules;

T. Cosis of ocperalion;

8. Cost allocation methodology;

9. Amounts of income received by source and purpese; and,

i0. Flow of funds and working capital.

Contractor shall retain records of utilization review activities required in Article VI herein for
a minimum of three {3} years.
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Exhibit B
Budget Detail and Payment Provisions
Fiscal Year 2014-15

Part IV — Records

Section 1. General Provisions

A

hMaintenance of Records

Contractor shall maintain sufficient books, records, documents, and other evidence
necessary for the State to audit contract perfformance and cantract compliance. Contractor
shall make these records available to the State, upon request, to evaluate the quality and
quantity of services, accessibilily and appropriateness of services, and to ensure fiscal
accouniability. Regardless of the location ar ownership of such records, they shall be
sufficient to determine if costs incurred by coniractor are reasonable, allowable and
allocated appropriately. All recards must be capable of verification by qualified auditors.

1.

Contractor shall include in any contract with an audit firm a clause io permii access
by the State {o the working papers of the external independent auditor, and reguire
that copies of the working papers shall be made for the State at its request.

Contractor shall keep adeguate and sufficient financial records and stalistical data fo
suppert the year-end documents filed with the State. All records must ba capable of
verification by qualified audiors.

Accounling records and supporting documenis shall be retained for a three-year
period from the date the year-end cost settlement report was approved by the Siate
for interim setflement. When an audit by the Federal Government, the State, or the
California State Auditor has been started befere the expiration of the three-year
period, the records shall be retained until completion of the audit and final resolution
of all issues that arise in the audit. Final setilement shall be made at the end of the
audit and appeal process. If an audit has not been completed within three years,
the interim seitlement shall be considered as the final setilement.

Financial records shall be kept so that they clearly reflect the source of funding for
each type of service for which reimbursement is claimed. These documents
inciude, but are not imited o, all ledgers, books, vouchers, time sheets, payrolls,
appointment schedules, client dafa cards, and schedules for allocaling costs. Al
records must be capable of verification by qualified auditors.

Contraclor’s subconiracts shall require that all Subcontractors comply with the
requirements of Exhibit A, Aftachment |, Part V, Ssection 2.
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Should a Subcontractor discontinue ils contractual agreement with the Conltractor,
or cease to conduct business in its entirety, Contractor shall be responsible for
retaining the Subcontracior's fiscal and program records for the required retention
period. The Slate Administrative Manual (SAM} contains staiutory requirements
govemning the retention, storage, and disposal of records periaining to state funds.
Contractor shall foliow SAM requirements located at

http-#/sam.dgs.ca.gow TOC/1600.aspx.

The Contractor shall retain all records required by Welfare and Institutions Code
section 14124.1, 42 CFR 433.32, and California Code of Regulations, Title 22,
Section 51341.1 et seq. for reimbursement of services and financial audit purposes.

In the expenditure of funds hereunder, and as required by 45 CFR. Part 96,
Contractor shall comply with the requirements of SAM and the laws and procedures
applicabls to the obligation and expenditure of federal and state funds.

B. Dispute Resolution Process

1.

in the event of a dispute under this Exhibit A, Attachment |, Part IV, other than an
audit dispute, Contractor shall provide wiitten notice of the particulars of the dispute
to the State before exercising any other avaiable remedy. Written notice shall
inciude the contract number. The Director {or designes) of the State and the County
Drug or Alcohol Program Administrator {or designee) shall meet to discuss the
means by which they can effect an equitable resolution to the dispule. Cantractor
shall receive a written respanse from the State within sixiy (60) days of the notice of
dispute. The wiitten response shall reflect the issues discussed at the meeting and
state how the dispute will be rescived.

In the event of a dispute over financia! audit findings between the Slate and the
Contractor, Contractor may appeal the audit in accordance with the “non- DMC
Audit Appeal Process” (Document 1J{(a)}. When a financial audit by the Federal
Government, the Slate, or the California Siate Auditor is conducted directiy with a
Subcontractor of the Contractor, and ff the Subcontractor disagrees with audit
disallowances related to its programs, claims or services, Conlractor shall, at the
Subcantractor's request, request an appeal to the Slate in accordance with
Document 1J{a). Contractor shall include a provision in ils subcontracts regarding
the process by which a Subcontractior may file an audit appeal via the Contraclor,

As stated in Part 11, Section 3, of this Exhibit, in the event of a dispute over financial
audit findings between the State and the Contracior, Contractor may appeal the
audit in accordance with DMC Audit Appeal Process” (Document 1J{(b)). Whena
financial audit by the Federal Government, the State, or the California State Auditor
is conducted directly with a Subcontractor of the Confractor, and if the
Subcontractor disagrees with audit disallowances related to its programs, claims or
services, Conlractor shall, at the Subcontractor's request, request an appeal ic the
State in accoerdance with DMC Audil Appeal Process™ (Document 1.J{b})}. Contractor
shall include a provision in its subcontracts regarding the process by which a
Subcontractor may file an audit appeal via the Contractor.
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Contractors that conduct financial audits of Subconiractors, other than a
Subcontractor whose funding consists entirely of non-Depariment funds, shall
develop a process fo resolve disputed financial findings and notify Subcontractors of
their appeal rights pursuant to that process. This section shall not apply to these
grigvances ar complaints arsing from the financial findings of an audit or
examination made by or an behalf of the State pursuant to Part {l of this Exhibit.

To ensure that necessary corrective actions are taken, financial audit findings are

either uncontested or upheld after appeal may be used by the State during
prospective contract negoliations.
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Exhibit B
Budget Detail and Payment Provisions
Fiscal Year 2014-15

Part V. Drug Medi-Cal Reimbursement Rates

"Uniform Statewide Daiiy Reimbursement {USDR}) Rate” means the raie ior NTP
services based on a unit of service that is a daily treatment service provided pursuant lo
Title 22, Sections 51341.1 and 51516.1 and Title 9, commencing with Section 10000
{Document 3G), or the rate for individual or group counseling. The following table shows
the proposed Fiscal Year {FY) 2014-15 USDR rates.

Nen-Perinatal Perinatal
Type of Unit of {Regular) Rate Per Rate Per

i Service Service (UOS) Uos uos

E -

F NTP-Methadone Dosing Daily $10.80 $11.79
NTP-Individual Counseling One 10-minute -
(i) in'crement 51348 521 .'DU

Ons 10-minute
NTP Group Counseling (*) increment 52.91 $7.03

{*) The NTP contractors may be reimbursed for up to 200 minutes (20-10 minule
increments) of individual andfar group counseling per calendar month per beneficiary. |f
medical necessity is met that requires additional NTP counseling beyond 200 minutes per
calendar month, NTP contractors may bill and be reimbursed for additional counseling {in
10 minute increments). Medical justification for the additional counseling must be clearly

documentad in the patient record.

Reimbursement for covered NTP services shall be limited to the lower of the NTP's usual
and customary charge to the gensral public for the same or similar services or the USDR

raie.
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“Unit of Service” means a face-to-face contact on a calendar day for outpatient drug free,
intensive outpatient treaiment, perinatal residential, and Nalfrexone treatiment services.
Only one face-to-face service contact per day is covered by DMC except in the case of
emergencies when an additional face-to-face contact may be covered for inlake crisis
inervention or collateral service. To count as a unit of service, the second contact shall net
duplicate the services provided on the first contact, and each contact shall be clearly
documented in the beneficiary's record. While the rates are approved by the Sizte, iney
are subject to change through the regulation process. Units of service and proposed SMA
for FY 2014-15 are identified in the following table.

Service , Type of Unit of Non-Perinatal - Perinatal
Service (UOS) {Regular) Rate Per : Rate Per UOS
Uos
Intensive Outpatient Face-to-Face Visit 356.44 $80.78
Treatment
Nallrexone Treatment Face-to-Face Visit ! $10.06 NA
Qutpatient Drug Free Face-to Face Visit $67.38 $105.32
— Individual (per
parson}
Face-to-Face Visit | 326.23 $63.33
- Group (per
persan}
Perinalal Residential Dazily — Residential - NA $90.43
Day
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Special Terms and Conditions
(For federally fiunded service coniracts or agresmenis and grant agreemenis)

The use of headings or titles throughout this exhibit is for conveniance only and shall not be used o interpret
or io govern the meaning of any speciic term or condition.

The terms “confract”, "Contracter™ and "Subconiracler” shall alse mean, “agreement”, "grant”, “grant
agreement”, "Grantee” and "Subgrantes” respeclively.

The terms “California Oepartment of Hesith Care Services™, “Californfa Department of Hesith Services®,
'‘Department of Health Care Services™, "Department of Health Services®, "COHCS", "DHCS", *CDHS", and
“DHS" shalf all have the same meaning and refer to the Califarnia Slate agency that is a pariy to this
Agreement.

This exhibit contains provisions that require strict adherence to varipus contracting faws and palicies. Some
provisions herein are conditional and only apply f specified conditions exist {i.e., agreement total excesds a
certain amount; agreement is federally funded, etc.). The provisions herein apply to this Agreement unless
the provistons are removed by referenca on the Tace of this Agreement, the provisions are superseded by an
alternate provision appearing elsewhere in this Agreament, or the applicable conditions do not exist.

Index of Special Terms and Conditions

1. Federal Equal Employment Opportunity i7.  Human Subjects Use Requirements

Requirements 18. NMovation Requirements

2. Traveland Per Diem Refmbursement 18,  Deharment and Suspension Cerdification

Procurement Rules 20. Smoke-Free Workplace Certification

Equipment Ownership / Inventory / Disposition 21, Covenant Against Contingent Fees
22, Payment Withholds

23. Performance Evalugtion

24 QOificials Mot to Benefit

25.  Four-Digit Dale Compliance

28. Prohibited Use of State Funds for Software

10 Intellectuat Property Rights 27.  Use of Small, Minorty Owned and Women's
1. Al or Waler Polluticn Requirements Businesses

Subeontract Reguirements

Audit and Record Retantion

3

4

5

6. khcome Restrictions
7

8 Site Inspaction
o

Federal Contract Funds

12. Prior Approva! of Training Seminars, Workshops | 28, Alien inefigibility Certificalion

or Conferences 29.  Union Organizing

13.  Confidentialiy of Information A0.  Contract Uniformity (Frings Benefit

14. Documents, Publications, and Writlen Reports Allowahility}
15. Dispute Resolution Pracess {Revised 22012} 31. Suspension or Stop Wark MNetification

i 16. Financial and Compliance Audit Requirements 32. Lobbying Restrictions and Disclasure
: Cerlification
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1. Federal Equal Opportunity Requirements

{Applicable to alf federally funded agreements entered into by the Department of Health Care Services)

a.

The Contractor will not discriminate ageinst any employee or applicant for employment because of race,
calor, religion, sex, natianal origin, physical or mentat handicap, disability, 2ge or siatus as a disabled
veteran or veteran of the Vietnam era. The Contractor will lake affirmative aclion to ensure that qualified
applicants are employed, and lhat employees are trealed during employment, without regard o their
race, color, religion, sex, national origin, physical or mental handicap, disabilily, age or stalus as =z
disabled veteran or veteran of the Vietnam era. Such action shall include, but nof be limited to the
iollowing: employment, upgrading, demotion or transfer; recrstment or recruitment advertizsing; layoff or
termination; rales of pay or other forms af compensation; and career development opporfunities and
selection for training, including aporenticeship. The Contractor agrees o post in conspicuous places,
avatable lo employees and applicants for employment, noticas to be provided by lhe Federat
Government or DHGS, setting forth the provisions of the Equal Opporiunity clause, Section 503 of the
Rehabilitation Act of 1973 and the affirmative action cfause required by the Vistnam Era Veterans'
Readjustment Assisfance Act of 1874 (38 U.S.C. 4212). Such notices shall slale the Contracior's
obligation under the law to take affirmative acfion to employ and advance in employment qualified
applicants without discrimination based on their race, color, religion, sex, national origin physicat or
mental handicap, disability, age or status as a disabled veteran or veteran of the Vietnam era and the
righls of applicants and employees.

The Cantractor will, in 2!l solicitations or advancements for employees placed by or on beha!f of the
Caontractor, siate that all qualified applicants wilt receive consideralion for employment without regard to
rece, color, religion, sex, national origin physical or mental handicap, disability, age or status as a
disabled veteran or veteran of the Vielnam era.

The Contractor will send to each fabor unign or representative of warkers with which it has a collective
bargaining agreement or clher cantract or understanding a nofice, {o be provided by the Federal
Government or lhe Siate, advising the fabor union or workers” representative of the Contractor's
commitmenls undar lhe provisions heraein and shall post copies of the rolice in conspicuous places
available to employees and applicants for employment.

The Contractor will comply with all provisions of and furnish all information and reporis required by
Section 503 of the Rehabilitation Act of 1873, as amended, the Vielnam Era Velerans' Readjustment
Assistance Act of 1874 (38 U.S5.C. 4212) and of the Federal Execulive Order No. 11246 as amended,
including by Executive QOrder 11375, ‘Amending Executive Order 11246 Relating fo Equatl Employment
Opportupity,” and as supplemented by regutation at 41 CFR part G0, “Office of the Federal Contract
Compliance Programs, Egqual Employment Opporiunity, Depariment of Labor,” and of the rules,
regulations, and relevant orders of the Secretary of Labor.

The Caontractar will furnish &l infarmation and reports required by Federal Execotive Order No. 11246 as
amended, including by Execative Order 11375, ‘Amending Executive Order 11248 Relating to Equal
Employment Opportunity,' and as supplemented by regulation at 41 CFR part 80, "Office of the Federal
Contract Compliznce Programs, Equal Employment Opportunity, Department of Labar,” and the
Rehabilitation Act of 1973, and by the rules, regulations, and orders of the Secretary of Labor, or
pursuant thereto, and will permil access io its books, records, and accgunis by the Stale and its
designated representatives and the Secretary of Labor for purposes of investigation to ascertain
compliance with such rules, regulations, and orders.

In the event of the Contraclor's noncompliance with the reguirements of the provisions herein or with any
federal rules, regulations, or orders which are referenced herein, this Agreement may be cancelled,
terminated, or suspended in whaole or in part and the Contractar may be declared ineligibfe for further
tederal and slate conbracts in accordance with procedures authorized in Federa! Executive Order No.
11246 as amended and such other sanctions may be imposed and remedies invoeked as provided in
Federal Execulive Order No. 11248 as amended, including by Execulive Order 11375, ‘Amending
Executive Order 11246 Relating to Equal Employment Oppartunity,” and as supplemenled by regulation
at 41 CFR part 60, "Office of the Federal Contract Compliance Programs, Egual Employment
Opportunity, Depariment of Labor,” or by rule, regulation, or arder of the Secretary of Labor, or as
atherwise provided by law.
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g. The Contracter will include the provisions of Paragraphs a through g in every subceniract or purchase
order unless exempted by rules, regulations, or orders of the Secretary of Labor issued pursuant to
Federal Execulive Order No. 11246 as amended, including by Execuiive Order 11375, ‘Amending
Executive Order 11246 Relgling to Equal Employment Opporunity,’ and as supplemented by regulation
at 41 CFR part 80, "Office of the Federal Centract Compliance Programs, kEqual Employment
Opportanity, Department of Labor,” or Section 503 of the Rehabilitation Act of 1973 or (38 US.C. 4212)
of the Vietnam Era Veteran's Readjusiment Assistance Act, so that such provisions will be binding upon
each subcontractor or vendar. The Contractor will take such action with respect to any subcontract or
purchase arder as the Director of the Office of Federal Cantract Compliance Programs or DHCS may
direct as a means of enforcing such provisions including sanctions for noncampliance provided, however,
{hat in the event the Centracior becomes involved in, or is lhreatened with litigation by a subcontractar or
vendor as a result of such direction by DHCS, the Contractor may request in writing to DHCS, who, in
turm, may request the United States fo enter into such litigation to protect the interests of the State and of
the United States.

2. Travel and Per Diem Reimbursement
{Applicable if travel andior per diem expenses are reimbursed with agreement funds.}

Reimbursement for travel and per diem expenses from DHCS undsr this Agreement shall, unfess otherwise
specified in this Agreement, be at the rates currently in effect, as established by the California Depatiment of
Personnel Administration {DPAY, for nonrepresented state employees as slipufated in DHCS' Travel
Reimbursement Information Exhibit. [ the DPA rates change during the term of the Agreement, the new
rates snall apply wpon their effective date and no amendment to this Agreement shall be necessary.
Exceplions to OPA rates may be approved by DHCS upon the submission of a statement by the Contractor
indicating that such rates are nol available to the Contractor. Mo travel outside the State of Califarnia shall be
reimbursed without prior authorization from DHCS, Verba! authorization should be confirmed in writing.
Written authorization may be in a form including fax or email confirmation.

3. Procurement Rules

{Applicable to agreements in which equipment/properly, commodities andlor supplies are furnished by DHCS
or expenses for safd items are reimbursed by DHCS with slate or federal funds provided under the
Agresment.}

a. EquipmentiProperty definitions

Wherever the term equipment andfor property is used, the following definitions shall apply;

{1} Major equipmentfproperty. A tangible or intangible item having a base unit cost of §5,080 or more
with & life expeciancy of ane (1) year ar more and is efther furnished by DHCS or the cost s
reimbursed through this Agreement. Software and videss are examples of intangibie items lhat meet
this defindtion.

{2} Minor eguipment/property; A tangible item having a base unit cost of less than §5.000 with a [ife
expecltancy of ane {1} year or more and is either furnished by DHCS or the cost is reimbursed
through this Agreemeni.

b. Government and public entities {ircluding siate collegesfuniversities and auxillary organizations),
whether acting as a contracter andfar subcantractor, may secure alf commodilfes, supglies, eguipment
and services refated 1o such purchases that are required in performance of this Agreement. Said
pgrocurements are subject to Paragraphs d through b of Provision 3. Paragraph ¢ of Provision 3 shall
alsc apply. i equipmentfproperty purchases are delegated {o subcontractors that are mronprofit
grganizations or commercial businesses.

c. Monprofit organizations and commereial businesses, whether acting as & conbractor andfor
subcontractar, may secure commoedilies, supplies, equipment/properly and services related to such
purchases for performance under this Agreement.

{1} Equipment/properiy purchases shall not excead 350,000 annually.

To secure equipmentproperty above the annuzal maximum limit of 550,000, the Contractor shall
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make arrangements through the appropriste DHCS Program Confract hMansger, to have alf
remaining equipment/properly purchased through DHCS Purchasing Unit. The cost of
equipment/property purchased by or through DHCS shall be deducted from he funds available in this
Agreement. Contractor shall submit to the DHES Program Contract Manager @ list of
equipment/properiy specifications for those items that the State must procire. DHCS may pay the
vendor directly for such arranged equipment/property purchases and lille to the equipment/property
will remain with DHCS. The equipmentfproperty will be delivered to the Contractor's address, as
stated on the face of the Agreement, unless the Contractor netifies the DHCS Program Contract
ktanager, in writing, of an altemate delivery address.

{2) All equipment/praperty purchases are subject to Paragraphs d through h of Provision 3. Paragraph b
of Provision 3 shall also apply, if equipment/property purchases are defegated to subcontractars that
are either a government or public entity.

{3} Nenprofit organizations and commercial businesses shall use a procurement system that meets the
following standards:

{a} Maintain 2 code or standard of conduct thal shall govern the performance of its officers,
employees, or agenis engaged n swarding procurement confracts. No employee, officer, or
agent shall participate in the sefection, award, or administration of a procurement, or bid centract
inwhich, to his or her knewedge, he or she has a financial inkerest.

{b} Procurements shall be conducied in @ manner that provides, to the maximum extent practical,
apen, ani free competition.

{c} Procursments shall be conducted in a manner that provides for all of the fofowing:
[Y] Awoid purchasing unnecessary or duplicate items.

(2) Equipment/praparty solicitations shall be based upon a clear and accurate descriptian of the
technica! requirements of the goods to be procured.

(3] Take posdive steps to utllize smalt and veteran owned businesses.

d. Unless weived or atherwise stipulated in writing by DHCS, prior written authorizalion from lhe appropriate
DHCS Program Coniract Manager will be required before the Contractor will be reimbursed for any
purchase of $5,000 or more for commodities, supplies, equipmentproperty, and services related to such
purchases, The Cenlractor must pravide in its request for authorization all pariculars necessary, as
specified by DHCS, for evaluating (he necessity or desirabitity of incurring such cosls. The term
"nurchase” excludes the purchase of services from s subceniractor and public utility services at rates
established for uniform applicahility to the general public.

e. [n specfal circumstances, determined by DHCS (e.g.. when DHCS has a reed to monitor certain
purchases, elc.), DHCS may require prior writien authorization andfor the submission of paid vendor
receipls for any purchase, regardless of dellar amount. DHCS reserves the right to either deny claims for
reimbursement or {o request repayment far any Conlractor andfor subcaontractar purchase that DHCS
determings fo be unnecessary in carrying out performance under this Agreement.

f. The Contractor andior subcontractor must mainlain & copy or narrative descriplion of the procurement
system, guidelines, ailes, ar regulations thal will be used to make purchases under this Agreement. The
State reserves the right to request 2 copy of these documents and to inspect the purchasing practices of
the Contractor andfor subcontractor at any time.

g. For all purchases, the Gontracior endfor subconltractor must maintain copies of all paid vendor invoices,
documents, bids and other information used in vendor selection, for inspaction or audit.  Justifications
supparting lhe absence of bidding {i.e., sole scurce purchases) shall also be maintained on file by the
Confractor and/or subcentracter for inspection or audit.

h. DHCS may, wilh cause {e.g, with reasanahle suspicion of unnecessary purchases or use of
inappropriate purchase practices, ele.}, withhold, cancel, modify, or retract the delegaled purchase
authority granted urder Paragraphs b andior c© of Provision 3 by giving the Contractor ro less than 30
calendar days written nolice.
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4. Equipment/Properly Ownership !/ Inventory f Disposition

{Applicable to agreements in which equipmentipropery is furnished by DHCS andfor when said items are
purchased or reimbursed by DHCS with state or federa! funds provided under the Agreemeant.)

a. Wherever the term equipment andfor properly is used in Provision 4, the definitians in Paragraph a of
Provision 3 shall appiy.

Unless ofherwise stipulated in this Agreement, 2% eqguipment andior properly that is
purchasedireimbursed with agreement funds or furnished by DHCS under the terms of this Agreement
shall be considered state equipment and the property of DHCS.

(1) Reporiing of Equipment/Property Receipt - DHCS requires the reporting, tagging and annual
inventorying of all equipment andfor property that is furnished by DHCS or purchasedfreimbursed
wilh funds provided through this Agresment.

Upon receipt of equipment andfor property, the Coniractor shalt regori the receipf to the DHCS
Frogram Contract Manager. To report the receipt of said items and to receive properiy fags,
Contractar shall use a form or format designated by DHCS' Asset Management Unit.  if the
appropriate form {f.e., Contractor Equipment Purchased with DHCS Funds) does not accompany Lhis
Agresment, Contractor shall request a copy from the DHCS Program Contract danager.

{2} Annual Equipment/Property Inventory - If the Cantractor enters into an agreement with a term of
more than hvelve months, the Contracter shall submit an annua! inventory of state equipment andfor
property fo the DHCS Program Contract Manager using a form or format designated by DHCS Asset
Management Unit. I an inventary report form {ie., fnventory/Disposition of DHCS-Funded
Equipment) does not accompany this Agreement, Contractor shall request a copy from the DHCS
Program Contract Manager. Cantracioer shall:

(2) Include in the inventory report, equipment andfor property in the Contractor's possession andfor
in the possession of a subcontractor {including independent consultants).

{b) Submit the inventary reperl to DHCS according to the instructions appearing on the inventory
form or issued by the DHCS Program Contract Manager.

{c) Contact the DHCS Pregram Contract Manager to learn how to remove, trade-in, sell, transfer or
survay off, from the inventary report, expired equipment and/ar propery that is no lenger wantad,
usable or has passed ifs life expectancy. Instructions will be supplied by either the DHCS
Program Contract Manzager or DHCS' Asset Management Unit,

b. Tifle to stale equipment andfor property shall not be affected by its incorporation or sttachment to any
property not owned by lhe State.

c. Unless othensise stipulated, DHCS shafl be under no obfligation to pay lhe cost of restoration, or
rahahilitation of the Contracior's andfor Subconiractor’s facility which may be affacted by the remova of
any state eguipment and/or property.

d. The Contractor andfor Subcontractar shall maintain and administer a sound business program for
ensuring the proper use, mainienance, repair, protection, insurance and preservation of state equipment
andfor property.

(1) In administering this provision, DHCS may require the Contractor andfor Subconiractor to rapair ar
replace, lo DHCS’ satisfaction, any damaged, lost or stolen state equipment andfor property. in the
event of state equipment andior miscellanecus preperty theft, Contractor andfor Subcontractor shall
immediately file a theft report with the apprapriate police agency or the California Highway Patro! and
Contractor shall promptly submit one copy of the theft report to the DHCS Program Contract
Manager.

e. Unless otherwise stipulated by the Program funding 1his Agresment. equipment andfor properiy

purchasedfreimbursed with agreement funds or fumnished by DHCS under the terms of this Agreement,
shall only be used for performance of this Agreement or another DHCS agreement.
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f. WWihin sixty {60) calendar days pricr to the termination or end of lhis Agreement, the Contractor sha't
provide a final inventory report of equipment andfor property to the DHCS Program Coniract Manager
and shall, at that time, query BHCS as to the requirements, including the manner and method, of
returning stete equipmenl and'or property to DHCS. Final disposition of equipment and/or proparty shall
be at DHCS expense and according to DHCS instructions.  Egquipment andfor properiy disposition
instructions shall be tssued by DHCS immedialely after receipt of the final inventory repart. At the
termination or conclusion of this Agreement, DPHCS may at its discretion, authorize the conlinued use of
siate equipment andfor praperty for padormance of work under a different DHGS agreement.

g. Motor Vehicles

{Applicable only if motor vehicles are purchzsed/reimbursed with egreement funds or furnished by DHCS
under this Agreement.)

{1} If moloer vehicles are purchasedireimbursed with 2gresment funds or furnished by DHCS under the
terms of lhis Agreement, within thirty (30} calendar days prior io the fermination or end of this
Agreement, the Contractor andfor Subcontractor sha!l return such vehicles to DHCS and shall deliver
all necessary documents of tille or registration to enzble the proper ransier of 2 marketable tille to
DHCS.

(2} If motor vehicles are purchasedireimbursed with agreement funds or furnished by DHCS under the
terms of this Agreement, the Siate of California shall be the lega! owner of said motor vehicles and
the Contractor shall be the registered owner. The Contractor andior & subcantractor may only use
said vehicfes for periormance and under the terms of this Agreement.

(3) The Contractar andfor Subconfracior agree that all operators of motor  vehicles,
purchasedfreimbursed with agreement funds or fumished by DHCS under the terms of lhis
Agreement, shell hold & valid State of Calfernia driver's license. In the event that ten or more
passengers are {o be transported in any one vehicle, the operator shall also hold a State of California
Class B driver's [fcanse.

{4} If any motar vehicle is purchasedfreimbursed with agreement funds or furnished by DHCS under the
terms of this Agreement, the Contractor andfor Subcantracior, as applicable, shall provide, maintain,
and ceriify that, at a minimum, the following type and amount of automobile [fabiity insuranca is in
effect during the term of this Agreement or any extension period during which any vehicle remains in
the Contracter's andfor Subcontraclor's possession:

Automobile Liability Insurance

{a} The Contractor, by signing this Agreement, hereby ceriifies that it possesses or will obtain
automobile liabllity insurance in the amoant of 51,000,000 per ocourrence for hodily injury and
property damage combined. Said insurance must be oblained and made effective upon the
delivery date of any motor vehicle, purchasedfreimbursed with agreement funds or furnished by
DHCS under the terms of this Agreement, to the Contractor andfor Subcontraclor.

{b) The Contractar andfor Subcontractar shell, as soon as practical, furnish a copy of the cerlificate
of insurance to the DHCS Program Coniract Manager. The ceriificate of insurance sha¥l identify
the DHCS contract or agreement nember for which the insurance appliss.

{c} The Contractor and/or Subconfracior agree that bodily injury and properly damage bability
insurance, as reguired herein, shall remain in effect at all {imes during the term of this Agreement
or unti! such time as the motor vehicle is returnad to BHCS.

{d} The Confracter andfor Subcontractor agree to provide, at least thirly {30) days prior lo the
expiration date of said insurance coverage, a copy of a new certificate of insurance evidencing
continued coverage, as indicaled herein, for not less than the remainder of the term of this
Agreement, the term of any extension or centinuation thereof, or for a period of not less lhan ones
(1) year.

(e} The Centractor andfor Subcontractor, if not a self-insured government andfor public entity, must
provide evidence, that any required certificates of insurance contain the following provisions:
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[1] The insurer wi¥ not cance! the insured's coverage without giving Lhirly (30) calendar days
prior writlen notice 1o the State {California Department of Health Care Services).

[2] The State of Cafifornia, s officers, agents, employees, and servants are included as
additional insureds, but only with respect to work performed for the State under this
Agreement and any extensicn or continuation of this Agreament.

3] The insurance carrier shall notify the Californta Department of Health Care Services (DHCS),
in writing, of the Contractor's faflure to pay premiums; its cancellation of such policies; or any
other substantial change, including, but not limited to, the status, coverage, or scope of the
required insurance. Such notices shall centain a reference to each agreement number for
which the insurance was oblained.

(i} The Contractor and/or Subcontractor is herehy advised that coples of cerificates of surance
may be subject to review and approval by the Depariment of General Services {DGS), Office of
Risk and insurance Management. The Contractor shall be nolified by DHCS, in wriling, if this
provision is applicable to this Agreement. i 35S approval of the cerdificate of insurance is
required, the Contractor agrees that no work or services shall be performed prior to obtaining
said approval.

{g) In the event the Contractor andior Subcontracler fails to keep insurance coverage, as required
herein, in effect at all times during vehicle possession, DHCS may, in addition to any other
remedies it may have, terminate this Agreement upon the cccurrence of such event.

5. Subcontract Requirements

(Applicable io agreements under which services are o be performed by subcontractors including
independent consultants.}

a. Prior written authorization will be required before the Contractor enters info or is reimbursed for any
subcontract for services costing $5,000 or more. Except as indicated in Paragraph &{3) herein, when
securing subcontracts for services exceeding $5,000, the Contractor shall obtain at least three bids or
justify a sole source award.

{1) The Contractor must provide in its request for authorization, all information necessary for evaluating
the necessity or desirability of incurring such cost.

{2} BHCS may identify the information needed to fulfill this requirement.

{3} Subcontracts performed by the following entilies or for ihe service fypes listed below are exempt from
the bidding and sole source justification requirements:

{2} Alocal governmental entity or the federal government,

{b} A State college or Siate universily fram any State,

{c} A Joint Powers Aulhority,

{d} An auxiliary organization of a Californfa State University or a California community college,

(e} Afoundation arganized to support the Board of Governors of the California Community Colleges,

ff} An auxiliary ocrgenization of the Student Ald Commission established under Education Code
§ 69522,

{g) Firms or individuals propesed for use and approved by DHCS' funding Program via acceptance
of an application or proposa! for funding or pre/post contract award negotiations,

(R} Enlities andlor service types identified as exempt from advertising and competitive bidding in
State Contracting hanual Chapter 5 Section 5.8% Subsection B.3. View this publication at the
following Internet address: htto:ffiwww.dos.ca.coviolsiResources!/StateContraciidanas! aspx,

b. DHCS reserves the right to approve or disapprove the selection of subcontractors and with advance
vaitien nolice, require the scbstitution of subcondractors and require the Contractor to ierminate
subcontracts entered into in support of this Agregment.
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{1) Upon receipt of a wrilten aotice from DHCS requiring the substitution andlor terminaficn of a
subcontract, the Coniractar shall take steps 1o ensure the comgplelion of any work in progress and
select a replacement, if applicable, within 30 calendar days, unless a langer period is agreed {o by
OHCS.

Actual subcontracts (ke., written agreement bebwvesn the Contractor and a subcontractor) of 55,000 or
mare are subject to the priar review and written approval of DHCS., DHCS may, at its discretion, glect to
waive this right. All such waivers shall be confirmed in writing by DHCS.

Cantractor shalf maintain 2 copy of aach subcontract entered into in suppaort of Lhis Agreement and shall,
eipon request by DHCS, make copies available for approval, inspection, or audit.

DHCS assumes no responsibiity for the payment of subcontractors used in the perdormance of this
Agreement. Conlractor accepts sdole raspensibility for the payment of subcontractars used in the
perormance of this Agreement.

The Contractor is responsibfe for all performance requirements under this Agreement even though
periormance may be carried out through a subconfract.

The Caontractor shalf ensurs that 81l subcantracts for services include provision{s} requiring compkiance
with applicable tarms and conditions specified in this Agreement.

The Cenlracior 2gress (o include the following clause, relevant fo record retention, in all subconiracts for
Services:

"{Subcoriractor Name) agrees o maintain and preserve, until three years after termination of
{Agreement Number} and Bng! payment from DHCS io the Coniractor, to permit DHCS or any
duly authorized representative, to have atcess to, examine or audit any pertinent books,
documents, papers and records relaled to this subcontract and {o allow inferviews of any
employees who might reasonably have infarmation related to such records.”

Unfess otherwise stipulated in writing by DHCS, the Contractar shall be the subcenlracter's sole point of
cantact for 2 matters related to performance and payment under this Agreement.

Caoniractor shall, as applicable, advise all subcontractors of their obligations pursuant fo the following
numberad provisions of this Exhibit: 1, 2, 3, 4, 5, 6, 7, 8, 10, 11, 12, 13, 14, 17,19, 20, 24, 32 andfor
othar numbered provisions herein that are deemed applicable.

6. Income Restrictions

Unless otharwise stipulated in this Acreement, the Contractor zgreas that any refunds, rebates, credits, or
oifier amounts (including any interest thereon} accruing o or received by the Contractar under this
Agreement shall be paid by Ihe Contractor to DHCS, o the extent that they are properly allocable to costs for
which the Contractor has been reimbursed by DHCS under this Agreemeni.

7. Audit and Record Retention

{(Applicable o agreements in excess of $10,600.)

a.

The Cenlracior andfor Subcontractor shall maintain books, records, documents, and other evidence,
accounting procedures and practices, sufiicient fo properly reflect all direct and indirect costs of whatever
nature clatmad to have besn incurred in the performance of this Agreement, including any matching
costs and expanses. The foregeing constitules "records” for the purpose of this provision.

The Contractar's andior subcontractor's facility or office or such parf thereof as may be angaged in the
periormangs of this Agreement and hisfher records shalt be subject at all reasonable times 1o inspection,
audit, and reproduction.

Contractar agrees {hat DHCS, the Deperiment of General Services, the Bureau of Siate Audits, or their
designated representatives including the Comptroller General of the United States shall have the right lo
review and {o copy any records and supporting documentation periaining o the perdformance of this

BHCS-Exhibit BF (2712} Page B of 28



LIRSS W] T80 el E JT N ILTS Y JPSLI2] S EIULD il LU LUVEr LANIMEL 30T 0

Agreement. Contractor agrees to aliow the auditor(s} access to such records during normal business
hours and to allow interviews of any employees who mighl reasonably have infarmation related o such
recards,  Further, the Contractor agrees to include a similar right of the Staie to audit recards and
intervigw staff in any subcontract related to performance of this Agreement. (GC 8548.7, CCR Title 2,
Section 1886).

The Contractor and/or Subcontractor shall preserve and make available his/her records (1) for a peried
of three years from the date of final payment under this Agreament, and (2) for such longer periad, if any,
as is required by applicable staiute, by any other provisicn of this Agreement, or by subparagraphs (1) or
{2} below.

{1} If inis Agreement is completely or partially terminated, the records relaling to the work terminated
shalt be preserved and made available far a period of three years from the date of any resulling final
setllement.

(2) i any litigation, claim, negotiation, audit, or other aclien invelving the records has been slarted before
{he expiration of the three-year perod, the records shall be retzined until completion of the actfon and
resotution of all issues which arise from it, or unlil the end of the reqular threa-year periad, whichever
is later.

The Centractor andfer Subcontractor shalf comply with the above requirements and be awere of the
penalties for violations of fraud and for obstruction of investigation as set forth in Public Contract Code §
10115.10, if applicable.

The Contractor and/or Subcontractor may, at its discretion, following reeeipt of final payment under this
Agreement, reduce its accounts, books and records related to this Agreement to micrsfilm, compuler
disk, CD ROM, DVD, or other data storage medium. Upon request by an authorized representative fo
inspect, aurdit or obtain copies of said records, the Contracior andfor Subcontractor must supply or make
available applicable devices, hardware, andlor software necessary lo view, copy andior print said
records. Applicable devices may include, but are not limited 1o, microfilm readers and miccofilm printers,
efc.

The Contractor shall, if applicable, comply with lhe Single Audit Act and the audit reporting requiremenis
set fortihin OMB Circular A-133.

8. Site Inspection

The State, through any authorized represenizatives, has the right at all reasonable times to inspsct or
otherwise evaluate the work performed or being performed hereunder including subcontract supporied
activities and the premises in which it is being performed. If any inspection or evaluation is made of the
premises of the Contractor or Subcentractor, the Contractor shall provide and shalt require Subcantraciors to
provide all reasonable facilties and assistance for lhe safely and convenience of the autharized
representatives in the performance of their duties. All inspections and evaluations shall be perfarmed in such
a manner as wilk not unduly delay the work.

%. Federal Contract Funds

{Applicable only to that portion of an agreement funded in part or whels with federal funds.)

a.

£ s mutuwally understood bebween the parties that this Agreement may have been written before
ascertaining the availability of congressicnal appropriation of funds, for the mutual benefit of both parties,
in arder to avoid program and fiscal defays which would ccour if the Agreemenl were executed after that
detarmination was made,

This agreement is valid and enforceable only if sufficienl funds are made available {o the State by the
United States Government for the fiscal years covered by the term of this Agreement. In addition, this
Agreement is subject to any additionaf restrictions, limitations, or conditions enzacted by the Congress or
any slatule enacted by the Congress which may affect the provisions, terms or funding of this Agreement
in any manner.
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c. 1t is mutually agreed that if the Congress does not appropriate sufficient funds for the program, this
Agresment shall be amended o reflect any reduction in funds.

d. DHCS has the option lo invalidate or cancal the Agreemant with 30-days advance writien notice ar 1o
amend the Agreement to reflect any reduction in funds,

2. Intellectual Property Rights
a. Ownership

{1} Except whnere DHCS has agreed in a signed writing to accepl a Ecense, OHCS shall be and remain,
witheul additicnal compensation, the sole owner of any and all rights, title and inferest in all
Intellectual Property, from the moment of creation, whether ar not Jaintly coneeived, that are made,
conceived, derived from, or reduced {o practice by Contractor or BHCS and which resuit directly or
indirectly from this Agresment.

{2} For the purposes of this Agreement, Intellectual Properly means recognized protectable rights and
interest such as: patents, {whether or not issued) copyrights, irademarks, service marks, applications
for any of the foregoing, inventions, trade secrels, trade dress, legos, insignia, color combinations,
slagans, maoral rights, Aght of publiclty, author's rights, contract and ficensing rights, works, mask
warks, indusiria! design rights, rights of priority, know how, design flows, methodologies, devices,
business processes, developments, innovations, good will and all other fegal righis protecting
intangible preprigtary information as may exist now andfor here ailer come into existence, and all
renewals and extensions, regardless of whether those righis arise under the laws of the United
States, or any other state, country or jurisdiction.

{a) For the purposes of the definition of Intellectust Fropery, “works™ means all literary works,
writings and printed matier including the medium by which they are recorded or reproduced,
photographs, art work, pictorial and graphic rapresenlations and works of a similar nature, fim,
maotion pictures, digital images, animation cells, and other audiovisual waorks including pasitives
and negatives thereof, sound recordings, tapes, educationa! materials, interactive videos and any
cther malerials ar products created, produced, tonceptualized and fixed in & tangible medium of
exgression. It includes preliminary and fing! producls and any materals and infarmation
developed for the purposes of producing those final products. Works does rot include articles
submitted to peer review or referance journals or independent research projects.

{3} In the pedormance of this Agreemant, Contractor will exercise and utilize certain of ils Infallzciual
Prapeny in existence prior fo the effective date of this Agreement. In addition, under this Agreemeant,
Conlraclor may access and utilize certain of DHCS' Intellectual Property in existence prior lo the
effective date of this Agreement. Except as othenwise set forth herein, Contractor shall not use any
of DHGS' intellectual Property now existing or hereafier existing for any purposes wilthout the prior
wrillen permission of DHCS. Except as otherwise set forth herein, neither the Contractor nor
DHCS shall give any ownership interest in or rights to its Intellectual Property to the other
Party. If during the term of this Agreement, Contractor accesses any third-parly Inteilectual Properiy
that is licensed o BHCS, Contractar agrees to abide by all license and confidentiality restriclions
applicable to DHCS in fhe third-party’s license agreement.

{4} Contracior agress to cooperate with DHCS in establishing or maintaining DHCS' exclusive rights in
the Intelleciua! Property, and in assuring DHCS' sole righis against third parties with respect 1o the
intelleclual Praperty. If the Contracior enters into any agreemenis or subcontracts with olher parites
in order to peform this Agreement, Cantractor shall reguire the terms of the Agreement{s) to include
alt intellectual Property provisions. Such terms must include, but are not fmited to, lhe subcantracior
assigning and agreeing to assion to DHES all rights, title and inferest in intellactual Properiy made,
conceived, derived from, or reduced to practice by the subcontractor, Contractor or BHCS and which
result direclly or indirectly from this Agreement or any subconiract.

{5} Contractor furiher agrees to assist and coaperate with DHCS in all reasonable respecis, and execute
all documents and, subject to reasonable avaiabilily, give testimony and take all further acls
reasonably necessary o acquire, transfer, maintain, and enforce OHCS' tntellectual Property rights
and interesis.
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. Retained Rights / License Rights

(1) Except for Intellectual Properly made, conceived, derived from, or reduced o practice by Contractor
or DHCS and which resu't direclly or indirectly from this Agreement, Contractor shall retain title to all
of its Intellectual Properiy to the extent such Intellectual Property is in exislence prior to the effective
date of ihis Agreement. Coniractar hereby grants to DHCS, without addilonal compensation, a
permanent, non-exclusive, royelty free, paid-up, worldwide, irrevocable, perpetusl, non-terminable
license to use, reproduce, manufacture, sell, offer to sell, import, export, modify, publicly and privately
display/perform, distribute, and dispose Contractor's Intellectual Property with the right fe sublicense
through multiple layers, for any purpose whalsoever, to the extent it is incorporated in the Intellectual
Property resulting from this Agreement, unless Confractor assigns all rights, fitle and interast in the
Intallectual Property as set forth herein,

{2} Nothing in ihis provision shall reslrict, {imit, or olherwise prevent Contracior from using any ideas,
concepts, know-how, methodology or technigues related to its performance under this Agreement,
pravided that Cantractor's use dees not infringe the patent, copyright, trademark rights, license or
cther intellectual Property rights of DHCS or third parly, or result in a breach or default of any
pravisions of this Exhibit or result in 2 breach of any provisions of iaw refating fo confidentiality.

e. Copyright

{1} Contracler agrees thal for purposes of copyright law, sl works fas defined in Paragraph a,
subparagraph (2}{a) of this provision} of authorship made by or on behalf of Contractor in connection
with Contractor's parformance of this Agreement shall be desmed “warks made for hire”. Contractor
furthar agrees ihat lhe work of each person ulilized by Contracior in connection with the performance
of this Agreement will be a “work made for hire,” whether that person is an employee of Contractor or
that person has entered into an agreement with Conlractor to perdorm the waork. Conlractor shall
enter into a wrillen agreement with any such person that: {i) alf work periormed for Contractor shall
be deemed a “work made for hire” under the Copyright Act and (i) that person shall assign afi right,
tile, and inlerest to DHCS to any work product made, conceived, derived from, or reduced to practice
by Cantractor or DHCS and which result direclly or indirectly from this Agreement.

{2) All materials, including, but nat limited to, visual works ar text, reproduced or distributed pursuant to
this Agreement ihat include Intellectual Propeny made, conceived, derived from, or reduced lo
practice by Contractor or DHCS and which result directly or indirectly from this Agreement, shall
include DHCS' notice of copyright, which shall read in 3mm or {arger ypeface: “© [Enter Currernit Year
e.g., 2070, eic), California Bepartment of Heailh Care Services. This material may not be
reproduced ar disseminated without priar written permission fram the Califernia Depariment of Health
Care Services.” TFhis notice should be placed prominently on the materials and set apan from ather
matier on the page where it appears. Audio productions shall confain 2 similar sudio nofice of

capyright.
d. Patent Rights

With respect to inventions made by Contractor in the parformance of this Agreement, which did not result
from research and development specifically included in the Agresment's scope of work, Contracior
hereby grants to DHCS a license as described under Section b of this provision for devices or material
incorporating, or made through the use of such inventicns. If such inventions result from research and
development wark specifically included within the Agreement’s scope of work, then Contractor agrees to
assign {o DHCS, without additional compensation, all its right, title and interest in and {o such inventions
and to assist DHCS in securing United States and ioreign patents with respect therelo.

e. Third-Party Intellectual Property

Except as provided herein, Contractor agrees thal its performance of this Agreement shall not be
dependent upen or include any Infellectual Properly of Contractor or Lhird party without first: {i} obtaining
BHCS' prigr written approval; and {ii} granting to or obtaining for DHCS, wilhout additional compensation,
a license, as described in Section b of this provision, for any of Coniractor's or third-party's Intellectuat
Progperty in existence prior to the effective date of this Agreement. If such a license upan the these terms
is unattaingble, and DHCS determines that the Intellectual Property should be included in ar is required
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for Contractor's periormance of this Agreement, Contractar shall obiain a license under terms acceptable
to DHCS.

f. Warranties
{1) Contractor represents and warrants that:
(2) ltis free to enter inlo and fully perform this Agreement.

(e} It has secured and will secure 2l rights and lfcenses necessary for its parformance of this
Agreement.

{c) Neither Contractor's performance of this Agreament, nor the exercise by either Pary of the rights
granted in this Agreement, nagr any use, reproduction, manufaciure, sale, offer {o sell, impor,
export, modification, public and private display/perdformance, distribution, and disposition of the
Intellectual Property made, conceived, derived from, or reduced to praciice by Contractor or
DHCS and which result directly or indirectly from this Agreement will infringe upon or violate any
intellectual Property right, norn-disclosure obligation, or other propristary right or interest of any
third-pariy or entity now existing under the laws of, or hereafter existing or issued by, any stats,
the United States, ar any fareign country. There is currently no actual or threatened claim by any
such third pariy based on an allegad violation of any such right by Contractor.

{d) Meilher Contractor's parfarmance nor any par of its performance will vinlate the right of privacy
of, or constitute a libel or slander against any parsan or entity.

{e) it hes secured and will secure all rights and licenses necessary for Intellectual Property including,
but nat [Imited to, consents, waivers or releases from all authors of music or performances used,
and t@lent (radin, telavision and motion picture talent), owners of any inlerest in and to real
estate, sites, locations, properiy or props that may be used or shown.

{f} I has not granted and shall nol grant to any persan or entity any right that wouwld or might
derogate, encumber, or interfere with any of the rights granted to DHCS in this Agreement.

{g) It has approprizte systems and controls in place to ensure that state funds will not be used in the
perarmance of this Agreement for the acquisition, operation or maintenance of computer
software in violation of copyright [aws.

{hy It has ne knowledge of any oulstanding claims, licenses or olker charges, lizns, or
encumbrances of any kind or nature whatsoever that could affect in any way Contractor's
performance of this Agreement.

{2) DHCS MAKES NO WARRANTY THAT THE INTELLECTUAL PROPERTY RESULTING FROM
THIS AGREEMENT DOES NOT INFRINGE UPON ANY PATENT, TRADEMARK, COPYRIGHT OR
THE UKE, NOW EXISTING OR SUBSEQUENTLY ISSUED.

g. Intellectual Properiy Indemnity

£1) Contractor shall indemnify, defend and hold harmiess DHCS and its licensees and assigneas, and its
officers, direclors, employess, agenis, representatives, successors, and users of its products,
f“Indemnitees”™) from and against 2]l cfaims, aclions, damages. losses, ligbilities {or actions or
proceedings with respect to any thereof), whather or not rightiul, arising from any and all actions or
claims by any third party or expenses related thereto {including, but not limited to, 2ll fegal expenses,
court costs, and attorney's fees ineurred in investigating, preparing, serving 85 a witness in, or
defending against, any such claim, action, or proceeding, commenced or threatened) fo which any of
the Indemnitees may be subject, whether ar not Contractor is & parly {o any pending or threatened
litigation, which arise oul of or are refated te (i) lhe incorrectness or btreach of any of the
represenistions, warranties, covenants or agresrents of Contractor pertaining to intellectual
Property; or {ii) any Intelfectual Properly infringement, or any other type of actual or alleged
infringement cfaim, arsing out of DHCS' use, reproduction, manufacture, sale, offer o sell,
distribution, import, expert, modification, public and private perdormanceldisplay, license, and
disposition of the intellectual Property made, conceived, derived from, or reduced fc practice by
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11.

12.

Centractar or DHCS and which result directly or indirectly from this Agreement. This indemnity
obligation shalt apply imespective of whether the infringament claim is based on a patent, trademark
or copyrighl registration that issued after the efiective date of this Agreement. TOHCS reserves the
right o participate in andfor controd, at Contractor’'s expense, any such infringement action brought
against DHCS.

{2) Should any Intellectual Property licensed by the Contractor to DHCS under this Agreement become
fhe subject of an Intellectual Property infringement claim, Contraclor will exercise its authority
rezsonably and in good faith to preserve DHCS' right io use the licensed Inlelleclual Property in
accordance with this Agreernent al ne expense to DHCS. DHCS shzlt have the right to monitor and
appeaar through {ts own counsel (at Confracior's expense} in any such ciaim or action. In the defense
ar setilement of the claim, Contracior may oblain the right for DHCS to continue using the licensed
Intellectual Property, or, replace ar modify the ficensed Inteflectual Property so that the replaced or
modified Intellectual Properiy bacomes non-infringing provided that such replacement or madificalion
is functionally equivalend to the original licensed Intellectual Property. If such remedies are act
reasonably available, DHCS shall be entilled to a refund of alt monies paid under this Agreement,
without restriction or limitation of any other rights and remedies available at law or in equity.

{3} Contractor agrees lhat damages alene would be inadeguale to compensate DHCS for breach of any
term of this Intellectual Proparty Exhibit by Confractor. Contractor acknowledges DHCS would suffer
irreparable harm in the event of such breach and agrees DHCS shall be entitted o oblain equitable
relief, fncluding without limitation a2n injunction, from a court of compsetent jurisdiction, wilhout
restriction ot limiation of any other rights and remedies avaifable at law or in equity.

Federal Funding

n any agreement funded in whole or in part by the federal government, BHCS may scquire and maintain
the Intellectual Property rights, title, and ownership, which resulls directly or indireclly from ihe
Agresment; excepl as provided in 37 Code of Federal Regulations part 401.14; however, the federa!
government shall have a non-exclusive, rontransferable, irrevocable, paid-up license lhroughout the
world to use, duplicate, or dispose of such intellectual Property throughout the word in any manner for
governmenial purposes and to have and permit others to do so.

Survival

The provisions set forth herein shall survive any termination or expiration of this Agreement or any project
schedule.

Air or Water Pollution Requirements

Any federafly funded agreement andfor subcontract in excess of $100,000 must comply with the following
provisions unless said agreement is exempt under 40 CFR 15.5.

da.

Government conlractors agree to comply with all applicable standards, ceders, or requirements issued
under section 308 of the Clean Air Act [42 U.S.C. 1857(h)], section 508 of lhe Clean Water Act {33
U.S.C. 1368}, Execulive Order 11738, and Environmental Protection Agency regufations (40 CFR part
15).

Institutions of higher education, hespitals, nanprofit organizations and commercial businesses agree io
comply wilh all applicable standards, orders, or requirements issued under tihe Clean Alr Act (42 U.S.C.
7401 et seq.), as amended, and the Federal YWatar Pollution Contral Act {33 U S.C. 1251 e seq.}, as
amended.

Prior Approval of Training Seminars, Workshops or Conferences

Contractor shall obtain priar DHCS approva! of the location, costs, dates, agends, instructors, instructiona!
malerizls, and altendees at any reimbursable training seminar, workshop, ar conference conducted pursuant
to this Agreement and of any reimbursable publicity or educational materials to be mads available for
distribution. Tihe Conlractor shall acknowledge the support of the State whenever publigizing the wark under
lhis Agreement in any media. This provision doas not apply {o necessary staff meelings or training sessions
held for the staff of the Centractor ar Subcentraclor to conduct routine business matters.
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13.

14,

15.

Confidentiality of Information

a.

The Contractor and its employess, agents, or subconfracters shall protect from unauthorized disclosura
names and other identifying information concerning persons eilher recelving services pursuant o this
Agreement or persons whose names or identifying inforration become availlable or are disclosed to the
Contracter, its employees, agents, or subcontractars as a result of services pedormed under this
Agreement, except for statistical information not identifying any such persan.

The Contracler and its employees, agenis, or subconiractors shall not use such identifying information
for any purpose other than carrying out the Contractor’s obligations under this Agresment.

The Contractor and its employees, agenls, or subcontraclors shall promptly ransmit to the DHCS
Program Contract Manager zll requests for disclosure of such identifying information not emanaling fram
the client or persan.

The Contraclor shall not disclose, except as othenwise specifically permitied by this Agreement or
authorized by the client, any such identifying information {o anyone other than BHCS without prior written
autherization from the BHCS Program Contract Manager, except if disclosure is reguired by State or
Federal law.

For purposes of this provision, identity shall include, but not be Emiled to name, identifying pumber,
symbol, or other identifying parficular assigred o the individual, such as finger or voice print ar a
phatograph.

As deemed applicable by DHCS, this provision may be supplementad by additional terms and canditions
covering personal health information {PHF) or persong!, sensitive, andfor confidential infermation {PSCI).
Said terms and cenditions will be autlined in ane or more exhibits that will either be attached to this
Agreement er incerporated into this Agreement by reference.

Documents, Publications and Written Repartis

fApplicable {o agreements over $5,000 under which publications, written reporis and documents are
developed or produced. Government Code Section 7550.)

Any dacument, publication or writien report {excluding progress reports, financial reports and rormal
contractual cemmunications) prepared as a requirement of this Agreement shall contain, in a separate
section preceding the main body of the document, the number and dollar amounts of all cantracts or
agreaments and subcontracts relating o the preparation of such document or report, if the total cost for work
by ronemployses of the Slate exceeds $5,000.

Dispute Resclution Process

.

A Centractor grievance exists whenever there is & dispute arising from DHCS’ action in lhe administration
of an agresment. | there 15 & dispute or grievance between the Contraciar and PHCS, the Conlfractor
must seek resolution using the procedure outlined below,

{1) The Cenlfractor should first informafy discuss the problem with the DHCS Program Condract
Manager. If the problem cannot be resolved informally, the Contractor shall direct its grievance
together with any evidence, in writing, to the program Branch Chief. The grievance shail state the
issues in dispute, the legal authority or other basis for the Ceontractor's position and the remedy
sought. The Branch Chief shall render a decision within ten {10} working days after receipt of the
written grievance from the Cenfracter. The Branch Chief shall respond in writing {o the Contractor
indicating the decisien and reasons therefore. i the Contractor disagress with the Branch Chiefs
decision, the Contractor may appaa! to the second ieval.

{2} When appealing io the second level, Ihe Contractor must prepare an appeal indicating the reasons
far disagreement with Branch Chief's decision. The Contractor shall include with the appeaf a copy
of the Conlractor's original statement of dispuie along with any suppering evidence and a copy of the
Branch Chief's decision. The appesal shall be addressed (o the Deputy Director of the division in
which the branch is crganized within ten {10) working days from receipt of the Branch Chief's
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b.

decision. The Beputy Director of the division in which the branch is organized or his/her designes
shall meel with the Confractor to revisw the issues raised. A written decision signed by the Depuly
Directer of the division in which the branch is organized or histher designee shall be direcied 1o the
Contractor within twenty (20} working days of receipt of the Conlractor's second level appeal.

If the Contractor wishes to appeal the decision of the Deputy Direcior of the division in which the branch
is arganized or hisfher designee, the Contractor shall follow the procedures set forih in Health and Salety
Code Section 100171,

Uniess othenvise stipulated in wriling by OHCS, all dispute, grievance and/or appeal cofrespondence
shall be directad io the DHCS Program Caontract Manager.

There are organizational differences within DHCS' funding programs and lhe management levels
identified in this dispufe resolulion provision may not apply in every contractual situation. When a
grievance s received and organizational differences exist, the Confraclor shalk be notified in wiiting by
the DHCS Program Contract Manager of the level, name, andfor title of the appropriate management
official that is respansible for issuing a deciston at a given level,

16. Financial and Compliance Audit Requirements

a.

b.

The definitions used in this provision are contained in Saction 38040 of the Health and Safely Cods,
which by Ihis reference is made a part herecf.

Direcl service cantract means a contract or agreement for services contained in local assistance or
subvention programs or both (see Health and Safety {H&S]} Code Section 38020). Direct service
contracts shall not include coniracts, agreements, grants, or subventians {o sther governmental agancies
or units of government nor contracts or agreements with regional centers or area agencies on aging
{H&S Code Section 38030).

The Contracter, as indicated below, agrees to obtain one of the following audits:

(1) If the Contractor Is a neaprofif organization as defined in H&S Code Section 38040) and
receives $25,000 or more from any Siate agsncy under a direct service confract or agresment; the
Caontracter agrees to obtain an annual single, organization wide, financial and compliance audit. Said
audit shall be conducted according to Generally Accepted Auditing Standards. This audit does not
fulfill the audit requirements of Paragraph ¢{3} below. The audit shall be completed by the 15th day
of the fifth month following the end of the Contractor's fiscal year, andfor

(2) If the Conlractor is a nonprofit organization {as defined in H&S Code Section 38040) and
receives less than 525000 per vear from any State agency under 3 direct service conlract or
agreement, the Contractor agrees fo oblain a biennial single, organization wide financial and
comupliance audit, unless there is evidence of fraud or ofher viclation of state law in connection with
this Agreement. This audit does not fulfill the audit requirements of Paragraph o3} below. The audit
shall be completed by the 15th day of the fifth maonth following the end of the Contractor’s fiscaf year,
andfer

{3) IF the Coniractor is a Stale or Local Government entity or Nonprofit organization (a2s defined
by the Federal Cffice of Management and Budget [OMB] Circular A-133) and expends §500.000
or_mora in Federal awards, the Confractor agress to obiain an annual single, erganization wide,
financia! and compliance audit according to lhe requirements specified in OMB Circular A-133
entitied "Audits of States, Local Governments, and Non-Profit Organizations™. An audit conducted
pursuant ig this provision vill fulfill the audit reguirements cullined in Paragraphs {1} and o2} 2hove,
The audit shall be completed by the end of the nintk monlh followdng the end of the audit period. The
requirements of this provision apply if:

(a) The Centractor is a recipient expending Federal awards received directly from Federal awarding
agencies, or

{b) The Contractor is a subrecipient expending Federal awards received from a pass-through entily
such as the State, County or cormmunity based organization,
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17.

{4) i the Conlracior submiis 1o DHCS a repori of an audit other than an OMB A-133 audit, the
Contractar must also submit a ceriification indicating the Condractor has not expended $500,000 or
more in federal funds for the year covered by the audit repori.

Two copies of lhe audit report shall be delivered to the DHCS program funding Lhis Agreement. The
audit report must identify the Contractor's legal name and the number assigned to this Agresment. The
audit report shall be due within 30 days after the completion of the audit. Upon receipt of said audit
report, the BHCS Program Conlract Manager shall forward the zsudit report to DHCS' Audits and
{nvestigaticns Unit if the audit report was submitted under Section 16.¢{3), unless the audit report is from
a City, County, or Special District within the State of California whereby the report will be retainad by the
funding program.

The cost of the audits described herein may be included in the funding for this Agreement up fc the
propartionate amount this Agreement represents of the Contractor's total revenue. The DHCS program
funding this Agresment must provide advance written approval of the specific amount allowed for said
audit expenses.

The Siate or its authorized designee, including the Bureau of Slate Audits, is responsible for conducting
agreement performance audits which are not financial and compliance audits. Pedfarmance audilts are
defined by Generally Accepled Government Auditing Standards.

“Nothing in 1his Agreement limits the State's responsibifity or autharity to enfarce State law or regulations,

procedures, ar reporiing reguirements arising thereto.

MNothing in this provision limits the authority of lhe State to make audits of lhis Agreement, provided
however, thal if independent audits arranged for by the Contractor mest Generglly Accepted
Governmental Auditing Standards, the State shalf rely on those audils and any additional audit work and
shall build upon the work already done.

The State may, af its oplion, direct its own auditers to perform either of the audits described above. The
Cantractor will be given advance writien nolification, if the State chooses {o exercise s oplion to parform
said gudits.

The Contractor shall include a clause in any agreement the Contractor enters into with the audit firm
doing the single organization wide audit to provide access by the Slate or Federal Government to the
working papers of the independent auditor who prepares the single organizalion wide audit for the
Caniractor.

Federal or state auditors shall have "expanded scope auditing” authority to conduct specific program
audits during lhe same period in which a single organization wide audit is being performed, but the zudi
report has not been issued. The federal or slate auditors shall review and have access to lhe curreni
audit work being cenducted and will not apply any testing or review procedures which have not been
satisfied by previous audit work that has been complefed.

The term "expanded scope auditing” is applied and defined in the U.5. General Accounting Office {GAQ)
issued Standards for Audit of Govermment Organizalions, Programs, Achivities and Functions, better
known as the "“vellow book™.

Human Subjects Usa Reguirements

{Applicable only to federally funded agreements/grants in which performance, directly or through a
subcontract/subaward, includes any tests or examination of materials derived from the human body.}

By signing this Agreement, Conifractor agrees that f any perfoermance under lhis Agreement or any
subcontract or subagreement includes any tests or examination of materiafs derived from the human bady {or
fhe purpose of providing information, diagnosis, prevention, {ireatment or assessment of disease, impairment,
or heaith of a human being, all focatians at which such examinations are performed shall mest the
requirements of 42 U.S.C, Saction 263a {CLIA) and the regufalions thereunder.
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18.

14.

Movation Requirements

if the Conlractar proposes any novation agreemend, DHCS shall act upon the proposal within 60 days afler
receipt of the writien proposal. DHCS may review and consider the proposal, consult and negoliate with the
Contractor, and accept or reject all or part of the propesa!. Acceptance or rejeclion of the proposal may be
made arally within ihe 80-day period and confirmed in writing within five days of said decision. Upcn written
acceptance of the proposal, DHCS will initiate an 2mendment {o this Agreement to formafly implemant the
approved proposal.

Debarment and Suspensicn Certification

{Applicable to all agreements funded in pant or whale with federal funds )

a.

By signing this Agreement, the Contractor/Grantee agrees to comply with applicable federal suspension
and debarment regulations including, but not limited to 7 CFR Part 3017, 45 CFR 76, 40 CFR 32 or 34
CFR 85.

By signing this Agreement, the Contractor ceriifies to the best of its knowledge and beligf, that it and its
grincipals:

{1) Are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily
excluded by any federal depariment or agency;

£2) Have notwilhin a three-year period preceding this applicalion/proposalfagresment been convicled of
or had a civil judgment rendered zgainst them for commission of fraud or a criming! offense in
connection with obtaining, attempting to obtain, or performing & public {Federal, State or local)
transaction or contract under a pubfic transaction; violation of Federa! or State antitrust siatuies or
commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making
false slatements, or receiving stalen property;

{3} Are not presently indicted for or othenwise criminally or civilly charged by a governmenia) entity
{Federal, Slate or local) with commission of any of the offenses enumerated in Paragraph b{2}
herein; and

{4} Have not within a three-year peried preceding this application/proposal/agreemsant had one or more
public transactions (Federal, State or local} terminated for cause or default.

{5) Shall not knowingly enter into any lower tier covered transaction with 8 person whe is proposed for
debarment under federa! reguiations (i.e, 48 CFR part 9, subpart 9.4}, debarred, suspended,
declared ineligible, or valuntarily excluded from participation in such transaction, unless authaorized by
ihe Stale.

(8) Wil include a clause enlitied, "Cebarment and Suspension Cerdification” that essentiglly sels forth lhe
provisions herein, in all lower tier covered transactions and in all solicitations for iower lier covered
transactions.

if the Contracfor is unable to cetify to any of the statements in this ceriification, the Contractor shall
submit an explanation to the DHCS Program Contract Manager.

The terms and definitions herein have lhe meanings set out in the Definitions and Coverage sections of
the rules implementing Federal Executive Order 12548,

If the Contractor knowingly violates lhis certification, in addition to other remedies available lo the Federat
Government, the DHCS may terminate this Agresment for cause or default.
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20.

1.

22,

23.

Smocke-Free Workplace Certification

{Applicable to federally funded agreemenisigrants and subcontracts/subawards, that provide health, day
care, early childhood development services, education or Hbrary services to children under 18 directly or
through iocal goveraments.}

a. Public Law 103-227, also known as Lhe Pro-Children Act of 1884 (Act), requires that smoking not be
permitted in any partion of any indoor facility owned or Ieased or contracied for by an entity and used
roulingly or regularly for the provision of heallh, day care, early chidhood davelopment services,
education or library services to children under the age of 18, if the services are funded by federal
pragrams gither directly or through state or local governments, by federal grant, confract, loam, or toan
guarantee. The law also applies to children's services Lhat are provided in indoor facilities that are
constructed, operated, or maintained with such federal funds. The law does not apply to children’s
services provided in private residences; portions of facilities used for inpatient drug or alcohal freatment;
service providers wiose sole source of applicable federal funds is Medicare or Medicaid; or facilities
where WIC coupons are redeemed.

b. Failure {o comply with ihe provisions of the faw may resuit in the impasition of a civil monetary penalty of
up fo 51,000 for each viclalion andfor the imposition of an administrative compliance order on the
responsible party.

¢. By signing this Agreement, Contractor or Grantee certifies that it will comply with the requirements of the
Act and will not allow smoking within any portion of any indoor facility used for the provision of services
for chiidren as defined by the Act. The prohibitions herein are effective December 26, 1934,

d. Contracler or Grantee further agress that it will insert 1his certification into any subawards {subcontracts
or suhgrants) entered into that provide for children's services as described in the Act.

Covenant Against Contingent Feas
{Appliceble only to federally funded agreements.)

The Coniractor ywarrants that no persen or selling agency has been employed or retained fo solicitfsecure this
Agreement upon an agreement of undersianding for & comrission, percentage, brokerage, or contingent
fee, except bonz fide employees or bong fide established commercial or selling agencies retained by the
Caontractor for the purpose of securing business. For breach or violation of this warranty, DHCS shzll have
the right to annul this Agreement without liability or in its discretion to deduct frem the Agreement price or
consideration, ar otherwise recover, the full amounl of such commission, percentage, and brokerage or
contingent fee.

Payment Withholds

{Applicable only if a finaf report is required by this Agreement. Mot applicable 1o government entities )

Unfess waived or otherwise stipulated in this Agreement, DHCS may, at its discretion, withhold 10 percent
{10%) of lhe face amount of the Agreement, 50 percent {50%) of the final invoice, or $3,000 whichever is
greater, untl DHCS receives a final report that meels the ferms, conditions andfer scepe of work
reguirements of this Agreement.

Performance Evaluation

{MNot applicable to grant agreements .}

DHCS may, at its discrelion, evaluate the periarmance of the Conlractar at the conclusion of (his Agreament.

if performance is evaluated, the evaluation shall not be a public recard and shall rermain on file with BHCS.
Megative performance evaluations may be considerad by DHCS prior to making future contract awards.
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24.

25,

26,

27.

28.

Officials Not to Benefit

Mo members of or delegate of Cangress or the State Legislature shall be admiited to any share or pari of this
Agresment, ar to any banefit that may arise therefrom. This provision shall nol be constrited {o extend 1o this
Agresment if made with a corporation for its general benefils.

Four-Digit Date Compliance

{Applicable to agreements in which Infermation Technology {IT) services are provided to DHCS or if iT
equipment is procured.)

Contractor warrants that & will provide only Four-Digit Date Compliant {as defined below) Deliverables andfar
services to ihe State. “Four Digit Bate compliant” Deliverables and services can accurately process,
calculate, compare, and sequence date data, including wathaut fimitation date data arising out of or relating to
feap years and changes in centuries. This warmranty and representation is subject to the warranty terms and
conditions of this Confract and doses no! limit the generality of wamanty obligations sei forih elsewhere herein.

Prohibited Use of State Funds for Software

{Applicable to agreaments in which computer software Is used in performance of the work )}

Cuntractor certifies that it has appropriate systems and controls in place to ensure that state funds will Aot be
used in the performance of this Agreement for the acquisilion, operation or maintenance of compuler
software in violation of copyright laws.

Use of Small, Minority Owned and Women's Businesses

(Applicable to that parifon of an agreement that is federally funded and entered into with institutions of higher
education, hospitals, nonprofit organizations or commercial businesses.)

Positive efforts shall be made to use small businesses, minority-owned firms and women's business
enterprises, whenever possible {i.e., procurement of goonds andfor services). Contractors shall take all of the
following steps io further this coal.

(1} Ensure that small businesses, minority-owned firms, and women's business enlerprises are used io the
fullest extent practicable.

{2} Make information on forthcoming purchasing and contracting eppartunities avallable and arrange time
frames for purchases and contracts to encourage and facilitate participation by small businesses,
mtinority-cwned firms, and women's businass enterprises.

{3} Consider in lhe contract process whether firms competing for larger contracts intend to subcontract with
small businesses, minority-oevned firms, and women's business enterprises.

{4) Encourage confracting with consortiums of smal businesses, minorityowned firms and women's
business entarprises when a contract is too large for ong of these firms to handle individuaty.

{5) Use the services and assistance, as appropnate, of such organizations as the Fedarat Smali Business
Administration and the U.S. Depantment of Commerce’s Minority Busingss Development Agency in the
solicHation and utilization of small businesses, minority-owned firms and women's business enferprises.

Alian Ineligibility Certification

(Appfcable to sole proprietars entering federally funded agreements.)

By signing this Agreement, the Contractor cerlifies that hefshe is not an alien that is iseligible for state and

focal benefits, as defined in Subliie B of the Persana! Responsibility and Work Opportunity Act. (8 US.C.
1601, el seq.}
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36.

Union Organizing
{Applicable enly to grant agreements.)

Grantee, by signing this Agreement, hereby acknowledges the applicability of Government Code Seclions
16645 through 16649 {o this Agreement. Furthermore, Granies, by signing this Agreement, hereby cartifies
lhat:

a. Mo state funds disbursed by this grant will be used o assist, promote or deter union organizing.

b. Grantee shall account for state funds disbursed for a specific expenditure by lhis grant, Io show lhose
funds were alocated to that expenditure.

c. Grantee shall, where stale funds are not designated as described in b herein, allogate, on a pro-rata
basis, all disbursemenls that support the grant pragram.

d. [ Grantee makes expenditures to assist, promote or deter union organizing, Grantes will maintain
records sufficient to show that no state funds were used for those expenditures, and that Grantee shall
provide those records to the Aftorney General upon request.

Contract Uniformity {Fringe Benefit Allowabitity)
{Applicable anly to nonprofit crganizations. )

Purstrant to the provisions of Ardicle 7 {commencing with Section 100525} of Chapier 3 of Part 4 of Division
101 of the Health and Safety Code, DHCS sets forth the following policies, procedures, and guidelines
regarding the reimbursement of fringe benefits.

a. As used herein fringe benefits shall mean an employment benefit given by one’'s employer to an
emgloyee in eddition to one's regufar or normal wages ar salary.

b. As used herein, fringe benefits do not include:

{1} Compensation for personal services paid carrently or accrued by the Coniractor for services of
employees rendered during the term of this Agreement, which is identified as regular or nermal
salaries and wages, annua! [eave, vacation, sick feave, holidays, jury duty andicr military
leave/training.

{2} Birector's and executive commitiea member's feas.

{3} Incentive awards and/or bonus incentive pay.

{4} Allowances for off-site pay.

{5} Location alfowances.

{6} Hardship pay.

{7} Cost-of-living differentials

c. SpecHic allowable fringe benefits include:

{1} Fringe benefils in the form of employer cantrbutions for the employer's portion of payroll taxes {i.e.,
FiCA, SUI, SDI), employee heallh plans {i.e.. health, dental and vision), unemployment insurarnce,
worker's compensalion insurance, and the employer's share of pensionfretirement plans, provided
they are granted in accordance with established vwilien crganization policies and meet 2li legal and
Internal Revenue Service requirements.

d. To be an allowable fringe benefit, the cost must meet the following criteria;

{1} Be necessary and reasonable for the perfarmance of the Agresment.
{2} Be detarmined in accordance with generally accepted accounting principles.
{3} Be consistent with policies that apply uniformly to all activities of the Contractar,

&. Confractor agrees that zlf fringe benefits shall be at actual cost.
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f. Earned/Accrued Compensation

{1} Compensation for vacation, sick leave and holidays is limited 1o that amount earmed/accrued within
the agreement term. Unused vacalion, sick feave and holidays earned from periods prior o the
agreement term cannot be claimed as alfowable costs. See Provision f (3)(a) for an example.

(2) For multiple year agreements, vacation and sick leave compensation, which is earnedfaccrued but
not paid, due to employee{s) nol teking time off may be carried over and claimed within the overall
term of the multiple years of the Agreement. Holidays cannot be carried over frem one agreesment
year to the naxi. See Provision f {3){b} for an example.

{3) For single year agreements, vacation, sick leave and hefiday compensation that is earnedfaccrued
but not paid, due to employee(s) not taking time off within the term of the Agreement, cannot be
claimed as an allowable cost. See Provision f (3){c) for an example.

{a) Example No. 1:

If an employes, John Dos, earnsfaccrues lhree weeks of vacation and twelve days of sick leave
each year, then that is the maximum amount that may be claimed during a ane year agreement.
If John Doe has five weeks of vacation and eighteen days of sick leave at the beginning of an
agreemani, the Contraclor during & one-year budget pariod may only claim up to three wesks of
vacation and twelve days of sick feave as actually used by lhe employee. Amounts
earmadi/accrued in percds prior lo the beginning of 1he Agresment are not an alfliowable cost.

{h} Example No. 2:

H during a three-year {multiple ysar) zgreement, John Dog does not use his three weeks of
vacation in year one, or his three weeks in year two, but he does aclually use nine wasks in year
three; the Contracter would be allowed to claim all nine wesks paid for in year threz. The lotaf
compensation over the three-year period cannct exceed 156 weeks {3 x 52 weeaks).

(c} Example No. 3:

If during a single year agresment, John Doe works fifty weeks and used one week of vacation
and one week of sick leave and all fifty-two weeks have bean biled to DHCS, the remaining
unused fwo weeks of vacation and seven days of sick leave may nol be claimed as an aliowable
eosi.

31. Suspension cr Stop Werk Notification

g. DHCS may, at any time, issue a notice to suspend performance or stop work under this Agreement. The
initial notification may be a verbal or written directive issued by the funding Program's Contract #Manager.
Upon receipt of said notice, the Conlractar is o suspend andfor stap all, or any part, of the work calted for
by this Agreement.

b. Wiitten confirmation of the suspension or stop work nofificalion wilh directions as to what waork {if not all}
is to be suspended and how 1o proceed will be provided within 30 working days of the verbal notification.
The suspension or stop wark notification shall remain in efiect unlil further written notice is received from
DHCS. The resumpticn of wark {in whole or part} will be at DHCS' discretion and upon receipt of written
corfirmation.

{1} Upon receipt of & suspension or sfop work netification, the Conltractor shall immediately comply with
its lerms and take all reasonalle sieps to minimize or hait the incurrence of cosis alloeable to the
performance covered by lhe notification during the period of work suspension or stoppage.

(2} Within 80 days of the issuance of a suspension or stop work notification, DHCS shall either:

{a) Cancel, extend, or modify the suspension or stop work notificalion; or

(b)Y Terminate the Agreement as provided for i the Cancellation f Termination clause of the
Agreement.
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If a suspension or stop work notification issued under this cfause is canceled or the period of suspension
or any extension thereof is modifted or expires, the Contractor may resume work only upon written
concurrence of funding Program’s Contract Manager.

If lhe suspension or stop wark nofificalion is cancelled and the Agreement resumes, changes te the
services, deliverables, performance dates, andfor contract terms resulling from the suspension or stop
work nofification shall require an amendment to the Agreement.

if a suspension or stop work notification is not canceled and the Agreement is cancelled or terminaled
pursiant to the provision entilled Cancellation / Termination, DHCS shall allow reasonable costs resulting
from the suspsnsion or stop work notificalion in arriving at the setlement costs.

DHCS shall rot be lizhle to the Contractor for loss of profits because of any suspension or stop work
notification issted under this clauvse.

32. Lobkbying Restrictions and Disclosure Certificatiocn

{Applicable io federally funded agreemaents in excess of $100,000 per Section 1352 of the 31, U.S.C.)

.

Cerfification and Disclosure Requirements

(1) Each person {or recipient} who requests ar receives a coniract or agreement, subconiract, grant. or
subgrant, which is subject lo Sectian 1352 of the 31, U.8.C., and which exceeds 5100,000 at any tier,
shall filz a ceriification {in the form set forth in Attachment 1, consisting of one page, entitled
*Certificalion Regarding Lobbying™) that the recipient has not made, and will not make, any payment
prohibited by Paragraph b of this provision,

{2} E=ach recipient shall file & disclosure {in the form set forth in Attachment 2, entitted "Standard Form-
LLL ‘disclosure of Lobbying Aclivities™) if such recipient has made or has agreed io make any
payment using nonappropriated funds (to include profils from any covered federal action} in
connection with a contract, or grant or any extension or amendment of that contract, or grant, which
would be prohibited under Paragraph b of this provision if paid for with appropriated funds.

{3} Each recipient shall file a disclasure form at the end of each calendar quarier in which there occurs
any event that requires disclosure or that materially affect the accuracy of the information contained
in any disclosure form previously filed by such person under Paragraph a2} herein.  An event that
materially affects the accuraoy of the information repered includes:

{2} A cumulative increase of 525000 or more in the amount paid or expected o be paid for
influencing or attempting to infitence a cavered federal action;

{b} A change in the person(s) or individuals{s) influencing or attempling to influence a covered
federal action; or

{c)} Achange in the ofiicer(s}, employea(s), or member{s) conlacted for the purpose of influencing or
attempting to influence a covered federal action.

{4} Each person {or recipient} who requasts or receives from a person referred 1o in Paragraph a{1} of
this provision a contract or agreement, subconlract, grant or subgrant exceeding $100,000 at any tier
under a contract or agreement, or grant shall fle & certification, and a disclosure form, if required, to
the next lier above,

{5 Al disclosure farms {bul not certifications) shall be forwarded from tier to tier unlil received by the
person referred to in Paragraph a(1) of this provision. That person shall forward all disclosure forms
to DHCS Program Contract Manager.

Prahibition

Section 1352 of Title 31, U.S5.C., provides in part lhat no appropriated funds may be expanded by the
recipient of a federal contract or agreement, grant, loan, ar cooperative agreement o pay any person for
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influgncing or attempting fo influence an officer or employee of any agency, a ddember of Congress, an
officer or employee of Congress, or an employee of 3 Member of Congress in connection with any of the
following covered federal actions: the awarding of any federal contract or agreement, the making of any
federat grant, the making of any federal loan, entering into of any cooperalive agreement, and the
exiension, condinuation, renewal, amendment, or modification of any federal contract or agreement,
grant, lcan, or coaperative agreement,
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Attachment 1
State of Califernia
Depariment of Health Care Services

CERTIFICATION REGARDING LOBBYING

The undersigned cerifies, to the bast of his or her knowledge and belief, that:

{1} No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to
any persan for influencing or atfempting to influence an officer or employee of an agency, a Member of
Congress, an officer ar employes of Congress, ar an employes of a Member of Congress in connection with the
making, awarding or enlering into of this Federal contract, Federal grant, or cooperative agreement, and the
extension, continuation, renewal, amendment, or modification of this Federal confract, grant, or cooperative
agreement.

{2} If any funds other than Federa! apprapriated funds have been paid or wilf be paid to any person for
infiuencing or attempting to influence an ofiicer or employee of any agancy of the United Siates Government, &
Member of Congress, an officer or employee of Congress, or an employee of a2 Member of Congress in
cennection with Ihis Federal caontract, grant, or cooperative agreement, the undersigned shall complete and
submit Standard Form LEL, “Disclosure of Lobbying Activities” in accordance with its instructions.

(3) The undersigned shall require that the fanguage of this ceriification be included in the award
documents for all subawards at all tiers (including subcontractors, subgrants, and cenlracts under grants and
cooperative agreements) of 810,000 or more, and that all subrecipients shall ceriiiy and disclose accordingty.

This certification is a material representation of fact upon which reliance was placed when this transaction was
made or entered infa. Submissicn of this cerdification is a prereguisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.5.C., any persen who fails o file the reguired cerfification shall
be subject to a civil penalty of not tess than $10,000 and not more than $100,000 for each such failure.

Nzrea of Comtractsr Priri=d Nzmg of Person Sigring for Cordracior
Contract ! Grart Kumber Sigr=ture of Perzcn Bigning or Contracter
[s5= Tidz

After execution by or on behalf of Contractor, please return to:

California Department of Health Care Senvices

BHCS reserves the right to notifiy the contractor in writing of an alternate submission address.

DHCS-Exkibit OF (20112} Page 24 of 26



UEPFATUTLEN] OT HE3T0 w72 QNICeS - Dpefidt E2MNSs and w.onaiLons

Complete this formi to disclose [obbying activities purseant o 31 LLB.C. 1352

Attachment 2

CERTIFICATION REGARDING LOBBYING

{See reverse for public burden disclosure)

CAIHUIL L)

Lromvadm DAL

C213-0ed

1. Type of Federal Actiom, 2. Status of Federsl Acton: 3. Report Typs:
[I & confect [} =a Dbidofferapplication ['] =a. Iinitalfiing
b, grent b. initaf award b. material change
;. ;:}c:nperau'.'e agreement c.  post-sward For Kateral Changa Only:
2. kranguarantes Year_ gquarter_
{f.  [Ipaninsurance date of lastreport .
2. Nameand Addisss of Repartng Entity 5. if Reporting Entity in MNo. 4 is Subawardes, Enter Nams
and Address of Prime:
O Prims F} Subawardes
Tier . ifknown:
Congressienal Disyicl. I known: Congrassional Tistrict, if kagem:
fi. Federel Depariment'Agency T. Federal Program MameDescriptian:
CDFA Number, if appfcablz:
B,  Faderal Action Numbzs, if known: P Awerd Amount, if known:
$
102, Name and Address of Lobby‘ng Ragistrent b. individuals Performing Services finciuding address i
{if individuz!, fast name, first name, Mi): differen! from 102,
{Last nama, Frsf name, M)
11, Idomaton e d throug :
U5 C s=ciion 1352 This declesrs of lobbying activies fa g matesial | VigRature:
regrezsmistion of faot upon wiich refizrce was =d by da ter }
asove when I3 tensacion was mase or entered o, This | PNt Name
sclosure is recuired asuzat B 3T H5.C0 1352 This i .
wil be avaizils for pul . Any persor the f Title
d dzclezra sha't ba subjer! 19 & rot mare than 3100000 for - | Tefephane Mo Dzle
sz ure.
Authanized for Laca! Reprodaction
Séandzrd Form-LEE {(Rev. 7-97}
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INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING ACTIVITIES

g cf =f‘rrn i5re

= n r,ﬁ-.sn‘ or r-"p! 7] l:* zry
apes of a Mamber of Ei‘-r:"v in connsstion --I,h a towersd Fad
chargaTepet Aeler tothe impementng guidanca pu

M Eriz
1. id=ntfy = typo of covarsd Fedaral axtien for whizh i
2 Hentfyte siatos of the coversd Fedess! action,

5. dantfylng Epp{t-‘pn'"

={»:nb, tha I'E"‘\.IT.J‘Q Ef-t.,-‘

ES
mited i-; supzonRTESS, ':LL.-"r_ EE] -‘d cu:cﬁ*:st S 'd: und
3 [f ths croznizst :-ﬂ Ty e r2poit in em 4 chets "Suk=wardes,” then enter the fulf nams, eddress. ¢ily, Stets and Zp codz of the prima Fadera! recipiznt
chda 27 Disics, FXnoan.
< swerd of IeEn eermiiment Includs slisast ore ominizatiors! ! below sgsncy nams, if krown., Far
Coaxt Guzrd,
T = coversd ch"" “""r [| s=m 1), IF knowr, enter ta A9l Catzog of Fedeml Domestic Assistarce
a ied i tem 4 {egl R
b i (IF ruTksT ke

L*,".r'e Feczrat agaray]. eids ;':.ﬂx_.
0. For 2 coversd Feders! actis

commi et for the prirme entiy id
16, {2} ard £'p cogs ef th

=ity Ker in Bam 4t rf u=rca e coveres Fesera!

1B} Erisr the W81 nzmas of the edividualis) periorming servises, and ircfuds Al eddress f Eifisrent o 10 {3k Erntsr Last Mame, First N2ms, srd Wddls
izl (M

11.  The carffiing ofi ] dzt2 th= famm, prirt hizhsr rama. tis, &nd telsphons numbsr,

Aocording ta the Faperwask Reduction ACt, 25 emendes, no persons are required to respond o g cofection of information unlass # displays a valid OMB
Controf Humbsr. Fhe vatid OMB control number for this infomstion collection ts OMB Mo, 0348-0045.  Pubic repoing burden for this colstion of
mrformation s esimated 1o avaregs 18 minutes per responze, inciud’ng tme for reviswing instrudtions, searching sxisfing cala souress, gathsnng and
maintsining the d3%a n=sded, &nd complating and revigwng the cofection of mformation, Send commen's regard g Hie burden estmatz or any othar
aspact of this codecion of mfarmation, m:u:l.na suggastions for reducing this burdsn, o the Office of Mzanzgament and Budcst, Papenvork Reduction
Frodsct (3480046} Washingtan, B2 20503,
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LAUUEELY LUTHAEUL
County of Fresno

#14-90056
Exhibit E
Exhibit E
Additional Provisicns
Amendment Process
A Both the Confractor and the State may agree io amend cr renegotiate the Contract.
B. Should either party, during the ferm of this Agresment, desire a change ar amendment {o

the terms of this Agreement, such changes or amendments shal be proposed in writing to
the other party, who will respond in writing as fo whether the proposed
changesfamendments are accepted or rejected. If accepted and after negotiations are
concluded, the agreed upon changes shall be made through the State's official agreement
amendment process. No amendment will be considered kinding on eithar party untitit is
formaliy approved by the both parlies and the Depariment of General Services (DGS), if
DGS approval s required.

C. Contract amendments will be required o change encumbered amounts for each yzar of a
multi-year cantract perred, of which the first amendment will be based on the Governor's
Budget Act allocation of that specific fiscal year. The signed coniract from the Contractor will
be due to the Depariment of Health Care Services within 80 days from the issuance to the
County. I the signed Contract from the Contractor is not recaived within 80 days from the
issuance to the County, DHCS may withhold all non-BMC payments under Exhibit B of this
Contract until the required amendment is received by the State,

D. Contract amendments may be requested by the Contractor until May 1 of each of the
centract’s fiscal years. An amendment proposed by either the Contractor or the State shalf
be forwarded in wiiting to the other party.

H The propesed amendment submitted by Contracter shall inclede the proposed
changes, and a statement of tha reason and basis for the proposed change.

23 Amendments shall be duly approved by the County Board of Supervisors or its
authorized designee, and signed by a duly authorized representative.

E. Coniractor acknowledges that any newly allocated funds that are in excess of the initial
amount for each fiscat year may be forfeited if DHCS does not receive a fully executable
contract amendment an or before June 30, 2015,

F. State may seftle costs for substance use disorder services based on the year-end cost
setilement report as the final amendment to the approved singfe State/County contract.

Cancellation { Termination

A This Agreement may be cancellsd by DHCS without cause vpon 30 calendar days advance
written notice to the Contractor.
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DHCS reserves the right to cancel or terminate this Agreement immediately for cause. The
Contracter may submit a written request to terminate this Agreemeant only if DHCS
substantially fails to perform ils responsibitities as provided herein.

The term “for cause” shall mean that the Coniractor fails to mesf the terms, conditions,
and/or responsibilities of this Agreement.

Agreement termination or canceliation shall be effective as of the date indicated in OHCS'
notification to the Contractor. The notice shall stipulate any final pefdformance, invoicing or
payment requirements.

Upon receipt of a notice of termination or canceltation, the Contractor shall take immediate
steps io stop periormance and to cancel or reduce subsedquent agreement costs.

In the event of early termination or cancellation, the Coniractor shall be entitied to payment
for all allowakle costs authorized under this Agreement and incurred up to the date of
termination or cancellation, including authorized non-cancelable obligations, provided such
expenses do not exceed the stated maximum amounts payable.

in the event of changes in law that affect provisions of ihis Condract, the parties agree to
amend the affected provisions to conform io the changes in law retroactive to the effective
date of such changes in law. The parties further agree that the terms of this Contract are
severable and in the everd that changes in law render provisions of the Contract void, the
unaffected provisions and obligations of this Contract will remain in full force and effect.

The following additional provisions regarding terml’naﬁ{m apply only to Exhibit A, Attachment
I, Part V, of this Contract:

1) In the event the federal Department of Health and Human Services {hereinafter
referred to as DHHS), or Stale determines Contractor does not meat the
requirements for participation in the DMC Treatment Program, Slate will terminate
payments for services providsd pursuant to Exhibit A, Atachment |, Part V, of this
Contract for cause.

2} All obligations to provide covered services under this Contract will automatically
terminate on the effective date of any termination of this Contract. Contractor will be
respensible for praviding or arranging for covered services {o beneficiaries untif the
effective date of termination or expiration of tha Contract.

Contractor will remain liable for pracessing and paying invoices and statements for
covered services and utilization review requirements prior to the expiration or
termination untit all obligations have been met.

3 in the event Exhibit A, Atachment 1, Pard V, of this Contract is nullified, Centractor
shall refer DMC clients to providers who are cerified to provide the typefs} of
services the client has been recaiving.

in the event this Contract is terminated, Contractor shall deliver its entire fiscal and program
records pertaining fo the performance of this Centract to the State, which will retain the
records for the required retention period.
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EXHIBITG

PRIVACY AND INFORMATION SECURITY PROVISIONS

This Exhibit G is intended to protect the privacy and security of specified Depariment
information that Conlractor may access, receive, or fransmit under this Agresment. The
Department information covered under this Exhibit G consists ef: (1) Protecied Health
Information as defined under the Health Insurance Partability and Accountability Act of 19986,
Public Law 104-191 {"HIPAA™{PHI) and (2) Personal Information {P!) as defined under the
California Information Practices Act {CIPA), at California Civil Cade Section 1798.3. Personal
Information may include data provided ic the Deparment by the Social Sgecurity Administration.

Exhibit G consists of the following paris:

1. Exhibit G-1, HIPAA Business Associate Addendum, which provides for the privacy and
security of PHI,

2. Exhibit G-2, which provides for the privacy and security of Ptin accordance with
specified provisions of the Agreement between the Depariment and the Sacial Security
Administration, known as the Information Exchange Agreement {IEA} and the Cempuler
Matching and Privacy Protection Act Agreement between the Social Security
Administration and the California Health and Human Services Agency (Computer
Agreement) to the extent Contractor access, receives, or transmits P! under these
Agreements. Exhibit G-2 further provides for the privacy and security of Pl under Civit
Code Section 1798.3(a) and 1798.28.

3. Exhibit G-3, Miscellansous Provision, sets forih additional terms and conditions that
extend to the provisions of Exhibit G in its enlirety.
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County of Frasno

#14-80056
Exhibit G
EXHIBIT G-1
HIPAA Business Associate Addendum
1. Recitals,
A A business associate relationship under the Health insurance Poriability and

Accountability Act of 1998, Public Law 104-191 {"HIPAA™}, the Health
Information Technology for Economic and Clinical Health Act, Public Law 111-
005 ("the HITECH Act"), 42 U.5.C. Section 17921 et seq., and their
implementing privacy and security regulations at 45 CFR Paris 160 and 164
{“the HIPAA regulations™) between Depariment and Contractor arises only to
the extent that Contractor creates, receives, maintains, transmits, uses or
discloses PHI or ePHI on the Department's behalf, or provides services,
arranges, performs or assists in the performance of funclions or activities on
behalf of the Department that are included in the definition of *business
associate” in 45 C.F.R. 160,103 where the provisicn of the service involves the
disclosure of PHI or ePHI from the Pepariment, including but not lmited to,
utilization review, quality assurance, or benefit management. To ihe exient
Contractor performs these services, functions, and activities on behalf of
Department, Contractor is the Business Associate of the Depariment, acling on
the Depariment’s behalf. The Department and Contractor are each a party to
this Agreement and are collectively referred to as the "parties.”

B. The Depariment wishes to disclose 1o Centractor certain information
pursuarnf to the terms of this Agreement, some of which may consiitute
Protected Health Information {*PHI™}, including protected health information
in electronic media {("ePHI"), under federal law, to be used or disclosed in the
course of providing services and activities as set forth in Section 1.A. of
Exhibit G-1 of this Agreement. This irformation is hereaiier referred {0 as
“Depariment PHI".

C. The purpose of this Exhibit -1 is to protect the privacy and security of the PHI
and ePHI that may be created, receivad, mainlained, {ransmiited, used or
disclosed pursuant to this Agresment, and te comply with certain standards
and requirements of HIPAA, the HITECH Act, and the HIPAA regulations,
including, but not limited to, the requirement ihat the Deparimant must enter
into a contract containing specific requirements with Contractor prior to the
disclosure of PHi to Contractor, as set forth in 45 CFR Parts 160 and 164 and
the HITECH Act. To the extent that data is both PHI or ePHI and Personally
Identifying Information, both Exhibit G-2 {including Attachment [, 1he SSA
Agreement between SSA, CHHS and DHCS, referred to in Exhibit G-2) and
this Exhibit 5-1 shall apply.

. The terms used in this Exhibit G-1, but not oiherwise defined, shall have the
same meanings as those terms have in the HIPAA regulations. Any reference
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to statutory or regutatory language shall be to such language as in effect or as
amended.

Definitions.

A Breach shall have the meaning given to such term under HIPAA, the
HITECH Act, and the HIPAA regulations.

B. Business Associate shall have the meaning given to such ferm under HIPAA, the
HITECH Act, and the HIPAA regulations.

C. Covered Entity shall have the meaning given to such term under HIPAA, the
HITECH Act, and the HIPAA regulations.

D. Department PHI shall mean Proiected Health Information or Electronic
Protecied Health Informalion, as defined below, accessed by Contracior ina
database maintained by the Dapariment, received by Conlractor from the
Department or acquired or created by Contractor in connection with performing
the functions, activities and services on behalf of ihe Department as specified in
Section 1.A. of Exhibit G-1 of this Agresment. The terms PHI as used in this
document shall mean Department PHL

E. Elecironic Hezlth Records shall have the meaning given to such term in the
HITECH Act, including, but not limited to, 42 U.5.C. Section 17921 and
implementing regulations.

F. Electronic Protacted Health Information {ePHI) means individually
identifiable health information transmitted by elecironic media or
maintained in electronic media, including but not limited to electronic
media as set forth under 45 CFR section 150.103.

G.  Individually Identifiable Health Information means health informaiion, including
demegraphic information ¢ollected from an individual, that is created or
received by a health care provider, health plan, employer or health care
clearinghouse, and relales to the past, present or fulure physical or menial
health or condition of an individual, the provision of health care to an individual,
or the past, present, or future payment for the provision of health care o an
individual, that identifies the individual or where there is a reasonable basis to
believe the information can be used io identify the individual, as set forih under
45 CFR Section 160.103.

H. Privacy Rule shall mean the HIPAA Regulations that are found at 45 CFR Paris
160 and 164, subparts A and E.

b Protected Health Information (PHI) means individually identifiable health
information that is transmitted by electronic media, maintained in efectronic
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media, or is transmitted or maintained in any other form or medium, as set
forih under 45 CFR Section 160.103 and as defined under HIPAA,

J. Required by law, as set forth under 45 CFR Seclion 164,103, means 2 mandate
contained in jaw that compels an entity to make a use or disclosure of PHI that
is enforceabte in a court of law. This includes, but is not limited {o, couri orders
and court-ordered warrants, subpoenas or summons issued by a court, grand
jury, a governmental ar tribal inspector general, or an administrative body
autherized o require the production of informalion, and a civil or an authorized
investigative demand. If also includes Medicare conditions of pariicipation with
respect to heallh care providers participating in the program, and statutes or
regufations that require the production of information, including statutes or
regufations that require such information if payment is sought under a
government program providing public benefits.

K. Secretary means the Secretary of the LU.S. Department of Health and Human
Services {"HHS™) or the Secretary’s designee.

L. Security Incident means the attempted or successful vnauthonized access, use,
disclosure, modification, or destruction of Depariment PHI, or confidential daia
utilized by Contractor to perform the services, functions and activities on behalf
of Depariment as set forth in Section 1.A. of Exhibit G-1 of this Agreement; or
interference with system operations in an information system that processes,
maintains or stores Depariment PHI.

M.  Security Rule shall mean the HIPAA regulations that are found at 45 CFR Parts
160 and 164.

M. Unsecured PHI shall have the meaning given to such term under the BITECH
Act, 42 U.S.C. Section 17932(h), any guidance issued by the Secretary
pursuant to such Act and the HIPAA regulations.

Terms of Agreement.
A, Permitted Uses and Disclosures of Department PH] by Contractor.

Except as othenwise indicated in this Exhibit G-1, Contractor may use or disclose
Cepartment PHI only to perform funclions, activities or services specified in
Section 1.A of Exhibit G-1 of this Agreemenl, for, or on behalf of the Depariment,
pravided that such use or disclosure would not violate the HIPAA regulations or
the limitations set forth In 42 CFR Pani 2, or any other applicable faw, if done by
the Depariment, Any such use ar disclosure, if not for purposes of treatment
activilies of a health care provider as defined by the Privacy Rule, must, io the
extent practicable, be limited to the limited data set, as defined in 45 CFR
Section 164.514{e)(2), or, if needed, io the minimum necessary to accomplish
the intended purpose of such use or disclosure, in compliance wilh the HITECH
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Act and any guidance issued pursuant to such Act, and the HIPAA regulations.

Specific Use and Disclosure Provisions. Except as othenwise indicated in this
Exhibit G-1, Contractor may:

1)

2}

Use and Disclose for Management and Administration. Use and disclose
Department PHi for the proper management and administration of the
Contractor's business, provided that such disclosures are required by law, or
the Contractor obtains reasonable assurances from the person to whom the
informalion is disclosed, in accardance with section D{7) of this Exhibit G-1,
that it will remain confidential and will be used or further disclosed only as
required by law or far the purpose for which it was disclosed to the person,
and the parson notifies the Contractor of any instances of which it is aware
that the canfidentiality of the information has been breached,

Provision of Data Aggregation Services. Use Depariment PHI to provide
data aggregation services 1o the Department to the extent requesied by the
Department and agreed lo by Contractor. Data aggregation means the
combining of PHI created or received by the Contractor, as the Business
Associate, on behalf of the Department with PHI received by the Business
Assaociate in its capacily as the Business Associate of another covered
endity, io permit data analyses that relate to the health care operations of the
Depariment

Prohibited Uses and Disclasuras

H

2}

Contractor shall not disclose Department PHI about an individual to a
health plan for payment or health care cperations purposes if the
Cepariment PHI pertains solely to a health care item or service for which
the health care provider involved has been paid out of pocket in full and
the-individual requests such restriction, in accordance with 42 U.5.C.
Section 17935{a) and 45 CFR Section 164.522(a).

Contracter shall not directly or indirectly receive remuneration in exchange
for Department PHI.

Responsibilities of Contractor

Contractor agrees:

1)

2)

Nondisclosure. Not to use or disclose Depariment PHI other than as
permitted or required by this Agreement or as required by law, including
but not iimited to 42 CFR Parl 2.

Compliance with the HIPAA Security Rule. To implement administrative,
physical, and technical safeguards that reasonably and appropriately
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protect the confidentiglity, integrily, and availability of the Depariment PHI,
including electronic PHI, that it creates, receives, maintains, uses ar
transmits on behalf of the Department, in compliance with 45 CFR Sections
164,308, 164.310 and 164.312, and to prevent use or disclosure of
Deparimeni PHI other than as provided for by this Agreement. Contractor
shall imptement reasconable and appropriale policies and procedures to
comply with the standards, implementation specifications and other
requirements of 45 CFR Section 184, subpart C, in compliance with 45 CFR
Section164.316. Contractar shall develop and maintain a written information
privacy and security program that includes administrative, technical and
physical safeguards appropriate to the size and complexity of the
Contractor's operations and the nature and scope of its activities, and which
incorporates the requirements of section 3, Security, below. Contracior will
provide the Depariment with its current and updated policizs upon requast.

Security. Contractor shall take any and all steps necessary to ensure the
continuous security of all compuierized dala systams containing PHI andfor
PIl, and to protect papsr documents containing PHIE andfor Pl. These steps
shall include, at a minimum:

a. Complying with all of the dala systemn security precautions listed in
Attachment A, Data Security Requirements;

b. Achieving and mairtaining compliance with the HIPAA Security
Rule (45 CFR Parts 160 and 164}, as necessary in conducting
operations on behalf of DHCS under this Agreement; and

C. Providing a level and scope of security that is at feast comparable
to the leve! and scope of securily established by the Office of
Management and Budgst in OMB Circular No. A-130, Appendix
ill- Security of Federal Automated Infermation Systems, which
sets forth guidelines for automated information systems in Federal
agencies.

Security Officer. Contractor shall designate a Securily Officer to overses
its data securily program who shall be responsible for carrying out the
requirements of this section and for communicating on security matiers with
the Bepariment.

Mitigation of Harmiul Effects. To mitigate, to the extent praclicable, any
harmiul effect that is known to Contractor of a use or disclosure of
Department PH! by Contractor or its subcontractors in violation of the
requirements of this Exhibit G.

Reporting Unauthorized Use or Disclosure. To report to Department any

use or disclosure of Department PHI not provided for by this Exhibit G of
which it becomes aware.
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7} Cantractor’s Agents and Subcontracters.

a.

To enter into wntten agreements with any agents, including
subcontractors and vendors to whom Contractor provides
Department PH!, ihat impose the same restrictions and
conditions on such agents, subconfractors and vendors that
apply to Contractor wilh respecl {o such Department PHI under
this Exhibit G, and {hat require compliance with all applicable
provisions of HIPAA, the HITECH Act and the HIPAA regulations,
including the requirement that any agents, subcontractors or
vendors implement reasonable and appropriate adminisirative,
physical, and technical safeguards to protect such PHE As
required by HIPAA, the HITECH Act and ithe HIPAA regulations,
including 45 CFR Sections 164.308 and 164.314, Contractor
shall incorporate, when applicable, the relevant provisions of this
Exhibit G-1 inlo each subcontract or subaward to such agenis,
subcontractors and vendors, including the requirement that any
secunify incidents or breaches of unsecured PHI be reported o
Contractor.

In accordance with 45 CFR Section 164.504(e) 1)(ii}, upon
Contraclor's knowledge of a material breach or violation by its
subcontractor of the agreement between Contractor and the
subcontractor, Contracter shall:

i) Provide an opporiunity for the subcontractor to cure the
breach or end the violation and {erminate the agreement if
the subcontractor dees not cure the breach or end the
viglation within the time specified by the Department; or

i Immediately terminate the agreement if the subcontractor
has breached a material term of the agreement and cure is
notf possible.

B) Availability of Informaticn to the Department and Individuzals to Provide
Access and Information:

da.

To provide access as the Department may require, and in the
time and manner designated by the Depariment {upon
reasonable notice and during Contracler's normal business
hours) o Depariment PHI in a Designated Record Set, to the
Depariment {or, as directed by the Department), to an
Individeal, in accordance with 45 CFR Section 164.524,
Designated Record Set means the group of recerds maintained
for the Department health plan under this Agreement that
includes medical, dental and billing records about individuals;
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enrallment, payment, claims adjudication, and case or medical
management systems maintained for the Depariment heallk
plan for which Contractor is providing services under this
Agreement; or those records used to make decisions about
individuals on behalf of the Depariment. Contraclor shall use
the forms and processes developed by the Depariment for inis
purpose and shall respond to requests for access to records
fransmitted by the Depariment within fifleen {15) calendar days
of receip! of the request by producing the records or verifying
that there are ncne.

b. If Contractor maintains an Edecironic Health Record with PHI,
and an individual requests a copy of such information in an
electronic format, Confractor shall provide such information in
an electronic format to enable the Department to fulfill its
obligations under the HITECH Act, including but not limited o,
42 L.8.C. Section 17935(e) and the HIPAA regulations.

9) Confidentiality of Alcohol and Drug Abuse Patient Recerds. Contractor
agraes to comply with all confidentiality requirements set forih in Title 42
Code of Federal Regulations, Chapter |, Subchapter A, Pari 2. Coniractor is
aware that criminal penalties may be imposed for a viclation of these
confidentiality requirements.

10}  Amendment of Departmeant PHI. To make any amendmeni{(s) o
Department PHI that were requesiaed by a patient and that the Depariment
directs or agrees should be made io assure compliance with 45 CFR
Section 164,528, in the time and manner designated by the Depariment,
with the Contracior being given a minimum of twenty (204 days within which
to make the amendment.

11}  Interrnal Practices. To make Contracior's internal practices, books and
records relating to the use and disclosure of Bepariment PHI avaitable to
the Depariment or to the Secretary, for purposes of determining the
Department’'s compliance with the HIPAA regulations. If any information
needed for this purpose is in the exclusive possession of any olher enlity
ar person and the other entity or persaon fails or refuses to fumish the
infarmation to Contractor, Contractor shall provide written notification fo the
Department and shall s&t forth the efforis it made to obtain the information.

12}  Documentation of Disclosures. To document and make available to the
Department or {at the direction of the Department) to an individual such
disclosures of Department PHI, and information related to such disclosures,
necessary to respond to a proper request by the subject Individual for an
accounting of disclosures of such PHI, in accordance with the HITECH Act
and its implementing regulations, including but not limited to 45 CFR Section
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164.528 and 42 U.S.C. Section 17335(c). If Contracter maintains electronic
health records for the Department as of January 1, 2009 and Iater,
Contractor must provide an accounting of disclosures, including those
disclosures for treatment, payment or health care operations. The eleclronic
accounting of disclosures shall be for disclosures during the three years
prior o the request for an accounting.

Breaches and Security Incidents. During the term of this Agreement,
Coniractor agrees to implement reasonable systems for the discovery
and prompl reporting of any breach or security incident, and io take the
following steps:

a. Initial Notice to the Department. {1} To notify the Depariment
immediately by telephone call cr email or fax upon the
discovery of a breach of unsecured PH! in elecltronic media or in
any other media if the PHI was, or is reasonably believed to have
been, accessed or acquired by an unauthorized person. {2) To
nolify the Department within 24 hours {cne hour if 35A data)
by emait or fax of the discovery of any suspected security
incident, intrusion or unauthorized access, use or disclosure of
PHi in violation of this Agreement or this ExhibitG-1; or polential
loss of confidential dala affecting this Agreement. A breach shall
be treated as discovered by Contraclor as of the first day on
which the breach is known, or by exercising reasonable diigence
would have been known, to any person {other than the person
committing the breach) who is an employee, officer or other
agent of Contractor.

Notice shall be provided to the Informalion Pratection Unit,
Office of HIPAA Compliance. If the incident occurs after
business hours or on a weskend or holiday and involves
electronic PHI, notice shall be provided by calling the
Information Protection Unit (816.445.4646, 866-866-0802) or by
emailing privacyofficer@dhcs.ca.gov). Netice shall be made
using the DHCS “Privacy Incident Repori” form, including all
infarmation known at the time. Confractor shall use the most
current version of this form, which is posted on the DHCS
Information Security Officer website (wwav dhes.ca.qov, then
select “Privacy” in the 1eft column and then “Busingss Partner”
near the middle of the pags) or use this link:

hitp:/fwww.dhes ca.goviformsandpubs/aws/priviPages/DHCSBu
sinessAssociatesOnly.aspx

Upon discovery of a breach or suspecied security incidem,
intrusion or unauthorized access, use or disclosure of Depariment
PHI, Cantractor shall take:
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i} Prompt corrective action io miligate any risks or damages
involved with the breach and to protect the operating
environment; and

fi} Any action pertaining to such unauthorized disclosure
required by applicable Federal and Stale laws and
requlations.

Investigation and Investigation Report. To immediataly
investigate such suspected security incident, secunty incident,
kreach, or unauthorized access, use or disclosure of PHI .
Within 72 hours of the discovery, Contractor shall submit an
updated “Privacy Incident Report” containing the informatian
marked with an asterisk and all other applicable information
listed on lhe form, to the extent known at that time, to the
Information Protection Unit.

Complete Report. To provide a complete repori of the
investigatian to the Deparment Pregram Contract Manager and the
Information Protection Unit within ten (10} working days of the
discovery of the breach or unauthorized use or discloswe. The
report shall be submitted on the “Privacy Incident Report” form and
shall include an assessment of all known facltors relevant to a
determination of whether a breach occurred under applicable
provisions of HIPAA, the HITECH Act, and the HIPAA regulations.
The report shalt also include a full, detailed comective action ptan,
including information on measures that were {aken to halt and/or
contain the impreper use or disclosure. If the Department requests
information in addition to that listed on the “Privacy Incident Report”
form, Contractor shall make reasonable efforts to provide the
Bepartment with such informalion. If, because of the circemstances
of the incident, Contractor neads more than ten (10} working days
from the discovery to submil a complete repori, the Department
may grant a reasonable extansion of fime, in which case Confracior
shall submit periodic updates until the complete repert is submiited.
If necessary, 2 Supplemental Report may be used o submit
revised or additional information after the complstied report is
submitted, by submitting the revised or additional information on an
updated “Privacy Incident Report” form. The Department will review
and approve the determination of whether a breach occurred and
whether individua! neotifications and a corrective action plan are
required.

Responsibility for Reporting of Breaches. if the cause of a

breach of Depariment PHI is aftribudable o Conlractor or its
agents, subcontractors or vendors, Contracioris responsible for all
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required reporiing of the breach as specified in 42 U.S.C. section
17932 and its implementing regulations, including netification to
media ouliets and to the Secretary (after oblaining prior written
approval of DHCS). if a breach of unsecured Deparimeni PHI
involves mere than 500 residents of the State of California or under
its jurisdiction, Contractor shall first notify DHCS, then the
Secretary of the breach immediately upon discovery of the breach.
if 2 breach involves more than 500 California residents, Caontracter
shall also provide, after obtaining writien prior approval of DHCS,
neotice to the Attarnay General for the Siate of California, Privacy
Enforcement Section. If Contractor has reason to believe that
duplicate reporting of the same breach or incident may occur
because its subconfractors, agents or vendars may report the
breach or incident to the Department in addition to Coniractor,
Contractor shall rotify the Bepartment, and the Department and
Contractar may take appropriate action to prevent duplicate
reparting.

Responsibility for Notification of Affected Individuals. if the
cause of a breach of Department PHI is aitributable to Contiactor
or its agents, subcontractors or vendors and nolification of the
affected individuals is required under state or federal Iaw,
Contractor shzll bear all costs of such notifications as well as any
costs assoctated with the breach. In addition, the Department
reserves the right to require Contractor to notify such affected
individuals, which nofifications shall comply with the requirements
set forth in 42U.5.C. section 17832 and its implementing
regulations, including, bt not limited to, the requirement that the
notifications be made withoul unreasonable delay and in no event
taler than 60 calendar days after discovery of the breach. The
Cepartment Privacy Dfficer shall approve the time, manner and
cantent of any such notifications and their review and approval
must be oblained bafore the nolifications are made. The
Cepariment will provide its review and approval expeditiously and
without unreasonable delay.

Department Contact Information. To direct communications to
the above referenced Department staff, the Contractor shall
initiate contact as indicated herein. The Department reserves the
right to make changes lo the contact information below by giving
written notice to the Contracior. Said changes shall not require an
amendment o this Addendum or the Agreement to which it is
incarporated.
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Department
Program Contract
Manager

DHCS Privacy Officer

DHCS Information Security
Officer

See the Exhibit A, Information Protection Unit Information Security Officer
Scope of Work for cfo: Office of HIPAA DHCS Information Security Office
Program Contract Compliance Departiment of P.O. Box 897413, M5 6400
Manager Health Care Services Sacramento, CA 95899-7413
infermation P.O. Box 897413, MS 4722
Sacramento, CA 95800-7413 Email: iso@dhcs.ca.gov
{016} 445-4648; (866) 866-0502
Telephone: |TSD Service Desk (816)
Email: 440-7000; {(B00} 579-0874
privacyofficer@dhcs.ca.gov
Fax: {916)440-5537
Fax: (916) 440-7680
14)  Terminaticn of Agreement. In accordance with Section 13404(b) of the

HITECH Act and to the extent required by the HIPAA regulations, if
Contractor knows of a2 material breach or violation by the Department of
this Exhibit G-1, it shall take the following steps:

15)

.

Provide an opportunity for the Department {o cure the breach or
end the viclation and terminate the Agreement if the Bepardment
does not cure the breach ar end the violation within the time

specified by Contractor; or

Immediately terminate the Agreement if the Depariment has
breached a materal term of the Exhibit G-1 and cure is not

possible.

Sanctions andfor Penalties. Coniractor understands that a failure to

comply with the provisions of HIPAA, the HITECH Act and the HIPAA

regulations that are applicable to Contractors may result in the imposition of
sanctions andfor penalties on Contractor under HIPAA, the HITECH Act and
the HIPAA regulations.

E. Obligations of the Department.

The Department agrees to:

1) Permission by Individuals for Use and Disclosure of PHI. Provide the
Contractor with any changes in, ar revocation of, permission by an Individual
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to use or disclose Department PHI, if such changes affect the Conlractor's
permitted or required uses and disclosures.

2} Notification of Restrictions. Nolify the Contractor of any restriction to the
use or disclosure of Department PHI that the Department has agreed to in
accordance with 45 CFR Section 164.522, to the extent thal such restriction
may affect the Contractor’s use or disclosure of PHL,

3) Requests Conflicting with HIPAA Rules. Mot request the Contracior to use
or disclose Department PHI in any manner that would not be permissible
under the HIPAA regulations if done by the Depariment.

4) Notice of Privacy Practices. Provide Contractor with the web link {o the
Notice of Privacy Practices that DHCS produces in accordance with 45 CFR
Section 164.520, as well as any changes to such notice. Visil the DHCS
website to view the most current Notice of Privacy Practices at:
http:/wwow.dhes.ca.goviformsandpubsilaws/priviPages/NoticeoiPrivacyPracti
ces.aspx or the DHCS wehsite at wawnw.dhcs.ca.gov {select “Privacy in the
right column and “Notice of Privacy Practices” on the right side of the page).

F. Audits, Inspection and Enforcement

if Contracior is the subject of an audit, compliance review, or complaint investigation
by the Secretary or the Office for Civil Rights, U.S. Department of Health and Human
Services, that is related fo the perfarmance of its obligations pursuant 1o this HIPAA
Business Associate Exhibit G-1,Contracior shall immediately notify the Depariment.
Upon request from the Department, Contractor shall provide the Department with a
copy of any Depariment PHI that Caniraclor, as the Business Associate, provides to
the Secretary or the Ofiice of Civil Rights concurrentiy with providing such PHI to the
Secretary. Contractor is responsible for any civil penalties assessed due fo an audit or
investigation of Contractor, in accordance with 42 U.5.C. Section 17934(c}.

G. Termination,

1) Term. The Term of this Exhibit G-1 shall extend beyond the termination of
the Agreement and shall terminate when all Depariment PHI is destroyed or
returned to the Department, in accordance with 45 CFR Section
184.504{e)2}ii}J).

2) Termination for Cause. in accordance with 45 CFR Section
164.504{)}{1}{ii), upon the Department’'s knowledge of a material breach or
violalion of this Exhibit G-1 by Contractor, the Depariment shall:

a. Provide an opportunity for Contractor to cure the breach or end the
violation and terminate this Agresment if Coniractor doas not cure
the breach or end the viglation within the time specified by the
Department; ar
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b. Immediately terminate this Agreement if Contractor has breached a
materal term of this Exhibit G-1 and cure is not possible,

THE REST OF THIS PAGE IS INTENTIONALLY BLANK
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EXHIBIT G-2

Privacy and Security of Perscnal Information and Personally Identifiable Information Not

Subject to HIPAA

1. Recitals.

A.

in addition to the Privacy and Security Rules under the Health Insurance
Portability and Accountability Act of 1986 {(HIPAA) the Depariment is subject to
various other legal and cenfractual requirements with respect {o the personal
infermation (P1) and personally identifiable information {Pil} it maintains. These
include:

1) The California Infermation Practices Act of 1977 {California Civil Code
§51798 el seq.),

2} The Agreement between the Social Security Administration (SSA) and the
Depariment, known as the Information Exchange Agreement {IEA), which
incorparates the Computer Matching and Privacy Protection Act
Agreement (CMPPA) between the SSA and the California Health and
Human Services Agency. The IEA, including the CMPPA is attached to
this Exhibit G as Attachment | and is hereby incorporated in this
Agresment.

3) Title 42 Code of Federal Regulations, Chapter |, Subchapter A, Part 2.

The purpose of this Exhibit G-2 is to set forth Contraclor’s privacy and securily
obligations with respect {c Pl and Pl that Contractor may create, receive,
maintain, use, or disclose for or on behalf of Depariment pursuant to this
Agresment. Specifically this Exhibit applies to Pl and Pil which is not Protected
Health Information (PHI) as defined by HIPAA and Ihersfore is not addressed in
Exhibit G-1 of this Agreement, the HIPAA Business Associate Addendum;
however, to the extent that data is both PHI or ePHI and Pil, both Exhibit G-1 and
this Exhibit G-2 shall apply.

The |IEA Agreement referenced in A.2} above requires the Depariment to exiend
its substantive privacy and security terms o subcontractors who receive data
provided to DHCS by the Social Security Administration. If Contraclor receives
data from DHCS that includes daia provided to DHCS by the Socia! Security
Administration, Contractor must comply with the following specific sections of the
IEA Agreement: E. Security Procedures, F. Confractor/Agent Responsibilities,
and . Safeguarding and Reporting Responsibilities for Personally identifiable
Information (“PII7}, and in Attachment 4 to the IEA, Electronic Information
Exchange Security Requirements, Guidelings and Procedures for Federal, State
and Local Agencies Exchanging Electronic Information with the Sacial Security
Administration. Contractor must also ensurs that any agents, including a
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subcontracior, {o whom i provides DHCS dala that includes data provided by the
Saocial Security Administration, agree 1o the same requirements for privacy and
security safeguards for such confidentfal data that apply to Contraclor with
raspect to such information.

The terms used in this Exhibit G-2, but not othenvise definad, shail have the
same meanings as those terms have in the above referenced statule and
Agreement. Any reference to statutory, regulatory, or contractual language shall
be to such fanguage as in effect or as amended.

Definitions.

A

“Breach” shall have the meaning given to such term under the [EA and CMPPA.
it shall include a “PH loss™ as that term is defined in the CMPPA.

*Breach of the security of the system” shall have the meaning given to such term
under the California Information Practices Act, Civil Code section 1798.29{.

*CMPPA Agreement” means {he Compuler Malching and Privacy Protection Act
Agreement between the Social Security Administration and the California Health
and Human Services Agency {(CHHS).

‘Department P shall mean Parsonal Information, as defined below, accessed in
a database maintained by the Department, received by Contractor from the
Department or acquired or created by Contractor in connection with perfarming
the functions, activities and services specified in this Agreement on behalf of the
Cepariment

“IEA" shall mean the Information Exchange Agreement currently in effect
betwesn the Social Security Adminisiration {SSA} and the California Depariment
of Health Care Services (DHCS).

“Notice-triggering Personal Information™ shall mean the personal information
identified in Civit Code section 1798.29 wheose unauthorized access may trigger
notification requirements under Civil Code section 1798.29. For purposes of this
provision, identity shall include, but not be limiled to, name, address, email
address, idenlifying number, symbof, or other identifying particular assigned to
the individual, such as a finger or voice print, a photograph or a bicmetric
idenlifier. Nolice-triggering Persona! Information includes P in electronic, paper
or any other medium.

“Personally |dentifiable Information” (Pil) shall have the meaning given 1o such
term in the IEA and CMPPA.

“Personal Information” (P1} shall have the meaning given 1o such term in
Californfa Civil Code Seclion 1798.3(a).
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“Required by faw” means a mandate centained in taw that compels an enlity o
make a use or disclosure of Pl or Pl that is enforceable in a court of law. This
includes, but is not limited to, court orders and court-ordered warrants,
subpoenas or summons issued by a court, grand jury, 2 governmental or iribal
inspector general, or an administrative body authorized to require the production
of informalion, and a civil or an authorized invesiigative demand. it also includes
Medicare conditions of participation with respect te heallh care providers
pariicipaling in the program, and statutes or regulations that require the
production of information, including statutes or regulations that require such
information if payment is sought under a government program providing public
benefits.

“Security incident” means the attempted or sucecessful unauthorized access, use,
disclesure, modification, or destruction of Pl, or confidential data utilized in
complying with this Agreement; or interference with system operalions in an
information system that processes, maintains or stores PL.

of Agreement

Permitted Uses and Disclosures of Department Pl and Pll by Contractor

Except as othenwise indicated in this Exhibil G-2, Contractor may use or disclose
Deparimenti Pl only {o perform functions, activities or services for or on behalf of
the Department pursuant to the terms of lhis Agreement provided that such use
or disclosure would not viclate the California Information Practices Act (CIPA} if
done by the Department.

Responsibilities of Contractor

Contractor agrees:

1) Nondisclesure. Mot to use or disclose Depariment Pl or Pl} other than as
permitted or required by this Agreement or as required by applicable siate
and federal faw.

2) Safeguards. To implement appropriate and reasonable administrative,
technical, and physical safeguards to protect the security, confidentfality
and indegrity of Departmeni Pl and P, to protect against anlicipated
threats or hazards to tha security or integrity of Cepariment P! and PIl, and
o prevent use or disclosure of Department Pl or Pt other than as provided
for by this Agreement. Coniractor shall develop and maintain a written
information privacy and securily program thal include administrative,
technicaf and physical safeguards appropriate to the size and complexity
of Contractor’s operations and the nature and scope of its activilies, which
incorparate the requirements of section 3, Security, below. Contractor will
provide DHCS with its current policies upon request.
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Security. Contraclor shall iake any and all steps necessary to ensure the
continuous security of all computerized data systems containing PHi
andfor PI, and to protect paper documents containing PHI and/er Pl
These steps shall include, at a minimum:

-
d.

Complying with all of the data system security precautions listed in
Attachment A, Business Associate Data Secunty Reguirements;

Providing a level and scope of security that is at least comparable to
the level and scope of security established by the Office of
hManagement and Budget in OMB Circular No. A-130, Appendix Hli-
Securily of Federa! Automated Information Systems, which sels
forth guidelines for automated information systems in Federal
agencies; and

If the data cbtained by Contracter from DHCS includes PII,
Contractor shall also comply with the substantive privacy and
security requirements in the Computer Matching and Privacy
Protection Act Agreement between the SSA and the California
Health and Human Services Agency (CHHS) and in the Agreement
between the SSA and DHCS, known as the Information Exchange
Agreement, which are aliached as Attachment | and incorporated
into this Agreament. The specific sections of the {EA with
substanlive privacy and security reguiremenis to be complied with
are sections E, F, and G, and in Attachment 4 {o the IEA, Eleclronic
Information Exchange Security Requirements, Guidelines and
Procedures for Federal, Siate and Local Agencies Exchanging
Electronic Information with the SS5A. Contractor also agreas {o
ensure that any agents, including a subcontractor to whom it
provides DHCS PII, agree to the same requirements for privacy and
security safeguards for cordidential dala that apply to Contractor
with respect to such informatian.

Mitigaticn of Harmful Effects. o miligate, fo the extent practicable, any
harmful effect that is known to Contractor of a use or disclesure of
Depariment Pi or Pil by Contractor or its subgontractars in violation of this
Exhibit G-2.

Contractor's Agents and Subcontractors. To impose the same
restrictions and conditions set forth in this Exhibit G-2 on any
subcontractors or other agents with whom Contractor subconiracts any
activities under this Agreement that involve the disclosure of Depariment
Pl or Pll to the subcontractor.

Avaitability of Information to DHCS. To make Depariment Pl and Pil
available {o the Depariment for purposes of oversight, inspection,
amendment, and response to requests for records, injunctions,
judgments, and orders for production of Oepartment Pl and PIL. [f
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Contractor receives Cepariment Pll, upon raquest by DHCS, Coniractor
shall provide DHCS with a list of all employees, contraclors and agents
who have access to Department P, including employeas, contraclors
and agents of #s subconiractors and agents.

Cooperation with DHCS. With respect to Department Pi, to cooperate
with and assist the Depariment to the exient necessary {o ensure the
Department's compliance with the applicable terims of the CIPA including,
but not limited to, accounting of disclosures of Depariment PI, correction
of errors in Department P, production of Department Pi, disclosure of 2
security breach involving Oepartment Pl and notice of such breach io the
affecied individual(s).

Confidentiality of Alcohol and Drug Abuse Patient Records.
Contracter agrees to comply with all confidentiality requirements set forth
in Title 42 Code of Federal Regulaticns, Chapter |, Subchapter A, Part 2.
Contractar is aware that criminal penzliies may be imposed for a violation
of lhese confidentiality requirements.

Breaches and Security Incidents. During the term of this
Agreement, Contractor agress to implement reasonable systems for
the discovery and prompt reporting of any breach or security incident,
and to take the following steps:

a. Inifial Notice to the Department. (1) To notify the Depariment
immediately by telephone call or email or fax upon the
discovery of a breach of unsecured Department Pi or Pil in
electronic media or in any other media if the Pl or Pll was, coris
reasonably believed to have been, accessed or acquired by an
unauthorized person, or upon discovery of a suspecied security
incident involving Department PII. {2) To notify the Department
within ane (1) hour by emalil or fax if the dala is data subject to
the SSA Agreement; and within 24 hours by email or fax of the
discovery of any suspecied security incident, infrusion or
unauthorized access, use or disclosure of Department Pl or Pil in
violation of this Agreement or this Exhibit G-1 or potential foss of
confidential data affecling this Agreement. A breach shall be
treated as discovered by Contraclor as of the first day on which the
breach is known, or by exercising reasonable diligence would have
been known, to any person {other than the person commitiing the
breach} who is an employes, officer or other agent of Conlractor.

b. Notice shall be provided to the Information Proteclion Unit, Office
of HIPAA Compliance. if the incident occurs afier business hours
or an a weekend or holiday and invclves elecironic Department Pl
or Pli, notice shall be provided by calling the Depariment
fnformation Security Officer. Notice shall be made using the DHCS
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“Privacy Incident Repori” form, including all informaltion known at
the time. Contractor shall use the meost current version of this form,
which is posted on the DHCS Information Security Officer website
{www.dhes.ca.goy, then select “Privacy” in the left column and then
“Business Partnar’ near the middie of the page) ar use this link:
nitoJfwwnw dhes. ca.goviiormsandoubsfiaws/priviFages/DHCSBs

nessAssociatesOniv.aspx .

Upon discovery of a breach or suspected securily incident,
intrusion or unauthorized access, use or disclosure of Department
P! or Pl, Contractor shall take:

i Prompt corrective action to miligate any risks or damages
involved with the breach and to protect the operating
environment; and

ii.Any acticn pertaining 1o such unauthorized disclosure requirad by
applicable Federal and State laws and regulations.

Investigation and Investigation Report To immediately
investigate such suspected security incident, security incident,
breach, or unauthaorized access, use or disclosure of PHL  Within
72 hours of the discovery, Contractor shall submit an updated
“Privacy Incident Report” containing the information marked with
an asterisk and all other applicable information listed on the form,
to the extent known at that time, {o the Depariment Information
Security Ofitcer.

Camplete Report. To provide a complete report of the
investigation to the Department Program Contract Manager and
the Information Protection Unit within ten {10} warking days of the
discovery of the breach or unauthorized use or disclosure. The
report shall be submitted on the “Privacy Incident Report” form and
shall include an assessment of all known factors relevantto a
determination of whather & breach occurred. The report shall also
include a full, detailed corrective action plan, including information
on measures that were iaken to halt and/or contain the improper
use or disclosure. If the Department requesis information in
addition to that listed on the “Privacy Incident Report” farm,
Contractor shall make reasonable efforts to provide the
Deparimant with such information. i, because of the
circumstances of the incident, Contractor needs more than ten {10)
working days from the discovery to submil a complete report, the
Depariment may grant a reasonable extension of time, in which
case Contractor shall submit periodic updates unlil the complete
report is submitted. if necessary, 8 Supplemental Repert may ba
used to submit revised or additional information afier the
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completed report is submitied, by submilting the revised or
additional information on an updated "Privacy Incident Report”
form. The Departmend will review and approve the determination of
whelher a breach occurred and whether individual notifications and
a correclive action plan are required.

Responsibility for Reporting of Breaches. If the cause of a
breach of Department Pl or Pli is atiributable to Contractor or its
agenis, subcontracters or vendors, Contractor is responsible for all
reguired reporting of the breach as spacified in CIPA, section
1798.28and as may be required under the IEA. Contracior shall
tear all costs of required notifications to individuals as well as any
costs associated with the breach. The Privacy Officer shall approve
the time, manner and content of any such natifications and their
review and approval must be cbiained before the notifications are
made. The Departmentwill provide its review and approval
expeditiously and wilhout unreasonable delay.

If Conltractor has reason to helieve that duplicate reporting of the
same breach or incident may occur because its subcontractors,
agenls or vendors may report the breach or incident to the
Department in addition to Contractor, Contractor shall rotify the
Department, and the Department and Contractor may lake
appropriate action to prevent duplicate reporiing.

Department Contact Information. To direct communications to the
above referenced Depariment siaff, the Contracter shall initiate
contact as indicated herein. The Department reserves the right to
make changes {o the contact information below by giving written
nofice to the Contractor. Said changes shall nol require an
amendment o this Addendum or the Agreement to which it is
incorporated.
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Department DHCS Privacy Officer DHCS Information Security
Program Officer
Contract
Manager
See the Exhibit Information Protection Unit Informatton Security Officer
A, Scope of cfo: Office of HIPAA DHCS Information Security Office
Work for Compliance Department of P.O. Box 997413, MS 6400
Program Health Care Services Sacramento, CA 95889-7413
Contract P.O. Box 897413, MS 4722
Manager Sacramento, CA 95899-7413 Email: iso@dhes.ca.qov
. . (31G) 445-4646
information Email: Telephone: ITSD Service Desk

privacyofficer@dhes.ca.gov (918) 440-7000 or
(800} 579-0874
Telephone: (916} 445-4646

Fax: (818)440-5537

Fax: {916) 440-7680

10}  Designation of Individual Responsible for Security

Conrdractor shall designate an individual, {e.g., Security Officer), to oversee ils
data security program whe shall be responsible for carrying out the
requirements of this Exhibit G-2 and for communicating on security matiers
with the Departmenti.
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EXHIBIT G-3
Miscellaneous Terms and Caonditions
Applicable to Exhibit G

Confidentiality of Alcohol and Drug Abuse Patient Records. Contractor
agrees to comply with all confidentiality requirements set forth in Title 42 Code of
Federal Regulations, Chapter |, Subchapter A, Part 2. Coniracior is aware that
criminal penaliies may be imposed for a violation of these confidentiality
requirements.

Disclaimer. The Depariment makes no warranty or representation that compliance
by Contractor with this Exhibit G, HIPAA or the HIPAA regulations will be adequate
or salisfactory for Coniraclor’'s own purpoeses or that any infermation in Contraclor's
possession or control, or transmitted or received by Contractor, is or will be secure
from unautharized use or disclosure, Contractar is solely responsible for all
decisions made by Coniraclor regarding the saleguarding of the Department PRI, P!
and PII.

Amendment. The pariies acknowledge ihat federal and state laws relating to
electronic data secunty and privacy are rapidly evolving and that amendment of this
Exhibit G may be required to provide for procedures to ensure compliance with such
developments. The parties specifically agree to take such action as is necessary o
implement the standards and requirements of HIPAA, the HITECH Act, and the
HIPAA regulations, and other applicable state and federal laws. Upon either party’s
request, the other parly agrees to promptiy enter into negoliations concermning an
amendment to this Exhibit G embodying written assurances consistent with the
standards and requirements of HIPAA, the HITECH Act, and the HIPAA regulations,
and other applicable state and federal laws. The Bepariment may terminate this
Agreement upon thirty (30} days writlen nolice in the event:

a) Contractor does not promptly enter into negotiations to amend this
Exhibit & when requesied by the Department pursuant to this section;
or

b) Coniractor does not ender inlo an amendment providing assurances

regarding the safeguarding of Department PH1 that the Departmeant
deems is necessary to satisfy the standards and requiraments of HIPAA
and the HBIPAA regulations.

Judicial or Administrative Proceedings. Contractor will notify the
Department if it is named as a defendant in a criminal proceeding for a
violation of HIPAA or other security or privacy law. The Departiment may
terminate this Agreement if Contractor is found guilty of a criminal viclation of
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HIPAA. The Department may {erminale this Agreement if 2 finding or
stipufation that the Coniractor has violaled any standard or requirement of
HIPAA, or other security or privacy laws is made in any administrative or civil
proceeding in which the Contractor is a party or has been joined. DHCS will
consider the nature and seriousness of the violation in deciding whether or not
to terminate the Agresment.

5) Assistance in Litigation or Administrative Proceedings. Coniractor shall
make itself and any subcontractors, employees or agents assisting Contractor
in the performance of its obligations under this Agreement, available to the
Department at ne cost to the Depariment 1o testify as wilnesses, or otherwise,
in the event of litigation or administrative proceedings being commenced
against the Departmenit, its directors, officers or employees based upon
claimed viclation of HIPAA, or the HIPAA regulations, which involves inactions
or actions by the Contractor, except where Conlracter or its subcontractor,
employee or agent is @a named adverse party.

6) No Third-Party Beneficiaries. Nothing express or implied in the terms and
conditions of this Exhibit G is intended to confer, ner shall anylhing herein
canfer, upon any person other than the Depariment or Contracior and their
respective successaors or assignees, any righls, remedies, obligations or
liabilities whatsoever.

7) Interpretation. The terms and conditions in this Exhibit G shall be interpreted
as broadly as necessary to implement and comply with HIPAA, the HITECH
Act, and the HIPAA regulations. The parlies agree that any ambiguity in the
terms and conditions of this Exhibit G shall be resolved in favor of a meaning
that complies and is consistent with HIPAA, the HITECH Act and the HIPAA
regulations, and, if applicable, any other relevant siate and federal laws.

8) Conflict. In case of a conilict between any applicable privacy or security
rules, laws, regulations or standards the most siringent shall apply. The most
stringent means that safeguard which provides the highest leve! of protection
to PHI, Pt and PII from unauthorized disclosure. Furiher, Contractor must
comply within a reasonable period of time with changes to these standards
that oceur after the effective date of this Agreement.

9} Regulatory References. A reference in the terms and conditions of this
Exhibit G to a section in Ihe HIPAA regulations means the seclion as in effect
or as amended.

10)  Survival. The respective rights and obligations of Conlracior under Section 3,
ltem D of Exhibit G-1, and Seclion 3, ltem B of Exhibit G-2, Responsibilities of
Caoniractor, shall survive the termination or expiration of this Agreement.

11) Noc Waiver of Obligations. No change, waiver or discharge of any lizbility or
obligation hereunder on any one or more occasions shall be deemed a waiver
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of performance of any continuing or other obligation, ar shall prohibit
enforcement of any obligation, on any other occasion.

Audits, Inspection and Enforcement. From time to time, and subject to all
applicable federal and state privacy and security laws and regulations, the
Bepartment may conduct a reasonable inspection of the facilities, systems,
books and records of Contraclor to monitor compliance with this Exhibit G.
Contractor shall promptly remedy any violation of any provision of this Exhibit
G. The fact that the Department inspects, or fails to inspect, or has the right to
inspect, Contractor's facilities, systems and procedures does not relieve
Coniracter of its responsibility to compiy with this Exhibit G. The Department’s
failure to detect a non-compliant practice, or a failure to report a detected non-
compliant praciice to Confractor does not constitute acceptance of such
practice or a waiver of the Department's enforcement rights under this
Agreement, including this Exhibit G.

Due Diligence. Contractor shall exercise due diligence and shall take
reasonable steps to ensure that it remains in compliance with this Exhibit G and
is in compliance with applicable provisions of HIPAA, the HITECH Act and the
HIPAA reguliations, and other applicable state and federal iaw, and that its
agents, subcontractors and vendors are in compliance with their obligations as
required by this Exhibit G.

Term. The Term of this Exhibit G-1 shall extend beyond the termination of the
Agreement and shall terminate when all Depariment PH! is destroyed or returned
to the Department, in accordance with 45 CFR Section 184.504{eX2}(ii)(l), and
when all Department Pt and Pll is destroyed in accordance with Attachment A.

Effect of Termination. Upon termination or expiration of this Agreement for any
reason, Conlractor shall return or destroy all Depariment PHI, Pl and Pl that
Contractor still maintains in any form, and shall retain no copies of such PHI, PI
or PII. if return or destruction is not feasible, Contractor shall notify the
Department of the conditions that make the return or destruciion infeasible, and
the Depariment and Contracior shall determine the terms and conditicns under
which Contractor may retain the PHI, Pl or PIl. Contractor shall continue to
extend the protecticns of this Exhibit G to such Depariment PHI, Pt and PII, and
shall limil further use of such data to those purposes that make the returmn or
destruction aof such data infeasible. This provision shall apply to Department PHI,
Pl ang Pl that is in the possession of subconiractors or agents of Contractor.
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Attachment A
Data Security Requirements
1. Personnel Controls
A. Employee Training. Al workforce members who assist in the performance of

functions or activities on behalf of the Bepartment, or access ar disclose
Cepartment PHI or P must complete information privacy and securnity training, at
least annually, at Contractor's expense, Each workforce member who receives
information privacy and security training must sign a certification, indicating the
member’s name and the date on which the training was completed. These
ceriifications must be retained for a period of six {6} years following termination of
this Agreement.

Employee Discipline. Appropriate sanctions must be applied against workiorce
members who fail to comply with privacy policies and procedures or any
provisians of these requirements, including termination of employment where
appropriate.

Confidentiality Statement. Al persons that will be working with Department
PH! or Pl must sign a confidentiality statement that includes, at 2 minimum,
General Use, Security and Privacy Safeguards, Unacceptable Use, and
Enforcement Policies. The statement must be signed by the workforce member
prior io access {0 Depariment PHI or Pl. The statement must be renewed
annually. The Contractor shall retain each person’s written confidentiality
statement for Department inspecticn for a period of six (8) years fallowing
termination of this Agreement.

Background Check. Before 2 member of the workforce may access
Cepariment PHI or Pl, a background screening of that worker must be
conducted. The screening should be commensurate with the risk and magnitude
of harm the employee could causse, with more thorough screening being done for
those employees who are authonzed to bypass significant technicat and
operational security contrals. The Coniractor shall retain each workforce
member's background check documentation for a period of hree {3) years.

2. Technical Security Controls

A

Workstation/Laptop encryption. All workstations and laptops that store
Department PHI or Pl either directly or tempuorarily must be encrypted using a
FIPS 140-2 cerlified algorithm which is 128bit or higher, such as Advanced
Encryption Standard {AES). The encryption solution must be full disk unless
approved by the Depariment Information Security Oifice.
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Server Security. Servers containing unencrypted Deparment PHI or Pl must have
sufficient administrative, physical, and {echnical controls in place to protect that
data, based upon a risk assessment/system security review.

Minimum Necessary. Only the minimum necessary amount of Depantiment PHI or
Pi required to perform necessary business functions may be copied, downloaded,
ar exported,

Removable media devices. All electronic files that contain Department PHI or PI
data must be encrypted when stored on any removable media or poriable device
{i.e. USB thumb drives, floppies, CD/DVD, Blackberry, backup tapes eic.).
Encryption must be a FIPS 140-2 certified algorithm which is 128bit or higher, such
as AES.

Antivirus software. All workstations, lapteps and other systems that process andfor
store Depariment PHI or PI must install and actively use comprehensive anli-virus
software solution with automatic updates scheduled at least daily.

Patch Management. All workstations, laptops and other systems that process
andfor store Bepariment PH! or Pl must have critical security patches applied, with
system reboot if necessary. There must be a documented patch management
process which determines installation timeframe based on risk assessment and
vendor recommendations. At a maximum, all applicable patches must be installed
within 30 days of vendor release. Applications and systems that cannot be
patched within this time frame due to significant operational reasons must have
compensatory controls implemented to minimize risk until the patches can be
installed. Applications and systems that cannot be patched must have
compensatory controls implemented to minimize risk, where possible,

User 1Ds and Password Controls. All users must be issued a unigue user name for
accessing Depariment PH! or Pl. Usemame must be promptly disabled, deleted, or
the password changed upon the transfer or termination of an employee with
knowledge of the password. Passwords are not to be shared. Passwords must be at
least eight characters and must be a non-dictionary word. Passwords must not be
stored in readable format on the compulier. Passwords must be changed at least
every 80 days, preferably every 60 days. Passwords must be changed if revealed or
compromised. Passwords must be composed of characters from at feast three of the
fallowing four groups from the standard keyboard:

1} Upper case letters (A-Z)

2) Lower case {stters (a-z)
3) Arahic numerals {0-8)
4) MNon-aiphanumeric characters {punctuation symbols)

Data Desfruction. ¥When no longer needed, alt Departiment PHI or Pl must be wiped
using the Gutmann or US Depariment of Defense (Do) 5220.22-M (7 Pass) standard,
or by degaussing. Media may alse be physically destroyed in accordance with NIST
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Special Publication 800-88. Other methods require prior written permission of the
Depariment Information Saecurity Office.

System Timeoul. The system providing aceess io Department PHI or Pi must
provide an awomatic timeow, requiring re-authentication of the user session after
no more than 20 minutes of inactivity.

Warning Banners. All systems providing access to Depariment PHI or Pi must
display a warning banner siating that data is confidential, systems are logged,
and system use is for business purposes only by authorized users. User must be
directed to log off the system if they do not agree with these requirements.

System Logging. The system must maintain an automated audit trail which can
idendify the user or syslem process which initiates a request for Departmeni PHI
or P|, or which alters Departiment PHI or Pl. The audit trail must be date and
time stamped, must fog both successful and failed accesses, must be read only,
and musl be restricied fo authorized users. if Depariment PHI or Pl is stored in a
database, database legging functionality must be enabled. Audi trait data must
be archived for at feast 3 years after occurrence.

Access Controls. The system providing access to Department PH! or Pl must
use role based access controls for all user authenlications, enforcing the
grinciple of least privilege.

Transmission encryption. All data transmissions of Department PHI or Pl
oulsiie lhe secure internal network must be encrypted using a FIPS 140-2
certified algorithm which is 128bit or higher, such as AES. Encryption can be
end to end at the network level, or the data files containing Department PH can
be encrypted. This requirement pertains to any type of Department PHIl or Pl in
motion such as website access, file transfer, and E-Mail.

Intrusion Detection. Al systems involved in accessing, holding, transporting,
and protecting Department PH1 or PI that are accessible via the Internet musi be
protected by a comprehensive intrusion delection and prevention sclutfan.

Audit Controls

A,

System Security Review. Contractor must ensure audit confrol mechanisms
that record and examine system activity are in place. All sysiems processing
andfor storing Department PHI or Pl must have at [east an annual system nisk
assessmentfsecurity review which provides assurance that administrative,
physical, and technical controls are functioning effectively and providing
adequale levels of proteclion. Reviews should include vulnerability scanning
tools.
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Log Reviews. All systems processing andf/or sloring Department PHI or Pl must
have a routine procedure in place to review system logs for unauthorized access.

Change Control. All systems processing andfor storing Department PRI or Pl
must have a documented change conlrof procedure that ensures separation of
duties and protecis the confidentiaiily, integrity and avaitability of data.

Business Continuity f Disaster Recovery Controls

Al

Emergency Mode Operation Plan. Contractor must establish a documented
plan to enable continuation of critical business processes and protection of the
security of Depariment PHI or Pl held in an efectronic format in the event of an
emergency. Emergency means any circumstance or situation that causes
normal computer operations to become unavailable for use in periorming the
work required under this Agreement for more than 24 hours.

Data Backup Plan. Coniractor must have established documented procedures
to backup Department PHI to maintain retrievable exact copies of Depariment
PHI or PI. The plan musl include a regular schedule for making backups, storing
backups offsite, an inventory of backup media, and an estimate of the amount of
Hime needed to restore Department PHI or Pl should it be test. At a minimum, the
schedule must be a weekly full backup and monthly ofisite storage of Depariment
data.

Paper Bocument Contrels

A,

Supervision of Data. Department PHI or Pl in paper form shall not be leit
unatiended at any fime, unless it is locked in a filte cabinet, file room, desk or
office. Unattended means that information is not being observed by an employee
authorized to access the information. Department PHI or Pl in paper form shall
not be left unattended at any time in vehicles or planes and shall not be checked
in baggage on commercial airplanes.

Escorting Visitors. Visilors o areas where Depariment PHI or Pl is contained
shall be escorted and Department PHI or Pl shall be kept out of sight while
visitors are in the area.

Confidential Destruction. Depariment PHI or Pl must be disposed of through
confidentiat means, such as cross cut shredding and pulverizing.

Removal of Data. Only the minimum necessary Department PHI or Pl may be
remaved from the premises of the Contractar except with express written
permission of the Depariment. Department PHI or Pi shall not be considered
"removed from the premises” if it is only being ransparted from one of
Condracter's locations to another of Contractors locations.
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E. Faxing. Faxes confaining Deparimant PHI or Pl shall not be [eft unattended and
fax machines shall be in secure areas. Faxes shall contain a confidentiality
statement notifying persans receiving faxes in error to destroy themn. Fax
numbers shall be verified with the intended recipient before sending the fax.

m

itailing. Mailings containing Depariment PH! or Pl shail be sealed and secured
from damage or inappropriate viewing of such PHI or Pl to the exient possible.
Mailings which include 500 or more individually identifiable records of
Department PHI or Pl in a single package shall be sent using a {racked mailing
method which includes verification of delivery and receipl, unless the prior written
permission of the Depariment {o use another method is obtained.

THE REST OF THIS PAGE IS INTENTIONALLY BLANK
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Attachment |
Information Exchange Agreament between the

Social Security Administration (SSA) and the
California Departmend of Health Care Services
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INFORMATION EXCHANGE AGREEMENT
BETWEEN |
THE SOCIAL SECURITY ADMINISTRATION {SSA)
AND
THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGENCY)

A PURI‘OSE* 'I'hv purpese of this Information Exchange Agreement (¢ IEA") i5 {0 establisk
tzrms, conditiors, and sefeguards under wiich SSA wsll disclose to the State Agency cerfain
information, records, or date {herein “'data™) to assist the State Agency in admizistering
cerfain federally fonded state-administered benefit programs (including state-funded state
supplementary paymeat programs under Title XVI of the Sacial Securify Act) identified in

* this [EA. By eatering into this IFA, the Siate Agency agrees to comply with: .
s the termss and conditions set forth in the Computer Natching and anac}' Protection Ac‘
Agresment ("CVPPA Agresment”) attached as Attachment 1, governing the State
Agency’s use of the data disclesed from SSA's Privacy Act System of Recc-zd_ a.rd
» 2ll other terms and conditions set forih in this IFA.

B. PROGRAMS AND I}ATA EKC‘HANGE SYSTENIS: (1) The State Ageney will use the
data received or accessed from SSA under this IEA for the pupose of adiministering the
federally funded, state-admisistered programs jdentified in Table below. In Fable 1, the
Stalz Ageacy has identified: {&) each federally fimded, state-administeréd program that it
aanums‘er.:, and (b) each SSA data exchenge system to which the State Agency needs access
in grder-to administer the identified pmg:am The hst ef S8A's data exchange systems is '
.:tlached as' Aftachment 2:

TABLE 1 - . L
FEDERALLY FUNDED BENEFIT PROGRAMS
Program 1 55A Data Exchange System(s)
e e BENDEX/SDX/EVS/SYES/SOLO/SVES MCitizenship
[X) Medicaid fQuarters of Coverage/Prisoner Query

[} Temgorary Assistance to Ne=d1r Families
(TANF)

] Supplamental Hutrition Assistance Program B , .
{SHAP- formaily Food Stamps)

'L} Unemployment Compensation {Federal)

[ Unempleyment Cc'mpensatian {State)

i [ State Child Support Agency

'l Low-lncome Home Energy Assistance
Program [LI-HEAP) .

i \‘fcrlﬁs:rs Compensation

] Vocational Rehabilitation Services
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INFORMATION EXCHANGE AGREEMENT
BETWEEN .
THE SOCIAL SECURITY ADMINISTRATION (SSA)
AND
THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES (STATE AGEHCY]

- o e ———

A. PURPOSE: The purposs of this Informmetion Exchange Agrezment {“TEA”) is to establish
" terms, conditions, and safeguards under which S8A will disclose to the State Agency ceriain
information, records, or data {herein "data™) to assist the Stete Agency in administering
certain federally funded statz-administered benefit programs {including stzte-funded state
supplementary payment programs under Title XV of the Social Security Acty tdentified in
" this IEA. By entering into this IEA, the State Agency agrees to cemply witk: .
« the terms and conditions set forih in the Computer Matching and Privacy Protection Acf
' Agresment (“CMPPA Agresment”) atfached us Attachment 1, governing the State
Agency's use of the data disclosed from S5A's Privacy Act System of Records; and
« all ntn..r terms and conditions set forth in this TEA.

B. PROGRAMS AND' D ATA EXCHANGE SYSTEMS:; (1} Ths State Agency will use the
data received or accessed from S5A undez this IEA for the purpose of administering the
federally funded, state-administered prograts identified in Table 1 below. In Table 1, the
State Agency has identified: (a) each federally funded, state-sdministeréd program that it
administers; aud (b) each SSA data exchenge systern fo which the Stats Agency neads access
in orderto administer the identified program. The list of SSA™s data exchange systems is
aﬁ..clzed g8 Aftachment 2: :

TABLE 1 ' . ) T
FEDERALLY FUNDED BENEFIT PROGRAMS
Program 5SA Data Exchange Systemis)
[X]Medicatd BENDEX/SDX/EVS/SYES/SOLQYSVES I-Citizenship

FQuarters of Coverage/Prisonar Query

{1 Temporary Assistance to Nnedy Families
{TAHF) )

- Supplementa! Nutrition Assistance Program S : .
{SHAP- formally Food Stamps}” '

7 Unemployment Compensation {Federal)

1 Unemplayment Compensatian {State)

- ’i—i State Child Support Agency

{ I Low-Income Home Energy Assistance
Program {L.I-HEAP})

0] Worke_rs Compensation

{1 Vocational Reﬁabﬂiltation Services
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- | [J Foster Care (J¥-£)

117 State Heatth Tnsurance Proaram (S-CHIP)

AN o

Attachment ! Page 2 of 658

[ Yomen, Infants and Children (W.LC.)

£ [X] Medicare Savings Programs (M5?) - [ LISFile

[X] Medicare 1144 {Outreach) .7 | Hedicare 1144 Qutreach Fiie

[] Other Federally Funded, Sta té—.An'mfm'sferenf‘ngrams {Lisf Below)
Program - , 554 Data Exchange System(s)

{2} The State: Agency will use ench identified data ﬁchange system only for the purpose of
administering ths specific progrem {or which 2ccess to the data exchange system is provided.
SSA data exch.—.nﬂe systems are protected by the Privacy Act end federal law prokibits the -
use of S5A’s data for any puzpose other thas the purpose of administering the specific ,
programn for which such data is disclosed. In particular, the State Agency wﬂ} use: (a}the tax
return data disclosed by SSA only to determine individual eligibility for, or the amount of,
assistance pnder a state plan pursuant to Section 1137 programs and child support
enforeement programs in accordance with 26 U.S.C. § 6103(1)(8); and (b) the citizenship
statos data disclosed by SSA under the Children’s Health Insurance Program -
Reauthorizetion Act of 2009, Pub, L. 111-3, only for the purpose of determining entitlement
to Medicaid and CHIP program for new applicants. The State Agency also acknowledges . .
that SSA's citizenship data may be isss thaa 50 pércent current. Applicants for SSNs report
their citizenship data at the time they apply for their SSNs; there is ne obligation for an
 individual to report to 554 2 chimge in his or her immigration status until s or she files a
_<laim for benefits. A

. C. PROGRAM QUESTIONNAIRE: Priorto éigxﬁng this IEA, the State ﬁgenc}."wﬁ}

complete and submit to SSA a progrem questionnaire for each of the federaily funded, siate-
administered PTOETRINS checked in Table I above. SSA will not discloss any deta under this
TEA until it has recsived znd epproved the cemple*ed program guestionnaire for each of the
prugmm: identified in Table 1 ahova.
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D. TRANSFER OF DATA: SSA will fransinit the data t the Stete Agency wider this IEA
using the data transmission meathed identified in Table 2 helow:

TABLE 2

TRANSFER CF DATA’

E Dhata will be transmitizd directly between SSA and the State Agercy.

[X] Datz will be transmitted dirzctly between SSA and the California Office of Technology (State
Transmiission/Transfer Component {“STC")) hy the File Trznsfer Management System, a secuie
mechenism approved by 5SA. The STC will serve as the conduit betwuen S8A ami the State
Agency puzsuant o the State STC Agreement.

[ Data will bz transmitted directly hetween SSA and the Interstate Coznection Network
{"ICON™). 1CON is 2 wide area telecommunications network cunﬂectmg state agencies-that
administer the sizte unemployment insurance laws. When receiving data through ICON, the
Stats Agency will comply with the "Systems Secirity Requiremeats for SSA Web Access o SSA
Information Through the ICON,” attached as Attachment 3. ’

E. SECURITY PROCEDURES: The State A pency will ycmriy with limitations cn w58,
treatment, and safeguarding of data vnder the Privacy Act of 1974 (3 U.8.C. 552a), a3 ~
amended by the Computer Matching and Privacy Protection Act of 1988, related Office of
Management and Budget guidelines, the Federal Information Security Management Act of
2002 (44 11.8.C. § 3542, et seq.), and related National Institute of Standerds mld Technology

. guidekines. In addition, the State Ageney will comply with SSA’s “Informstion System d
Security Guidelines for Federal, State and Local Agencies Receiving Electronic Information
from the Social Security Administration,” ettacked as Attachment 4, For eny tax return
data, ths State Agency will ziso comply with the “Tax Information Security Guidelines for
Federal, State and Local Agencies,” Publicatioa 1075, published by the Secrefary of the
Treasury and available at the following Internal Revenue Service (IRS) website:
httpy/fenvw.irs. cov/publiss-pdfipl075 pdf. This IRS Pubiication 1075 is mcmpnmt“d oy
rererence info this IEA. :

F. CONTRACTOR/AGENT RESPONSIBILITIES: The Statz Agency witl re:strif:t access to

) tha deta obtained from SSA to only those authorized Staie employees, contractors, and
agents who nesd such data {o perform their official duties in connection with purposes
identified in this IEA. At SSA's request, the State Agency will obiain from cach of its
contrastors and agents a current list of the employ sees of its contrectors and agenis who have

" access to SSA data disclosed under this IRA. The Statz Agency will require its contraciers,
agents, and all employees of such contractors or agents with authorized access to the S5A
data disclosed under this IEA, to comply with the terms and conditions set forth in this IBA,
and not to duplicate, disseminate, or disclose.such data without obiaining SSA's prior wriiten
approval, In addition, the State Agency will comply with the lmitations on use, duplication,
and redisclosure of SSA data set forth in Section IX. of the CMPFPA Agre..mcnt, especially

it respect o its contraciors and ageats.
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G, SAFEGUARDII&G AND REPDRTE\G RESPD‘?SIBDLII‘IES FOR PERSOI "ALLY
IDENTIFIABLE INFORMATION (“PII“)

1. The State Agency will-ensure that jts employzes, contractors, and agenis:

2. poperly safeguard PIY fisniched by SSA vnder this IEA from loss, theft or
inadverfent dzscfcsu:e '

b. understand that they are responsible for =afe=rl.ardmg this information et &l timss,
regardlzss of whether or not the State employee, contractor, of agent s at bis or ber
regular duty station; . '

. easure that faptops and other electronic devices/media containing PII are ancryptad
and/er password protected,

d. send emalls contalzing Pl only 1f encrypied arifto anid from addresses that are

 seoure; and -

e, limit disclosure of £ the information and details re]atmg to z PIL loss zm.;.r to those with
anced fo imnw.

2. Ifan emnln}fa“ of fne State A.g TCY OF an emp}c-yee of the Staie Agency's contractor or
agent becomss aware of suspected or actual Inss of PH, he or she must immediately
contact the State Agency official responsible for Systems Security designated balow or
his orher delegate. That Stafe Agency ofiicial or delegate mmst then notify the SSA
Regional Office Confact and the SSA Systems Security Contact identified below. If for
any rézson, the responsible State Agency official or delegate is unable to notify the §SA
Regional Office or the SSA Systems Security Contact mthm 1 hour, the responsibie Staie
Agency official or delegate must call SSA’s Network Customer Service Center,
(“NCSC”) at £10-965-7777 or toll free at 1-858-772-6661 to report the actual or
suspected loss. The responsible Stzte Azency official or delegats will use the workshest,
attached as Attachment 3, {0 quickly pather and organize information about the incident.
The responsible State Agency official or delsgate must provide fo SSA timely updalas as
any additional information about the iﬂis of PIT. becames available.

3.. SSA will m_ake the necessary contact within SSA to fle e formal report in accordance
' with 85A procedures. SSA will notify the Departicent of Homeland Security’s United
States Computer Emergency Readiness Team if oss or potential loss of PI related toa
data exchange under this IEA occuss.

4. Ifthe State Agency experiences a foss or breach of data, it will determine whether or not
to provide motice to fndividuals whose dzta has been lost of breached and bear any cu-sts
z2ssociated with the notice or any mitigation.

e 4
1+§i1‘ . )

Vh e
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H. POINTS OF CONTACT:
FOR SSA

San Francisco Regional Office:

Ellery Brown
Deta Exchange Coordinator
Frank Hags] Federal Building
1221 Nevin Avenue
Richmond CA 94861
Phone: (310) 970-8243

 Fax: (510) 870-8101
Emml Bllerv. Brown(@ssa. rov

Systems Issnes:

Pamela Riley
+ {Oifice of Earnings, Enumeraﬁnn &
Adminisirative Systems
- DIVES/Data Exchange Branch
" . 64D1 Security Bowlevand -
Baltimore, MD 21235 .
Phone: (£10) 965-7593
Fax: (410) 466-3147
Emeil: Pamela. Riley@sse.gov

FOR STATE AGENCY

Agreement Issues;

Mannel Urbina
Chief, Security Unit

. Policy Operations Branch
Medi-Cal Eligibility Division

- 1501 Capitol Avenue, MS 4607
Secamento, CA 93814

- Phone: (916} 650-0160 .

Email: Manuel. Urbina(@dhes.ca.gov

Fage 5 of 66

.Data Exchange Issues:

Guy Forson -

Office of Electronic Infonnatmn Exchange
GD1O0 East High Rise

5401 Security Boulevard

"Baltmore, MID 21235

Phone: (£10) 597-1103

" Fax: {410) 557-0841

Fmail: guy.fortson/Bssa.gov.

Systems Security Issnes:

Michael . Johnson
Acting Director .
Ofice of Blectronic Infnm.afaun Exchangs .

.. Office of Sirategic Services

6401 Security Bonlevard

Baltimore, MD 2[235

Phone: (410) 965-0266
Fax: (410} 966-0527
Emagil: MichaeLG.J ohnsunr‘"‘ssa g-:}v

_Tecimicad Issues:

.+ Pei Collier '
* . Chief, Application Support Branch

Information Tecknology Services Division
1615 Cepitol Ave, MS-6100 . -
Sacrsmento, CA 55814

Phons: (916) 440-7036

" Email; Fei.Colliex@dhes ca.gov

I.. DURATION: The effective date of this IEA s Imuary 1, 2010. This TEA will remain in
effect for as leng as: (1) a CMPPA Agreement governing this IEA is in effect between SSA
and the State or the State Agency; agd (2) the State Agency submits & ceriification in-
accordance with Ssction I. below at Ieas; 30 days before tha expiration and renewal of such

CMPPA Agrecmf:nt.

L
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CERTIFICATION AND PROGRAM CHANGES; At least 30 days before the expiration
zad renewal of the Stafe CMPPA Agrecment governing this IEA, the State Agency will
certify in writing to SSA that: (1)'it is in compliance with the t2rms and conditons of this
IEA; (2) the dala exchange processes under this TEA have been and will be conducted .
without change; and (3) it will, upon SBA’s request, provide avdit reporis or ofher documents
that ésmonsivate review and oversight activitfes. Ifthere are substantive changes in eny of
the programs or data exchange processes Hsted in this TEA, the parties will modify the JEA in
accordance with Section K. b=lm".' and the State Agency will submit for SSA’'s apprm’a‘; new
program questionnaires nnder Section C. abave describing such changes prior fo us mfr 85A's
data to zdminister such new or changed prugmm .

MODIFICATION: Modifications to this EE!& must he in writing and agmeed to by ths, -
parties.

TFERMINATION: The pariies may terminate this IEA. at any Hmz upon mutual writen
consent, In addition, either penty may unilaterally terminate this IEA upon 90 days advance
wriiien notice fo the other party. Such unilaters] termination will be effective 90 dﬂ}’a aftér

- the dafe of the notice, or at a later date speclﬂed in the notice.

SSA may imedia.tel}f and wnileterally suspezm the data flow under this IBA, or terminate
this IEA, if SSA, i ils sole discretion, dsfermines that the State Agency (including its )
employees, contraciors, and agents) has: (1) made an unauthorized use or disclosure of SSA-
supplied data; or (2} violated or fmled fo follow the terms and eondmom of this IEA or the

' CMPPA Agresment.

M.

INTEGRATION: This [EA, including all atfachments, constitates the enfire agreement of -
the parﬁea with respect to ifs subject matter. There have besn no representations, warranties,
or pronises made outside of this TEA. This IEA shall iake precedence ovér any otker
document that may be in conflict with i

" ATTACHMENTS

1— CMPPA Agreement
2~ SSA Data Exchangs Systems
3~ ' Systems Security Requirements for. SS& Wan Access to SSA Information . -
" Through ICON ‘ !
4— Information System Security Guwhtm for ¥ ederai State sad Local Agencies
. Receiving Electronic Information fom ﬂ:ﬂ Social Securfty Admm:stmhon
53— PIH Loss Reporting Wori.:.neet




H. POINTS OF CONTACT;
FOR SSA

San Francisco Regional Office:

Ellery Brown

Peata Exchenge Coordinator
Frank Hagel Fedatal Building
1221 Nevin Avenue
Richmord CA 34801

Phone: (510) 970-8243

. Fax: (510} 570-8101

Email; Ellery. Brown(®s35a.g0v

Systems Issues:

Pamela Riley
- Oiffice of Earnings, Enmnaratmn &
Administrative Sysfems
: DIVBS/Dats Exchange Braach
" . $401 Security Boulev ard
Baltimore, MD 21235 .
Phoae: {(410) 965-7993
Fax: (410) 966-3147
Email: Pamela Riley@ssa.gov

FOR STATE AGENCY
Agreement Issues:

Manze! Urbina
Chief, Security Unit
. Policy Operatiens Branch
Medi-Cai Eligibility Division
- 1501 Capitol Avenus, MS 4607
Sacramento, CA 95814 )
Phone: (916) 650-0160

Attachment |

.Datz Exchange Issues:

Guy Forison -
Difice of Emtremc quomehun E*:cc:hauDa

GD10 Fast High Ri
8401 Security Bnu1avard

BalGmore, MD 21235

Phone; (410) 597-1103

" Fax: (410) 597-0341

Email: guy.fortson@lssa.gov. -

Systems Security Issnes:

Michael G, Jobnson
Acting Director .
Office of Elecironic Infonnaﬁun Exchangs -

. Offiice of Strategic Services

6401 Szcurity Bonlevard

‘Baltimare, MD 21233

Phons: (410) 965-0266
Fax: (410) 966-0527
Email: Michael G.J ohnsun@;s‘i gov

Technical Issnes:
- Fei Collier ‘
© . Chief, Application Support Branch
Information Tecknology Services Divisien
1615 Capitol Ave, MS 6100 . .
Szcramento, CA 95814

Fhone: (016) 440-7036

Page 5 of 66

, " Email: Fei.Collier@dhes.ca.gov
Email: Manuel.Urbina@dhes.ca.gov : T

I.. DURATION: ‘The effective date of this [EA is Jenuary 1; 2010. This IEA. will remain fn
effect for as long &s: (1) a CMPPA Agreement governing this IEA is in effect betwesn §5A
and the State or the Stete Agency; and {2) the State Agency submits a certification in-
accordance with Section I. below at lx,ast 30 days before the exp.ranon and renewal of such

CMFPFA Aﬂrﬂﬂmun’f_

yfF‘ﬁi‘{\ ) - _ 5

1-1'\ Li
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CERTIFICATION AND PROGRAM CHANGES: At least 30 days before the expivation
and renewal of the State CMPPA Agreement governing this IEA, the State Aganay will
certify in wriiing to SSA that: (1)1t is in compliance with the {erms and conditions of fhis
TEA; (2) the data exchange processes under this TEA have been and will be conducted .
without change; and [3) it will, upon SSA’s request, provide audit reporis or other documents
that demonstrate review and aversipat activities, If there zre substantive changes in any of
the programs or data exchange processas listed in this IEA, the parties will modify the TEA in
accordanee with Section XL helow and the State Agency will subinit for S84 % approval mew
program questionnaires undac Section C. above describing such changes prior to mmu S8A’s
datz to ¢dmnmster such new or chaaged p*ogmn .

MODIFICATION: Modifications to this IEA m.:st bein w-ﬂ:mw and 2 gaxd fo by the, -
parties.

TERMINATION: The parties may terminate this IEA 21 sny tma upon mutual writen
consent. In eddition, either pary may unilsterzlly terminate this [EA upon 90 days advance
writien notice to the other party. Such unilateral termination will be effective 90 days afier

- the date of the notive, or &t a later date specified in the notice,

S8A may inmedigtﬂ!y and unilaterally su:p—:a-:i the data fiow under this TEA, or teominate
this IEA, if SSA, in its sole discretion, defermiaes that the State Agency (including its
employess, confractors, and agents) has: (1) made an unavthorized use or disclosure of SSA-
supplied data; or (2} vmia!ad or failed to follow the terms and Cﬂﬂ{ilf.lmb of this IEA or the

- CMPPA Acresmant.

INTEGRATION: This IEA, imciuding all eitachments, constifutes the enfire agreement of-
the pariies with respect io ifs subject matter. There have besn no representations, warranties,
or prommises made outside of this IEA. This IEA shall teke precedence ovér any other
document that may be in conflict wifh it.

ATTACHMENTS

1~ CMPPA Agresment

2~ SSA Datz Fxchange Systems

3~ - Systems Security Requirements for SSA W=b Access fo SSA Information . -

Through ICON ' ’

4— Information System Security Gmdr:]me:. for Fr:df:-zi State and anai Agencies
. Receiving Electronic Information from _ha Social Sﬂcunty Admlmsﬁatmn

5— PILoss Reporting Wﬂrksneai .
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N. SSA AUTHORIZED SIGNATURE: The signatory below warrants and represets that he

or she has the compstent autunnty on benalf of SSA to enter into the obligations st forlh | in
this IEA. :

SGCIAI; SECURITY ADMINISTRATION

ﬂwug {ed fv-ﬁ;:r

Michael G. Gallaghes )
Assistant Deputy Cominissioner _
“for Budget, Finance and Management

b’iﬁ/ﬂ

Dazan
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0. REGIONAL AND STATE AGENCY SIG#ATimEs:

SOCIAL SECURHY ADMD\'ISIR&TION
REGION IX,

ln /D’ 361‘?‘..:&1 u,
“Prler DcSmcarg _
San Francisco Regdonal Commissioner -

fﬂ/za; [ o5

Date

THE CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

The signatory below warrznis and represents that he or she has the conpetent éuiherity
. on behalf of the State Agency to enter into the gbligations set forth in this TEA. -

Toby D :
Chief Deput}' D:reum/l{ r.:: Care Programs

. Date
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20132 1EA CeaTIFCATION OF CoMPLANCE
{IEA-F)

CERTIFICATION OF COI#[ELLANCE
FOR
THE INFORMATION EXCHANGE AGREEMENT
BETYWEEN
THE SDCIAL SECURITY ADMINISTRATION (S54)
AND
THE C-&LIFORMA DEPARTMENT OF HEALTH C‘ARE SERVICE—S (STATE
AGERCY).
" {State Agznq.rLﬂe{.l

In secordance with the terms of the Information Exch:mcra Aporeement (EA!F} betwean SSA and
"the State Agency, the State Agency, through its authorized representative, hereby ceriifies that,
as of the date of this certiffcation:

1. The State Agency is in compliance with the tecms and condifions of the THAAR;

2. The State Agency hies conducted the data exchange pracesses undsr the IEA/F without
changs, E‘!(!:Ept a5 modaﬁed in decordance with fhie IEA/E; :

3. The State Agency will continue 16 condact the:data s};chang; processes wnder the IEATF
without change, except as may be modified In accordence with the THA/F; :

4. Upon SSA’s request, the State Aceuc}rwﬂl provide andit 1eports or other dgodiments fhat -
defnonsirate c&mphance with the réview and oversight acfivities réquired under' the -
IEA/F and the governing Computer Matchma end Privacy Protection Act Agreﬁmeai,
and .

5. Tn compliancs with the requireitents of the “Blectronic Informaiion Exchangs Secutity
Requirements, Guidelines, snd Procedures for Staté and Loca] Agencies Exchenginp
Blectronic Information with the Socizl Security Admigiistration,” A‘rtac’ﬂmmt 4 tothe
IEA/F, as periodically updated by SSA, the Stefe Agency has not made any changes in.

_1he following areas that could potentially affect the securify of 8SA daiaz

= General System Secuniy Design antl Oneratmﬂ Environment
System Acceds Control .

Automated Audit Trail

Monitoring and Anomaly Detection

Meanagement Oversight

Data and Commumications Sﬂcm'ify

Tihie State Agericy will submni: an u;:dated Secifity Design Plan at least 30 days prmr 10
making any Chnﬁ"E—'E to the areas listed above, .



' 2012 1E4 CeRmisisATION DF COMFUANTE .

{IEA-F}

Thie signafory below warrants and represents thﬂ‘; he or she Is a representative of the State
Agency duly authorized to make this certification on behalf of the State Agency.

DEPARTMENT OF HEALTH CARE SERVICES OF CALIFORNLS

Toby Dodtass?  * /

" Direcfor

Yad s

Daie
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2017 |EA CERMFIZATION OF Con ‘-]JA[':
{(IEA-F)

CERTIFICATION OF CO’EIPLIA._NCE
FOR
THE INFORMATION EXCHANGE AGREEMENT
BETWEEN
THE SOCIAL SECURITY ADMINISTRATION (S54)
AND
THE CAL!FGRNI A DEPARTMENT OF HEALTH CAR_E SERVICES (STATE
. AGENCY}
{Sa‘aa‘e,ég:ncylaey

In dccordance with the terms of the Information Exchange Agresment (EA!F] betwean SSA and
“the State Agency, the State Agency, throngh its anthorized represeniative, heraby c:‘mfies that,
as of the date of this certification: _

1. The Stete Agency is in compliance with the teans and condifions of the IEAF;

2. The State Agency hes conducted the data exchiange processes under the TEASF without
change, except as modified in 2ccordance with the IEA/F, _

3. The State Agency will confinue t0 conduct the-data exchanac processes under the IEA/F
withiout change, except as may be modified in accordance with the TRA/F; ‘

4. Upon SSA’S request, the Stets Ag_ency will provide audit reports or other documents fhat
demonsirate camplzanca with the review and oversight activitiss réquired under the -
IEA/f and the govemitg Computer Malchmg and Pmac}' Protection Act A g:emenL
and

Tn compliance with the reanireients of the “Electronic Informstion Exchangs Secusity
Requiirements, Guidelines, and Procedures for Stité snd Local Agericies Exchangiig
Blectronic Tnformation with the Social Security Administration,” Attachment 4 to the.
JEAFF, as periodically updeied by SSA, the State Agencyhes not made any changes in,
the following arees that conld potentially affect the securi'fy of SSA daL'u

Lh

Genera!l System Secunt}' Design ard Operatmu Eaviromment
Systemn Acceds Control

Autorpated Andit Trail

Mopitoring and Anomely Dsfechoﬁ

Management Oversight :

Dafa and Communications Secu.ri‘j'

THe State Agegoy will submﬂ an updated Seciitity Design Plan at least 30 diys prmr fo
making agy chanﬂes {5 the areas listed above, .
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2012 JEACERTIICATION §F CaMPLIANCE
{IEA-E}

Thie siznatory below warrants and represents tha._t he or she is 2 representative of the State
Agency duly suthorized to make this certification on behalf of the Stafe Agency.

DEPARTNMENT OF HEALTH CARE SERVICES OF CALIFORNIA

Toby Dowdiass?.  ©

L

Date



Aftachment | Page 11 of 66

ATTACHMENT 1

 GOMPUTER MATCHING AND PRIVACY
- PROTECTION ACT AGRREMENT
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Mods; CR{PPA Agreemaont

CGWUYER MATCHING AND PRIVACY P RE}'IEC”'I ON AC'" AGREEMENT
BETWEEN
"h_. SG'.’I,Ar SECURITY ADMINISTRATION
AND
THE HEALTH AND HUMAN SERVICES AGENCY
OF CALIFORNIA

L FPurpose and Legal Authority
A, Purpnse

This Computer Matching and Privacy Protestion Act {CMPPA) Agresment
between the Social Security Administration (SSA) and the Californiz Health and

- Haman Services Agdney (State Agency), sete forth the terms end conditions
soveming disclasures of records, information, or deta (collectively refemed to
herein “data™) made by S8A to the State Agency that administers federally
funded benefit programs under various provisions of the Sacial Security Act
{Act), such s section 1137 (42 U.S.C, § 1320b-7);, intluding the state-furded
siate supplementdaty payment programs under titte X VI of the Act. The terms and
conditions of this Asteement ensure that SSA makes such disclosures of data, agd
the Stare Agency uses such disclosed dafe, in aceordance with the requiremsnts of
the Privecy Act of 1974, as amended by the Compuiter Matching and Privacy '
Protection Act of ]988 5U.8.C. § 5522 )

Under section Ih? of the Act, the State Agency is requited to Wse én income aaid
eligibility verification system to edminister specified federally funded benefit
programs, including the state-funded state supplementary payment programs

. undertitle XVI of the Act. To assist the State Agency in determining entitlément
to and eligibility for benefits undar those proprams, as well as other federally
fiunded benetit programs, SSA disclosss ceptain data about appHeants Tor state
benefits from SSA Privacy Act Systems of Recards (SOR} and verifies the Sadial
Security nurnbers (§SN} of th-a apghcfmts ,

B. Legel Authority

S84A%s au;hun‘v to disclose data and the Statz Agéncy’s euthority to collect;
maintein, and use data protected under SSA SORs for specified purposes is:

= Sections 1137, 453, and 1106(b) of the Act (42 U.8.C. §8. 1320b-7, 653,
and 1306()) {incoeme and sligibility verification data);

« 26 1.8.C. §6103(D(7) and (8) (tax rehumn data;

s . Section 202{(x)(3)(B)(iv) of the Act (42 U.5.C. § 40133 ) BXiv))
{prisoner dzta); ,

»  Section 1811{e)( (DD of the Act (42 U.S.C: § 1382(e)( 1 )(I){iii) (S8
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Mode! CWPPA Agreement

CO’&IPUTER MATCHING AND PRIVACY PRGTEC’HGN ALTF AGREEMENT
BETWEEN
THE SE}CLfLL SECURITY ADMINISTRATION
ANB
THE HEALTH AND HUMAN SERVICES AGENCY
OF CALIFORNIA

L Purpose and Legal Authority
A, Purposs,

Tats Compaater Matching and Privacy Protection Act {CMPPA) Agreement
baiwesen ike Social Se-:unt} Administraiton (85 A) and the California Health and

- Human Services Agéncy (State Agency}, sets forth the terms end conditipns
soveming disclosures of records, information, or deta (collectively referred 1o
herein *data™) mada by SSA to the State Agency thet administers fecerally
funded banefit progrems under verious provisions of the Soeial Sedurity Act
{Act), suck 45 section 1137 (42 U.5.C. § 1320b-7), including the stete-fimded
stafe supplementzary payment programs under title VI of the Act The terms asd
conditions of this Agreemens ensure that SSA makes such disclusures of data, and
the Staiz Agerncy uses such disclosed dass, in accordance with the requirements ef
the anat:;.' Act of 1974, as amanded by the Computer Matcn_ncr end Privacy '
Protaciion Act qf1983 5US.C §552e .

Under section 113‘? of the Act, the Siate Aﬁeucy is reqf.ured to 1se dn incoms-and
eligibility verificatioh system to administer specified federally funded benefit
programs, incleding the staie-funded state supplementary payment programs

. undertitte XV of the Aet. To assist the Siate Asency in deterzmining entitlément
1o and eligibilizy for benefits under those programs, as well as other federally
finded benefit prograres, SSA discloses certain data about applicanis for stete
benefits from SSA Privacy Act Systems of R*’CU’as (SOR} and verifies the Social
Security numbers {SSN) of the apphcams )

B. Legel Authonty

SSATs 'r[trﬂ{mity to disclose data and the State Agéncy’s authority te collect;
maintain, and use daia protected umder S8A SORs for specified purposes is:

« Sections 1137, 453, and 1105(b) of the Act.(42 U.S.C. §§ 1520b-7, 653,
and 1306{b)) (income and sligibility verification-data};

s 26 11.8.C. §6103{IX7) and (R) (tax return data);

s . Section 202(x){3)(B)(iv) of the Act (42 U.8.C. § 401(x)(3¥B}iv})
{prisoner data);

» Section i611e}1)(1)(HT) of the Act (42 U.S.C. § 1382(e)(1)(I}{ii) (SSI),
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¢ Section 205{}(3) of the Act {42 U.S.C. § 4053(z}(3)} and the Imtelligence
Reforn and Terrorism Prevention Act of 2004, Pub, 1. 108-458, .
§ 7213{a}(2) {death data};
s Sections 402, 412, 471, and 435 of Pub. L. 104-193 (8 U.S.C. §§ 1612,
1622, 1631, end 1643} (quarters of coverage data);
¢. Children’s Health Insurance Pro gram Reautherizstion Act of 2009,
Pub, L. 111-3 (cllzzensh ip datg); end
s Routine.uss excepion fo the Pm'.'-:cv Att, 5 U.S.C. §552a(b)3) (uata .
necessary to administer other programs compatible with 8SA PrOgrams).

This Agresmneat further carries out section 1106(a) of the Act (42 U.5.C. § 1308},

- the regulations promulgated pursvant to that setiion (20 CFR. Part 401), the
Privecy Act of 1574 {3 U.S. C. § 552a), as amended by the CMPEA, related Office -
of Menageraent and Budget (OMB) gvidelines, the Federal Information Seourity
Menagement Act of 2002 {FISMA) (44 U.S.C. § 3541, et seq.), and related
National Institute of Standards and Technology (NIST) guidelines, which provide
the requirements that the State Aeaqcy must follow with readrd to use, freatmen?,
and safezuarding of data.

Séope

A, The Siate Agency ‘mE. r.c-muI:f with the terms and conditions of this Agreement
and the Privacy Ack, as amended by the CWIPPA.

B, The Siate Agency will execute one or more Information Exchange Agreements
{TEA}with 8SA, documenting additicnal terms gnd conditions applicahle to thess
" 'specific data exchaness, including the particularbensfit programs-administered by
the State Agency, the data elements that will be di.:-uIUSEﬁ, znd the datz protection
reguirements irnplemented to assist the Siate Auencv in the admimstratmn of
thcse;preemms

C. The State Ager_-cy will use the SSA data govémeci By this Agrecment to determing
" entitlement and eligibility of individuals for ons or more of the following
Programs: -

‘1. Temporary Assistance to Needy Families (T. ANE pm sram under P&rt -

. of ttde TV of the Act;
2. Medicald pmv'ded uuder an approved State plan or an approved waiver under
title XIX of the Act;
State Children's Healtk Insurance Program (CHIP) under title XX of the Act
as amended by the Children’s Heelth Insurance Program Reauthorization Act
of 200%;
Supplemental Nutritio ﬂaI Assistance Program (SNAP) under the Fc-nd Stamp
Actef 1977 {?USC § 2011, et seq.; ,

)

g
;




——ia

LT R T ) A ]

Attachment | ‘ Page 14 of 65

-
3

‘5. Wamen, Infanis and Children Program {W1C) under the Child Nutrition Act
of 1966 (42 U.S.C. § 1771, et seq.}; )
Medicaza Savings ngrx_ms (MSP) untler 42 11.5.C. § 1396a(10XE};
-Unemployment Compensation programs provided under a state Iaw deseribed
in section 3304 of the Intemal Revenue Code of 1934,
§. Low Income Heating and Energy Assistance (LIHEAP or home erergy
granss) program under 42 U.S.C. § 8621;
8. Stote-admisistzred supplementary pEyments of ma ype desmhed in
section 1616(a) of the Act;
10. Programs under a plan approved under titles I, 2, XIV or XV1ofthe Act;
11. Foster Care and Adoption AssiStance under title IV of the Act;
12, Child Support Enforcement programns under settion 453 of the Act
(421.8.C. § 653}
13. Gthar apuhcable federaliy funded programs admm_tsre red by the Stats Agéncy
nnder titles I, TV, X, XIV, XV1, XVII, XIX, X and XX of the Act; and
14, Any other faderalty 'funﬂe;t pragrans edministered by the State Agency that
are competible with SSA's programs. )

D. The State Agency will exsure that S8A data diselhsed fot the sj:-eciﬁc purpese of
. administering a parzicular federeily funded benefit pro:ram is used only to
aammistﬂr that prograrmt.

Justification and Expected Results
A. Justification

This Apresment and relsted date exchangas with the State Agency are nzcessary

Tor 354 to assist the State Agency in its edministration of federally funded benefit - -
poograms by providing the-data required ta accurately determine entitlement and
eligibility of indi vidusls for benefits provided under these programs. SSA udes
computar technology to transfer the data betanse it I mere eco:mmaca} efficient,

znd faster then usingmanual protesses,

B. Expectsd Resulis

The State Ageney will use the data provided by S5A to improve public service
and program efficiency and inisgrity. The use of SSA dats expedites the
applicaton process and ensures that benefits ere awarded only to applicants that
satisfy the State Aggncy’s program critaria. A cost-benefit znelysis for the
exchange made under this Agreement is nof required in econrdance with the
daterminarion by the SSA Data Integrity Board {DIB) o waive such analysis
pursuant te 5 U.S.C. § 332a(u)(4XB). - , :

—————



Attachfnent | - Page 15 of 66

&

Iv. Record Descripiion

A

Systems of Records
SSA SORs used for purposes of the subject data exchangss include:

» 60-0058 -- Mnster Files of 8§N Holders end SSN Applicatiors
faccessible through EVS, SVES, or Quarters of Coverage
Query data systems);

« 60-0059 .- Eemings Recording and Seli-Empléyment Income System

. “faccessible through BENDEX, SVES, ar Quarters-of Caverags
Query data sysiems);
» 60-0050 — Master Bensfictary Record [-.—.ccess1bie. through BENDEX or
. SVES data systemis);

o 60:0103 — Supplemental Security Income Record (SSR) end Special
Weterans Benefits (SVB) (accessible through SDX or SVES
data systems); _

» &0-0269 - Prisonar Updite Processing S}'sfem (PUPLS)Y (accvssmm through

: SVES or Prisoner Query data systems).
» 60-0321 — Medicare Part D and Part D Subsidy-File

Ths State Ageney will only use the tax retiwn data dontained in SOR 60-8059
(Ezreings Rccrmimo and Seif-Employment Income Sy ste.m) in zcoardance: with
26 U.8, C.§ 6103,

Data Elements

Data elements disclosed in compuier matching governed by this Agresrment are
Persozally Identifiable Information (PIT) from specified $SA S80Rs, including
nzmes, SSNs, addresses, amounts, and otker informztion related 10 SSA benshts,
and samings inforreation. Spacific listings of data elements are available at:

Bt ffuenn.S5a. coifobef

Number of Records Involved

The number of records for ezch program covered yader this Agreemsnt is equal to
the number of titte I, title XV, or title XV recipients resident in the State as-
recoided in SSA’s Annuel Statistica! Supplement found od the Infernet ai:

hitgaffensvw.ssa. aoviposlicy/decs/sistcomps!

Thiis number will fluctuatz during the term of this Asreement, corcespending to
the number of tide II; title VI, and title XVIII recipients added {o, or daleted
from, SSA ddtabasss during the term of this- Agredment.
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Naozice io Applicants

The Siate Agency will notify all individuals who dpply for federally fanded,
state-administered benefits under the Act that ny dara they provide are subject {o
verification through compuier matching with 8SA. The Siate Agency end SSA

"~ will provide such notice through appropriate language printed on zpplicatian

furms. or separate handouts.

Notics to Beneficiaries/Recipients/Annuita

Vo .
The State Agency will provide noticé to beneficiaries, redipients, acd snnvitants
under the programs covered by this Agreement informing them of ongoing
computer maiching with SSA. SSA will provide such notice through meblication
in the Federal Register and penu-:uc mailings to all beneficiaries, re apltnts amd
anniitants describing SSA's malching activities,

Opportunity to Contest

The State Adency will net termzinate, suspend, reduce, deny, ar take other adverse

ection against an epplicans for or recipient of federally funded, state-administared
benefits based on data disclosad by SSA from its SORs until the individual is
noiified in writing of the poitmial adverse action and pr{mded an oppertunity to
contest the pla._f-d action. “Adverss action” means eny action that resultsina
termination, suspension, reduction, of final damial of eligibility, payment, or
benefit. Such ootices will:

1. Inform tie individual of the z;arch findings :md the ﬂpncrtumw 10 contest
these findings;

2. Give the individual until the éxpirstion of any time pericd established for che
relevant program by a statuie or reguletion for the individual to respond to
the notice. If no such time pefod is established by = statute or regulation for

- the program, a 30-day period will be provided. The time period begins on
the date on which notice is mailed or otherwisz nrovided to the individual to
respond; and '

Ll

Clearly siate that, unless the individuatl responds to the notice in the required
time period, the State Agency will conclude that the SSA data are correct and
will effectuate the threatened action or othenwise make the necessary
-adjustment to the individual's benefit or entitiement.
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I

VL Records Accuracy Assessment and Verification Procedures

The State Agancy may use S5A°s benefit data without independent verification.
SSA has independently assessed the-accuracy of its benefits data fo be more than
99 percent scctrate when they are created.

Piisoner and death data, some of which is not independenily verified by SSA, does
not have the samiz degree of accuracy as S8A's benefit data. Therefors, the State
Agencymust indepandeatly verify thess data through epplicable State verfication

. procedures and the notice.and opporiunity to eontest proceduris speéified in
Section V of this Agresment before taking any adverss aciion against any individual,

S8A°’s citizenship data reay be less than 50 percent cusrent. Applicents for SSNs
report their citizenship stats at the tims they apply for their $8Ns. Thereisno
obligation for anindividua!l to report té S84 a chacge in hisor her immigration status
unti} he or she files a claim for benefits. '

m Disposition and Records Retention of Matched Items

A. The Siate Agency will retain all defa tecsived from SSA to administer programs
goveried by this Agréement only for the rsquired procassing times for the
epplicable fedsrally funded benefit programs end will then destroy all such data.

‘B, The State Agency meay rétéin SSA diata in hardeopy to mest evidentiary
requirements, provided that they retive such data in eccordance with applicable.
state laws governing the Statz Agency’s retention of records.

€, The State Agency may use any accretidos, deletions, or chaniges to the SSA datd
governed by this Agreement to update their master files of federally fisnded,
state-zdministered banefi program applicants and recipients and retaln such
master files in accordence with applicablé state laws goveming the State
Agenecy's retention of records.

D. The State Agency mey not creats separate files or records comprised solely of the
data provided by SSA to administer programs governed by this Agreement,

E. SS4 will delete electronic data-input files regeived from the State Agency afterit

nrocesses the applicable match. SSA will retire its datz in accordance with the
Federal Recoirds Retention Schedule (44 U.5.C, § 3303a).

VII Security Frocedures

The State Agency will comply with (e security a;tdsa:faguarding requiraments of the
Privacy Act, as amended by the CMPPA, related OMB guidelinas, FISNIA, related
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NIST guicelines, and the corrent revision of IRS Publication 1675, Tax hiformation
Security Guidelines for Federal, State and Local Agancies and Entities, available at
bt wwrw its.gov. In addition, the State Agency wﬂl have in plece administrative,
technical, and physical safegeards for the marched ddtz end results of such matches.
Additiopal administraiive, technical, and physical secucity requirements governing alt
date SSA provides electronically to the State Apency, including specific guidance on
safegiarding and reporting respensibilities for PII, ere set forth in the IEAs.

IX. Recerds Usage, Duplication, and Redisclosnre Restrictions

A. The State Agency will usz and zccess SSA data and the recards created using that
data gnly for the purposa of verifiing ehgzmhw for the specific federally funded
bensft programs 1dentjed inthe IEA. :

B. Tae Staté Aggr.cy will comply with the foliowing Hmitations on use, duplication,
ard rzdisclosurz of SSA datar :

1. The State Agency will notuse or redisolose the date disclesed by SSA for any
purpose otker than to determine eligivility for, or the amount of, benefits
under the state-administered income/health maintenance programs ideatified
inthis Agreemant’ :

e

The State Agency will not use the deta disclosed by S5A to exiract
informetion concerning individuals whe are neither epplicants for, nor
recipients of, benefits under the s;are~a_1mmster¢d income/nealth mainienance
p:ogra:us identified in this Agreement.

The State Agency will use the Federal tax information (FI7T) disclosed by
354 only to determine individual eligibility for, o7 the amdunt of, assistance
under a state plan pursnant 1o szetion 1137 programs and child support
enforcernent progrems in eccerdance with 26 U.5.C. § 6103(1)(7) and (8).

The State Apency receiving FI1 will maintain ali FTI'from IRS in accordance
with 26 U.5.C. § 6103(p)(4) and the IRS Publication 1073, Confractors and
agents acting on behalf of the Stere Agency will only have access to tex TEfm
- data whete specifically suthorized by '3‘6 US.C. § 6103 and the IRS

. Publication 1073, .

i

ELY

The State Agency will use the citizenship sfatus data discloszd b*. S5A
under the Childres’s Health Insurance Propram Reauthorization Act of 2009,
Puob, L. 111-3, only for the purpose of deternining entittemert to Medicaid
and CHIP programs for new applicants.

3. The State Avency will restrict aceess to the data disclosed by SSA to only
those authorized State employees, contractors, and agents who need such data
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. to perform their officizl duties in connection with the purposss identified in

this Agresment.

The State Agency will enter into 2 wiitten agrezment with each of its
contracters and agents who need SSA daa to perform their official duties
whereby such contractor or agent agress to ebids by all relevant Federal laws,
restrictions an access, use, :md disclosure, and security requirzments in this
Agreement. The State Ageacy will provide its contractors and agents with
copies of this Agreement, related TEAs, and all related attachments before
initial élsr;lnsu:e of S84 data to such contractors and agents. Prior o signing
this Agresment, and thereafier al SSA's request, the State Agency will obizin
irom its contractors aad agenis 4 current list of the employees of such
contractors and agents with access to SSA data and provide such lists to SBA.

Tkt State Agency’s employees, contractors, and agents who access, use, or

disclose SSA data In'e mannser or purpose not muth korized by this Agréement’
mey be subject to civil and criminal sanctions pursuant to apphcable Faderal
stanites. ]

C. The State Ager—:c}f ‘will not duplicatein a separata fils or dissemirate, without prios
wrtten permission from SSA, the datz govemed by this Agreement for any
purpose other than 1o determine entitlement to, or-eligibility for, federally finded
penefits. The State Agency propasing the redisclosure must specify in writing o
SSA what data are being disclased, to whom, and the reasons that justify the
redisélosuze, SSA will not give pemission for such redisclasure unless the
redisclosure is required by [sw er essential 1 the conduct of the matcluno

* program and autharized under a routize use.

X. Compiroller General Access

The Comptroller General {the Goverament Accoumabmty Office) may have access te
a1l records of the State Agency that the Comptreller General deems necessary to
monitor and verify compliance with this Agresment in eccordance with

5U.8.C. § 552alo}{H(K).

XL Duration, Modificatinn, and Termination of the Agreement

A, Duration

This Agreement is éffective from July 1, 2012 (Effecrive Date) th.rouah
Decmber 31, 2013 {Expiraiion Date).

In accordance with the CMPPA, SSA will: (z) publish a Computer
" Matching Notice in EIIE: Fede:—ﬂ Register af kzast :{} days pno.r to the




L

P LI YT )

Attachment | ) Page 20 of 66
B

Effective Date; (b) send required notices to the Congressional committees.of

_ jurisdiction urder 3 U.8.C. § 552a(a}{2)(A)(i) at least 40 days prior io the
Effecrive Date; and (c) send the required report to the OMB at Jeast 40 days
prior to the Effective Date,

3. Within 3 moaths prior the Expiration Date, the SSA DIB may, without
eddifional raview, repew this Agresment for a peried not 1o excesd
. 12 montks, pursuent to 5 .8.C. § 332a(0)(23(D), if:

¢ the applicable data exchenge wiil confinue withowt eny '{fhange; and

. 584 end the Stats Agency certify to the DIB in writing that the
gpplicable data exchange has been conducted in compliance with this
Agreement.

4. TIfeither SSA or the State Agency dozs rot wish 1o rensw this: Agseement it
must notify the other party ofits EﬂtE}Et npt to renew at deast 3 months prior
1o the Exmraucn]}arc

_B. Modiﬁcatien

Any macification to this Agreemient rust b2 in writing, signed t by otk parties,
and approved by tbs SSA DIF,

C, Tenninatiq‘n

The partiss may teominste this Agreement at any time ‘upon mutual written
consent of both pa:tles Either pasty may urilateratly terminate this Agreemeant
upon 90 deys edvence written notice to the ather party; stch unilateral termination
will be effective 30 days afier the date of the notice, or at a later dat= specified in

- the notice. '

" SSA may immediztely and um’la.eraﬂy suspand the data flow or tamminate this
Agreemeat if SSA deteraiines, in its-sole discretion, that-the State A ﬂenc}- has
vmfafed or failed to, camply with this Agreement.

X, Reimbursemeat

In aceordance with section 1106{h) of the Act, the Commissicnzr of S5A has
determined not to charge the State Agency the costs of furnishing the elecironic data
from the SSA SORs under this Agresment. ' '
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XIII. Disclaimer

SSA is not liable for any damages or loss resulting from errors in the data provided
to the State Azency under any IEAs governed by this Agreement. Furthermere, S8A
is not Hable for any damases or loss resulting from the destruction of any materials
or data provided By the State Agenty.

XIV. Points of Contact
A. SSA Point of Contact

Regjonal Office :
" Martin Whitz, Dirsctor
San Francisco Regionat Office, Center Tor Programs Support
1221 NMevin Ave
- Richmond CA 94801
Phone: (31() 970-82453/Faxi (310) 970-8101
Martin White@ssa.goy
B. Siate Agency Point of Confaet
Sonie Herzera )
Health apd Human Services Agency
1660 Ninth Street. Room 460
Secramento, CA 93814 o
Phone: {915) 654-3459/Fax: (916) 44-5801
sherrera(@chis.ca.gov
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SSA and Data Integrity Board Approval of ¥edel CMEPA Agreement

The signetories betow wemrant ard représent tHet they have the compsterit atthority
on behalf of SSA to approve the model of this CMPPA Agresment. '

SOCIAL SECURITY ADMINISTRATION

M (et / &/%4

Dawn S, Wigging

Deputy Executive Dirsctor |
Office of Privacy and Disclosure
Cfiice of the General Counsel

-7 — A0l

Date

T cextify that the SSA Deta Iitegrity Board approved the miodel of this CMPPA.
Agreement. . ) '

oy %L,,

Daniel F. Callahan
Chair

. SSA Data Integrity Board

/-3 Do
Date - . )

Authorized Signatures
"The signetories below warrant and represent that they have the competent authority

on behalf of their respective agenmes to ente; into the eah patians set forth in ﬂ.us |
Agresment,
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SOCIAL SECURITY ADMINISTRATION

pBill Zialiski
1 egional Commissioner

8San Francisco

0@’:/;0!/%( f;a |

‘HEALTH AND HUMAN SERVICES AGENCY

MJM

Dizna §. l]‘lc:u;:-ie:;r
Secretary

ngz:z? éﬂfl

Date
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AUT_HORIZED DATA EXCHANGE SYSTEM(S) ‘



Ip——

Altachment | . Page 25 of 66

- Attachment 2

Afut'hurized Data Exchange System(s]

BEER {Beneficiary Errnings Exchacge Rannrd): E-nployer data for the Iast calendar year. -

BENDEX (Beneficiary and Earnings Data Exchauﬂe) Primary sowrce for Title 0 u_nnmLty,
benefit and demogrephic data,

1IS {Luw—Incume Su]}sr.dy} Daziz from the Low-Incoms Subsidy Auphn:a.non for ‘»Iedlcare Part
D beneficizries -- wsad for Medicore Savings Programs (MSFP). -

Medicare 1144 (Ountreach): Lists of individuels on S3A roles, Eh{! may b2 eligible for medical
assistarice for; payment of the cost of Medicare cost-sharing undar the Medicaid progrem
pursuent to Sections 19 02{5}{11}}[}3} gnd 1933 of the Act; trarsitional assistance under Section

- 1860D-31({} of the Act; or premiums and cost-sharing subsidies for low-ingome individuals

inder Section 1860D-14 of the Act. - ) - oo

PUES {Prisoner Upiiate ii’m-:essing Sj-‘stem}: Confinement data received from over 2000 s';:afe
and Iocal instipations {such as jafls, pricons, or other psaal institotions or correctional facilities) ~

- PUPS matches the received data with the MBR aad SSE benefit data Eild geuaratas alerts for
‘review/action. -

' QUARTERS OF COVERAGE (QC_]: Quzners of Coverage éata as assizned end dzsorbed

under Title I of the Act -~ The temm "quarters of coverage” is elso referred to as "cradits” or
“Social Szourity credits™ in varfous SSA public information documents, a5 well asto refar to
*aqualifying quarer'" fo d=te1:.m11= erstldﬂment to receive Fﬂ-ﬂ{i Stamds,

SDX (851 State Dain Exchana&) anary sonree of Title X‘.‘L ehm:nhty b=-ne_at and
demogrephic date a5 well as data Jor T1t.e VIIE Special Veterans Bﬂ:luﬁts (SVB} ’

SOLSOLQ-I (Stata Oo-line Quer}fState On-line Query-Internet): A real-dm= online
system that provides SSN verification and MBR end SSR benafit data. sirpflar to data provided
through SVES, . _
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Attachment 2

SVES (State Verification and Exchange System): A bafch system that provides 58N .

verficstion, MBR bensfit informetion, and SSR information through z uniform data
resppnss based on uthorized me:-s_ltlated q&m.; The SVES ‘j@e:. are divided into

five different responses as mHnws

SVEST: . This batch provides sizictly S8N verification.
SVES I# szenslup This batch provides strictly SSN verification and
. citizenship data,
SVES 1 This batch provides strictly SSN verification mm
_ WBR bepefit information
SVES III: This batch provides strictly SSN ven.ﬁcahcn and
. -SSR/SVB.
SVESIV: .. This batch providas SSN verificetion, MBR benefit

information, and SSR/SVB information, which |
represents all availale SVES data.

* Ciﬁzensh&o status data dfsclosed by SSA under f}‘ie Children’s Healfth Insurance .

Program Reauthorization Act of 2008, Pub, L. 111-3 is only for the purpose of

" ds termining entittenent fo Medicald and CHIP program for new applicants.

o
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ELECTRONIC INFORMATION EXCHANGE
SECURITY REQHIREMENTS AND PROCEDURES
FOR
STATE AND LOCAL AGENCIES
RECEIVING ELECTRONIC INFORMATION FROM THE
SOCIAL SECURLITY ADMINISTRATION

1, Intreduction O

The Social S=curity Administration {SSA} 1s requrrnd by faw to mainiain oversight and assure the
protection of infermation it has provided to its ‘efectronic infarmation exchange pariners’ {EIEP)s.

- EIEPs are entities that have estahlished an electonic information sharing agresment with the

agency.

The overall aim of this doeumeant [s twofold. First, to ensure that EIEPs are proparly certifiad as
compliant by SSA to 5SA security requirements, standards, and precedures expressed In this
documient, prior to belng eranted access to S5A Information In a production environmeant; second,
to ensure that EIEPs adsquately safeguard electronle Information provided to them by SSA.

This decument (which is consldered SENSITIVE by SSA and must be handied accordingly}, -
describes the security reguirerments which must b2 met Induding, 55A"s stendards and procedures
which must be Implemeanted by outside entities (state and local sgencias) in onder to obtain
information from SSA electronically. This dotument assists outside entitiss In understanding the
criteria that 554 will usa when evaluating and cariifying the system design, 2nd security features

used for elecironic access to SSA-provided infcrmation. It also provides the framework ang .
general procedures for SSA's security compliance review program Intandad fo en;ure, an a periodic
bas1s, conformance to S5As =ecurty regulrements by outside entifles.

Toe addition, elimination, znd ITIGdIﬁCaf]Dﬂ oi security’ co-atrc etc. ara predicaf:ed tpon factors .
whicih Tmpact the level of security 2nd due dillgence required f .nr mltigating risks, e.q., the
emergeance of new threats and sttack methods, the avallability of new security technologies, etc.

System security requlrements (SS5R) are, therefore, panudicﬂ by reviewed and revisaed. Acr*ardtrgiy,

over time, the S5Rs may be subjact to changa,

© The EIEP must comply with SSPJs mast current SSRs for atcess o SSA-provided data. However,

SSA will wark with its pariners In the EIEPs’ resolution of any deficiencies which occur subseguant

" to nrevious aporoval for access as the resuli of updated SSRs. Additionally, EIEPs may preactively

2,

ensura their engolng complizanee with the S5Rs by periodicelly requesting the most current SSR
package from thalr S54& contzet and making such edjustments as may be nacessary,

Electronic Information Exchange (EIE} Definiion O

For discussion nurposes herein, EIE is any elecironlc process in wihich Informatian under S5A
controt is disclosed to any tnird party for pregram or non-progrem purposes, without the specific
consent of the owner of that Information. ELE [nvolves individua! dats transacfons and dita files
that are processed within the programmatic systems of elther or all parties to electronic
information sharing aoresments with SSA. This inciudes direct terminal access {DTA} £o SSA
systems, baich procassing, and variations ther=of {e.q., online guery} regardless of the sy:-.ematlc
memcd wsad to -ccnmpIIm the actwl-:.r or to Interconnect S5A with the EIEP.
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3. Relss and Responsibiiities 1)

' -The SSA Office of Information Security (OIS} has agency-wide responsibility for Interpreting,

Geverapmg; and implemenﬁng 5=|:L.ri1.r pciiqf, pmvlding securi‘y and 1ntegn“y r:::v[e'.-: requiren=ni3
and disszminating sncurr‘{ tra;nrng and cwarenecs materfals, and pvadI '19 cnnsuitatmn and
sunport for a variety of agency mitfatives. S5A'Ss security revlews ensure that externz! systems

. receiving information from SSA ara secure end operzie In a manner that Is conslstent with $SA's

Information Tachnolagy {IT} s=curity poilcies and In compilance with the terms of electron'c
information sharing agreements axacuted by SSA and the outside enkity. Within the context of
8SA%s cecunty pollcies and the termns of electronic information sharing agreements with SSA's
EIEPs, OIS exclusively canducts and brings to closure initial security cartificetions znd padodic ,
sacurity complience reviews of EIEPs that process, melatain, tansmit, or stare SSA-provided data
in accordance with pnr‘"nent Federal requiremerits which includs the following {rafer ta

References):

a. The Federal Information Security M:nagei&nt Act (FISMA) requires the protection of “Federal
Infarmaticn In contracior systems, Induding those systems operated by stzte and |ocal
gcvemments” -

b _Social Sacurty Admmiatratun [SSA) pn]lcaes stanaard’s prnc:dures, and diractives.

anac'f mfarmatmn is informatian about &n ndividual induding, but rot limlted to, parsonal
identifying information Induding thn socizl security numbcr (S5N).

Tne data {Iast 4 dfg[ts of the SSN} pravided by SSAt to its ETEPs for purpeses of the Help America
Votz A {HAVA) dees naot idantify a spﬂczﬁc Tndw:dr-a! and, therefore, i1s not ‘Frivaw Information”
as de uned by the Act,

However, S8A Is dahﬂent In discharaing its res pnn:fnl ity for eétabilsh!ng aporopriate administrative,

- techniczl, end physical safeguards to ensure the cecurity, confidentiality, and avallability of its

records and to protect agalnst any anticipated threats or hazards to their'security or integrity.

”iherefore, glthcuch the information orovided HAVA 15 not, by defnition, *Privacy Information’ and
as such, cces not regulre that SSA conduet compliznes reviews of antities to which it provides
information for purposes of HAVA; 55A does require that those organizations adhere to the terms

of the{r g'actronic information sharing egresments with SSA.-

S84 rechnaI Dats Exchange Caardinatars {DECS} gra the ﬂ’:dge betw=2n 554 and stata EIEPs.
As such, in the security arena, DECs will assist OIS In coordinating data exchange sacurity review
arﬂw’n_s with siate and lacal EIEPs; e.g., providing polnts of contact with state agencies, assisiing
in setting up security ravisws, etc. DECs are also the first pmnts of tontact for states I an
emp!o:.me of a state agency or an employes of a state agency's contractor or 2gent becomes aware

© of suspected or aciual loss of SS5A-pravided per‘onaﬂy identifiahle information {FTI}

General Systems Security Standards o

EIEPs that request and receive infarmation electronleally from SSA must c-umpiy with the ﬁ:llumﬂg
gen=ral systéms security standards concerning aczass ta and centrol of SSA-provided infcrmaticn.



NOTE: EIEPs may not creale separaie files or records curﬁprfsed sofely of the information
provided by 5SA.

g,

FIEPs must ensura that means, mathods; and technaology by which SSA-pravided informstion Is
processed, maintzined, transmitied, or stored neither prevent nor Impede the EIEFs ability to:

» safeguard the Information In conformance to SSA requirements;

s efficiently Investigete fraud, breach, or sncurty events that mvorve S5A-provided daka, or
instances of misusez of SSA-providsd datas

Far example, utilization of cloud computing may have the potential to jeopardize an SIEP” s
compliance with the terms of thalr agreemant or SSA’s assoclzted sv;tem security raquirements
and pm{:cdurfh : .

. EIEPs must ensura that SSA- pmwr:—d data is not processed, maintained, transmtted ar stared

. In or by means of data communications chanrels, electronic devices, cumpdtnrs,. compuier.

c.

ne‘warks, “etc. tnat are located In geographle or viriual zreas naf subject to U.S. faw. -

EIEPs must rest nc" access to the information to uuthorized users who need it to perform thelr
official dutles.

NOTE: Contractors and agents (hereafter referred to as contracitors) of the EIEP ivho
process, mainialn, transniit, or store SSA-provided data are held to the same security

- requirements as are employees of the EIEP, Refer fo the séction "Contractors of

Electranic Information Exchange Partners’ in tha 'Systems Security Requirements” for

) add:ﬂana! fnformation.

.. Information recelved from SSA must be storedina mnnnar -.hat at aI! timas, Es ph}rs.cally and

eIec**ontc..lEy secure from access by unauthunzed parsens.

SSA- prnwded information must be pruc:ssed under the immediate SLEDE"VISLOH and control of
authorized persunnel

£Ps must employ both physical and té_hnn'ogical safequards to ensure against-unatthorized

| retrieval of SSA-provided in.crnatmn by means of computer, remete termm.:l ar other means,

EIEPs must have [n place formal PIL incideni responsa procedures. When faced with a security
incident yihether caused by malware, unauthorlzed access, software Issues, or acts of n:ture,-
etr:., EIEP must be ablz to respend in a manner that protects SSA-provided information afected.
by the incident.

E{H"s must have an achive and robust e‘mp!cyée security awareness program that Is manciatbrv

far all employeas who may have accass to SS&-provided informadon.

EIEP emplqyees with access to SSA providad infarmation must be advisad of the =:<:>nﬁdér|tia%ii::,»r
of the information, the safeguards reqmrud to protect the Information, and the civil and criminal
sanckhons for non-compllance contatned i in th applicable Federal and state ’aws ’

At its d%scr:t!c.n, SSA or 55 dasignes, must have the option to canduct onsite security reviews
or mzke other pravisians, to ansure thaf EIEPs maintaln adequate secunty cuntrc]s to
safeguard the infarn:bon we provide.

Atiachmerﬂ | ' " Page 33 of 66
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. 5. Systems Szcurity Requirements 0
5.1 Gwenriew. 1]

Following Is a d|5cussm'1 of SSA's security requarements that must b2 mat by lts EiEPa. 554
must certify that controls to mest the requirements have bean implementsd and working as
intended, before it will authorze Initlzting transactions to and from $SA through batch data
exchange pracesses or online processes such as State Online Queary (SOLQ) or Intarnet SOLG.

The Systems Secorify Requirem ents (SSR)s zddress managemeant, cperational, and technical
aspects of security regarding the canfidentiality, integrity, and avallabliity of Soclal Security
Administration (SSA} prowded information used, maintainad, transmitied, or stored by SSA's
EIEPS .

SSRs are rapresentative of tha’cu rrent state-of-the-praciice sacurity controls, safeguards, and
countermeasuras required for Federa! information systems by Federal regulations and
stztutes, congressional mandates, etc., including but not limited to the Privacy Act of 1974,
the Feders] Information Security Manncemnnt Act {FISMA), etc. and recommended by
standards and gulifeilngs sstablished by NIST, etc.

_ 5.2 General Systemr Snsun"y P=slgn and Opsrating Emnmnn=ﬁt ﬂ

The E{EP must provide dESCI‘IptiGE‘!:. and explznations of th=1r o*.reralt system design,
configuration, secunity features, and operationa! environment and indude discussions of how
‘.hﬂv conform to SSA's reguiremants, Discussion must also {nclude:

" » Description of the ogerating enwmnm=nt{s] in which 55A—pruwd=d data is te ba utilized,
maintamed and transmitted .

. De:.mpﬁcm of the busingss prore-rs[eaj Tn which SSA-provided information s to be us=d

. Phy’:‘.xcal safeguards empmyed to ensure that unavthorized personnel cannot access SSA-
provided dake end that zudit information pertaining to use of and access to 55A~pmwdea
Irfnrmahcm and the EIEP’s associated cppflcah:ns is readlly available - L

e E[ecizmnic safeguards, methods, and procedures for proteciing the EIEP’s nahwork
infrestructure and for protecting SSA-provided data whke in transit, In use within a
process or epplfcation, at rest (stored or not in use); preventing unzuthorized retrieval of

. SSA-provided Information by computer, remota terminal, or other means; Including
. oescriptions of sacurity software other than accass ccntroi sofiware (&, g., security patch
-+ and anti-malware saftware instellation and maintenanca, etc.).

5.3 System Access Control ()

EIEPs must utilize and malntain technologica! (loglcal) access conirels that limdt zccess to
SSA-providad Information and associgted transactions end functions ta only those users,
processes acting on behalf of authorized usess, or devices {Induding other information
systams) authorized for such access based on the]r official dufies or purpasa(s). EIEPs must
employ a recognizad usaer access security sofbware package {e.g. RAC-F, ACF-2, TOP SECRET)
“or 2 security software design which is &t ailnimum eguivalent to such products. The arcess
contral sefhvare must uliiize personal identivication nu'nhe*s (PIN} and passwards or

&
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biometric identifiers in combination with the vser’s system identifization cade {useriD), ete.
(e.9., the accaess control software must employ and snforce (1) PIN/password, andfar (2)
PIN/Biometric identiffer, andfor {3) SmariCard/ Elomeatric identifer, etc., for auﬁaent.catmn of -
- HSEFS). _ .

_ Depending upon the cemputing platform (e g., dlent/sarver (PC},'mainframe) and the accass
soitware implementaticn, the terms "RIN" and “uszr system identificetion code (useriD)” may
be, for practical purpesss, synonymous. For example, the PIN/password combination may be
requlred for access to an ndividueal's PC afier which, the userIDfpassword camblnation may
be required for acress to s malnframe appllication, {A bm.:.J:ric 'der“tﬁar may supafant one |
elemment in the pair of those combinations), .

Implemzntation of the control saftware must be in complianes with recognized ndustry
stendards. For example, password policies should enforce sufficient construction strength - .
{length and complexity) ta defeat or minimize risk-basad identified vuinerabilities, ensure '
limitations for password repetition; technical contrels should enforce paricdic password

' changes basad on g risk-basad standard {e.0., maximum password age of 38 - 43 days,
mintmum password 2ge of 3 « 7 days), enfores autematic disabling of user accounts that
‘have besn inactive for a specified perlad of time {e.g., 45 'days); etc,

EIEPs must have managament contraf and ovarsight of the functon of authorizing individual
user access to SSA-provided Information and over the procsss of issuing and managing
accass contral PINs, passwords, biometric :d=rtmer‘, etc. for sccess to the EIEP's -Y‘f'em

The EIEPS’ systains sccess rules must cover such matters s least ‘privilege and wdw:dua?
accountability regarding access Lo sansitve infermatian and associated transactions and
functions, contral of transactlons by permissions modules, the azslgnment and limitation of |
system privileges, disabling accounts of sepzrated employees (.., within 24 hours),-
individuzl accountabliity, work &t homs, diel-up access, and connecting to the Intarnet.

5.4 Automatad Audit Trail G

EIEPs that receive information electroniczslly from SSA are required to implerment and
maintain a fully automated audit trail system [ATS}. The system must, at a minimum, te
capable of cresting, storing, protecting, and eiiciently retrieving and celleciing records
{dentifying the Individual user that inftistes a request for information from SS5A or accesses
5SA-providad data. At a minimum, individua! eudit trall records must contzin thi data
neaded (Induding date and Hms stamps) to asseclate each query transadiion or access to
SSA-pravided infarmation with Its Inftigtor, thelr action; if any, énd the relevant business
purgose/procass (e.q., SSN verification far driver 5[cense, etc.). Each entry In the audft file
-must be stared as s separate recard, not overiald by subsequent records. TranszcHon iiles
. must be created to capture ali Input from Enteractvn lnternet anp.rcauons whilch access or
auery SSA-proviced datz. .

". EIEPs whose transactons with 5SA are medlated AMD audited by an 5TC (e.o., State
Transmission Component) are responsible for ensuring that the STC's sudit capabliitizs mest
S5A's requirements for an zutomated audit trall system. The EIEP must also establish a
pracess by which the EIEP is able to efficiently ubrain auds information Fom the STC
regarding the EIEP's SSA trensactions.

.~ Access to the audht file must ba restricted to authorized users with a “need to know” and audlt
file data must be unalterable {read only) and maintained for a minimum oithrez (preferably
seven) years. Infdrmation In the audit file must be retrievable by an automated methed and
capebie of baing made available to SSA upch requast. Audit tral records must ba backsd up

-]
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on & regular basls to ensure their avallability. Sackup audit flas must have the same feval of
protection as that applied to the ariginal flzs.

I 5SA-provided information [s retained by the EIEP {e.0., Accéss database, Share Point, etc.),
or if certain data elements within the EIEP's system will indicate to users that the Information
has baen verified by 554, the EIEP's sysiem must 2iso capture an audit traif record of eny
user who views SSA-provided informmation stored within the EIEP's system. The audit tral
requirernents for thase inguiry transactions are the same as those outlined above for the
EIEP's trensactions reguesting or aceessing information dlrectly from SSA.

P

Personally Identifiable II‘IFD]'THLIDI‘I {PII) ﬁ

PIT is dzfined as any Informasion which can be uséd to distinguish or trace an Individuals
Identity, such as their name, sacial security number, blometric records, etc., alone or when
combined with cther p=rsuna£ ar ldentifying infarmation which [s iankea or lm:table o3

" spadific Individual, such as date and place of blrth, mother’s malden name, eic.

5.6

PIT loss Ts defined as & dreumsiance wherain SSA has reason to believe thst Information on

hard ccpy or in electranic farmat which cantains PII provided by SSA to en EIEP, has [eft the
EIEP's custoly or has bean disclosed by the EIEP to an unauthaﬂzed ind[v:duaT ar entity. PII
lossisa repaftabfe mcu:ient {reier to Incident Renorting),

"If a PII Toss invalving SSA-p“cwded data coours orls suspeciad, the EIEP must be able to

quantify the extent of the losz and complie a complete list of the individuals pctenﬁaﬁy
affectad inmdent {refer to Incident Renorting). .

FMonitaring "nd Anomaly Detection ()

The FIEP must estatlish :ndfo; mainkain continucus monitoring of its nn‘wnrﬁc [nrrastru:.—ure
and a==—=ts to ensurs that: )

. !mp[emanted secuni:*,r controls cantinue to be efective over Sme

.= only anthcnzed fndividuals, de'n.fir:essf and processes have access fo SSA-provided

information .

- s eiforts by extermnal and internal entities, devices, or processss to perdorm unauthorized

actions {l.e., data breaches, malicious attacks, access to nebwork assets,
=cf‘1.'.'are,n'hard'.-:nre Instaliations, etc.) are cnt-ﬂcfed 85 soon as they ocour

= ine necessary par'ties are mmedlatefy alertad to unau’rhcnzed actons performed by
..m.-;ma1 and Intemnal entiti=s, devices, or processes

« upan ctetectmn of unau:hunzed actiors, measures are immedfately initiated to prevent or
“mftigate c‘:SGCIEtEd risk :

>

.a In tha event of a data bresch or szcurity Incldent, the n=r:e5=ary remedial actions cari be

efficently datermined and Enitisted

» trends, patterns, or anomatous occuirencas and behavior In user or nebeork acdHvity tnat
may ba anc[lcafive of potential security Issuss are more rf-.latilﬁy discernzbls
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The EIEP's system must Include the capabllity to pravent employaes fram browsing SSA
recerds {e.g., uiillze & permission module andfor employ & system deslgn wiich is
transaction-driven, whereby employses are unable to Initizte ansactions). If such e design’
" is usad, the EIEP then needs only minlma! additiona! menitaring and anomaly detecHon
{detect and manitor employees’ attempts to galn access te SSA-pmvrded data ta which they
are not authorized and att=mpts to obtain information from SSA for clients not In the EIEP's
cHent systam}. However, meastres must exist to prevent croumvention of the permission
module {e.g., craation of a bogus cass and subsequsntly deleting it In such s way that It goss

undetectsd}.

- . . N

I the EIEP’s design does not currentiy utllze a permission module aad is not ransaction-
driven, unti at least coe of thase szourity features is Implemented, the EIEP must devalop ~ -
and mplement compensating sacurity controls to deter their employees from hrowsing SSA
records. These controls must incude monitoring and anomaly detection features, either -
systematic, manual, or 8 combinaticn thereof, Such features must includa the cepability to
detect anomalies in the volums andfar type of transaclions or quaries reguestec or Initiated -
by individuzls end include systematic or marual procedures for verifying that reguasts for and
queries of SSA-provided Information are fn compliance with valld offidial business purposes.
The system must alse producs reports praviding management and,-fnr suparvisors with the
capabthtv to aporoprisialy monitor user activity, such as;

»

Uszr ID Exception Reports:
This typa of report captures information about users whe enter incorrect user IDs when
atterngting to gain access ta the system or to the transaction that initiates requests far
information from S5A, induding failed attempis to- enter a passwc»rd
Inqulry Match Excaption Repﬂrts.
This type of report captures Information about users who may be initiating transactions for
S5Ns that hava no cllent case association within the EIEP's system (100 percant of
these cases must be reviewed by tha EIEP's managemant).
Systam Error Excaption Reports:

This type of repnrf captures information sbout users whe may not understand or be .

fullowing proper prucedures vor access to SSA-provided information.

Ingulry Activify Statistical Raports:

This type of report captures Informatlon zbout transaction vsage patterns among
authorized users and is & tosl wiich would epable the EIEP"s managamem to monitor

_ typicat usags patterns in contrast to extraordinary usags.

The EHEP must have a pracess for dis"n'butmu ihesa mnntton'wg end exception repons io
appropriate local managersfsupervisors or to lacal sectrty officers to ensure that the reports
are used by thoss whose respensibifities Indude monitoring anomalous activity of users -
including those who have baen grantsd exceptional system rights and privileges.

5.7 Management Oversight and Quality Assurance {1

The EIEP must &stabi{sﬁ andfar maintain ongoing ﬁianag‘ement,'werséght and quality
assurance capebilities to ensurs that anly authorized employees have accass io SSA-providad
information and to ensure that there Is ongeing compliznce with the terms of the EIEP's

9
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glectronic information sharing agreement with SSA and the SSRs esteblished by SSA for
aceass o and use of SSA-provided date by EIEPs. The manzgement gvarsight funckion must
consist &f one or more of the EIEF's managament officials whose job funcons induds ’
rasponsibility for assuring that access to and uss of SSA-providad Enformatmn {s approptiaie

. for each employes position typs for wn:ch access [s uran‘ed

- The EIZP must assure tn.at empmynes granted access to S5A-provided farmation reczive’

adequate training an the sensitivity of the Enfc:-rrna‘don, ==scc!=t—=d safeguards, protedures
that must be folfowed and the p=na1tin for misuse

Although nut required, itis recommended that EIEPs es‘mrhsh the fellowing fundiions and
raquire that they be performied by employees whose job functions are s=:rar‘te from those
who reguest or use information fram SSA:

s . Performing pariodic seif-reviews to monsto-' the EIEF's ongalng usage of SSA-provided
informatiodn. .

" Aandom samplina of work activity involving SSA-provided information to czef:nrmlnn
wha;nnr the access anai usace cgmpiv with SSA's ¢ equ!remants.

Daia and Cnmm_uninations.Sacurity 0

EIEPS must encn.fp». all PIi and SSA-pmwdec Information ‘ﬁhEﬁ it is transmmidad across
dedicated cormmunications circults between its systems, included in Intrestate :
communications among its local office locetions, and resident an the EIEPs miobile
computers/devices and removable media, etc. The encrypiion method employed must meet
accaptable standarcs &s deslgnsted by the National Institute of Standards and Technology
[NIST). The recommended encryption method for securing SSA-providad data during
transport Is the Advancesd Encryption Standard {AES) or triple DES (Data Encryption Stendard
3) if AES Is unavailabie. Files encrypted for extemnal users (when using tools such as
Microsoft WORD encrypticn, ic.) require a kay length of 9 charscters. Although not required,
it ts recommendead thatthes key {also referred to a5 a password) conizin both 2 number and &
spedal character. However, [t is required that the key be dalivered In a manner wiherain the
key doss not accompany the: media. Also, tha key must be seLured when unattended or not
In use. . :

It Is recommznded that the public Internet not be used for transmiscicn of SSA-provided
Information. IF It 1s, however, Internet and all cther elecironlc communications (g.q., emalls

. and FAXes) containing SSA-pravided information must, at minimum, utiize Secure Socket

Layar {SSL)} and 256-bit encryption protece!s or more secure methods such as Virkus! Private
Metwaork technclogy. Addmﬂr!?l!v, the dats must ba’ transmst‘te-:i only to a secure address or,
davica.

EIEPs may reizén SSA—pva'ded dalz for enly the businzss purpose(s} and period of time
stipulated.In the EIEP's Information Exchange Agresment with S5A. SSA-provided
information is to be daleted, purged, destroyad, ar returnad ¢ S5A when the purposn far
which the information was obtalned has be=n completzd. -

The EIEP may not save or create separsie files comprised solely of Information pmv]déd by : -

. S5A. The EIEP may, however, appiy spedfic SSA-provided data to the EIEP's matched record
- {l.e., spediiied data cbiained frem SSA which matches that In the EIEP's preexisting recerd).

Dup}ﬁcatlan and redl:-dosure af SSA-:JmVEdnd Tn‘o*nutmn within or autside the EIEP without
the written appmval of 5541 is prahibited. -

10
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EIEPs must pravent unautharized disciasure of SSA-provided dzta after processing has bean
compieted and alco after the data Is oo longer required by the EIEP. Tha EIEP’s aperational
processes st ensurs that no residual SSA-provided data remains on the hard drives of
users’ warkstations afier the user hes exitad the application(s) in which SSA-providad dats

* was utifized. In cases where a PC, hard drive, or other computing or storags device on which .

SSA-providad information resided will be sent ofisite fram the EIEP for repalr and its
informatian must be retrievable, the EIEP's repair contract meust Inciude & requiremant for
noa-disclosure of SSA-provided dzta by the servicing vendor, SSA-provided Information must
be completely removed from, rendered unrecoverable, or dastrayed on any electronic device
or mediz {e.g., herd drives, removabie storsge dovices, etc, )} priar to the devics or medlz
belna serviced by an extermnal vendeor {When the data need not be recovered), excessad, sold,
or placed in tha custedy of enother organizaitan.,

To sanitize mzdia, ane of the following msthods must be used:

"+ Overwriting

Ovenvrite utilities can enly be usad on warklng devices, The media to be overwritten
must ba deslgned for muitple reads and wirites. This includes disk drives, magnetic tzpes,
ﬂupp.e:, tISB fiash drives, eic. The ovenwrite utility must completely overwrite the media
by the purging type of media sanitization to make the data irretrievahle by a lzboratory,
atiack or laboratory forensic procadures (refer to Definftions for more Information
regarding Media Sanitization). Reformsting the madia does not overwrite the data.

. Degaussing | .

 Dagaussing Is 2 sanitization method for magnetic media {e.q9., disk drives, tapes, fioppias,
etc.), Degaussing is not effective for purging non-magnstic media {e.g., optrca} giscs)
Degaussing must be parformed with 3 ceriifizd tool designed for the madla being

degaussed, Ceriification of the tool is required to ensure that the magnetic flux a2ppliad to
the media is strong enough to render the Infarmation Iiretrievable. The dagaussing
process must render data on tha meadia Irretrievable by a [shoratory atiack ar Iahoramry

. foransic procedures (refer to Definitions Tor mﬂre information regarding Media
Samt:zatm i), ; ;

+ Physical destruction
Physical destruction is the method which must be used vhen degaussing or over-writing
catnot be accomplished (for example, Chs, ﬂop:les, DVDs, damiaged tapes, hard drives,
damapad USB fiash drives, etc.}. Examples of phy~tcal destruction include shredding,
pulverizing, and burming.

State agencies may retain SSA-provided data In hardfup\_.-' if it [s required to fuifill evidentary |
regquirements, p*awded th= agenciss retire such datlgs in accordence with anplicabls sgzte |laws. -
goveming -state agencies’ retenton of records. The EIEP must ensure that print medig -~
containing SSA-provided data Is controllad to resirict its zoczss to only authorized emplayess
whao need such aceess to periorm thelr official duties and must have in place seturs processes
by whilch print media containing SSA-provided data Is destroyed when it Is no fonger required.
Paper documents containing SS5A-provided data must be dastroyad by buming, pulping,
shradding, macarating, or other smlfar means that ensures that the information cannot he
recovered.

NOTE: Hand tearing or .fmmg fhrau_qh docunrents to obscure information daes not
meet 554 requrrements for a-ppmpﬂare destrucijon of PIX).
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The EIEP must employ messures to ensure that communications and dat‘ furnished to S54 -
contgin no virwses or other malware,

5.9 Incidant Reporting

The EIEP must devalop and implement policizs and procsdures for responding to the breach
or loss of PH and explain Aow ey confarm to S5A% r-.-qmrements. The procedures must
include the following infurmatwn‘ .

If the EIEF experisnces or suspects & breach ar foss of PIF ar a security Incident which
fncludes SSA-provided deta, they must notify the (Inited States Computer Emergency
Readinzss Team (US-CERT) within one houy of discovering the incident, . The EIEP must
2Is0 nofy the 55A Systems Securily contact nammed in the sgreement, Ifwithin 1 hour
the EIEP has been tinable to make contact with that person, the EIEP must calf 55A%
- - National Network Service Center (NNSC) toff frea at 877-697-4889 (selact “Security and -
- BIT Reporiing” from the opiions Kst), The EIEP wifl provide updates as they becomes
avaflable to SSA contact, as appropriate. Refer to the worksheet, Attachment 5,
provided fn the agreamsnt to fAciitste aathenna and araamzmg ;nfannatron abouf an
incident.. s : .
The E[EP must agres that if SSA determings that the rigk presanted i:n,r the breach or security
tncident requires the notHication of the individuals whose informeiion Is Involved andfor
remedial action, the EIEP will perform thoss adtions without cost to SSA.

' 5.10 Security Awareness and Empioyne Sanctions 0
Tne EIEP must establish and,for malntaln an onceing function that Is rcsnﬂnslma for providing
sacurity awareness trelning for emoloyees. gran;ed pceess to SSA—pmwded anfurm stian,

Trainlng must Include d=sm==!sn af:

o - The sensitivity of SSA—prowdes tnformation 2nd addr&..s ’ma anaw Act and other Fedetal
and state faws governing ifs tse and misuss

s Rules of behavior concaming use of and security In systems processing SSA- pmwden data
v Restrictions on vEewEng andfor a:ubymg SSﬁ-pruvic:ed inf{}rmat!uh . o

. The employess” responsibillty for proper uss and pmtec:mn of SSA- pmwded infomation
’ Inctuding is proper disposal .

»  Security Fndcient reporting procedures

+ ° The possible sanctions and pr:nalt:ies for misuse of SSA-provided information.

The EIEP must provide security awareness raining pﬂnsdmiiy ar. 2s neadnd and have In
place adminisirative pracadures for sanctoning employeas who violate iaws governing the use.

and misuse of SSA-;meder.E data through unacthorized or unlawfu! use or dISC[GSUI‘E of SSA-
provided Infarmation.

5.11 Contractors of Electronic Information Exchange Partners £}
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A5 previousiy stated, in The General Systems Secyrity Standards, contrectors of the EIER
ara-held fo the same szcurity reguirements as are employses of the EEIEP. As such, the EIEP
is responsible for oversight and compliance of thelr contraciors with SSA's security
requiremnants, Th2 EIEP must be able to provide proaf of the contractual agrenment betwezn
its2if and its contractors (e.g., copy of thelr contract, ete.} who are guthorized by the EIEP to
parform on its tehalf-and who have acress to orare invn!vad in the processing, handling, -
tiransmission, et¢. of information provided to the EIEP by SSA. The EIEP must alsa exglaln
the role'of thoss contractoers within the EIEP's uperatinns -

The FIEP must aiso r—qa:re that thair contractors who will have a:ce:s tocrbe m"c'l.rnd In the
processing, hendling, transmission, etc. of information provided to the EIEP by 554, slan zn
agresment with the EIEP that obligates the contractor to follow the terms of the EIEPs : data

- exchange agreement with S5A, The EIEP must provide its contrectors a copy of tha data
exchange agreement bebwesn the EIEP and S5A and refated attachiments before any
dizclosurs by the EIEP of SSA-provided information to the EIEP's contractor/agent.

If the EIEP's contractor will be involved with the procassing, handling, transmilssion, €. of
information provided to the EISP by SSA ofisite from the FIEP, the EIEP must hava the -
contractual option to parform onsite reviews of thet offsite facility to ensure that the followlng
mest SSA’Ss requirements: . : )

= safeguards Tor sensitive informatian
s computer systern sareguards

. . securjty controls and rnsésurea o prevent, detect, and resolve unauthorized eccess io,
use of, and redisclosure of SSA-provided informztion

6. Genaral -- Szcurity Certification and Compliance Review Programs O

SSA’s security certificetion 2nd complizncs review programs are two distinct programs with the
same objectve. The carification progrem 1s 8 one-tima process associated excdusively with an
EIEP's inftial requast for elacironic access to SS5A-providad Information or an initial change to online
. ‘mccess, The certification process entalls hwa rigerous stages Intended to ensure that technical,
mznagament, and operational security measures implemented by EIEPs fully canform to SSA’s
security requirements and are working as intended, EIEPs must setisfy baoth stages ofthe
certr’lr::tlc:n pracess before SSA widl permit onlmn BCCE5S to its datz in a production environment.

The compllance review program, hnﬁever, is intanded to ensure that the sulte of securlty measuras
implemented by an EIEP to safeguard SSA-provided date remalns In full comgliance with SSA%
security standards end requiremsants. The compllance review progrem Is applicable to online
access to 5SA-provided data as well as batch processes. Under the compliance review program,
EEEPs are subject to ongoing periodic security reviews by SSA that are regularly scheduled or ad
hoz.,

6.1 The Security Certification Program O

The secunty certification procass appliss to EIEPs that s=ak un!me e]ec‘ranic access to S5A
tnformation and consists of two general phasas:

« Phase Onz: The Security Dasign Pian (SDP} phzse wher=in a forma! wiittan plan is
- authored by the EIEP to comprahensively documani s technical and non-technical
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security controls {o safeguard SSA-provided Information-(refer to Documenting Security

Controis in the Securifyv Design Plan'.

NOTE: SSA may have legacy EIEPs (EIEPs not certified under the current
process) who have not prepar&d an SDP, OIS strcnglv recommends that these

" EIEPs prepare an SBP,

The EIEPs’ preparation and maintenance of a current SDP will aid them in
determining potential compliance issues prior to reviews, assuring continued
compliance with SSA’s security reguirements, and providing for more efficlent
security reviews,

Phass 2: SSA Onsite Certification phass whereln a formal onsite reviaw s conducted hy
554 to examine the full suite of tachalca! and non-tachnical security controls tmp!=ment&d
by the EIEP to safeguard data obtained from S5A 'ectranlcally {refer to Ths )

Certification Process).

6.2 Documenting Secusliy Controls in the Security Design Plan {SDP) {3

6.2,1 When the SDP and RA are Required O

EXEPs must submit to SSA an SDP and a security risk assessmeht {RA) for evalustion when -
ane or more of the ru'Ici.-.rmg dircumstancas spply. The RA must ba i an electronic format -
-and Intlude discussion of the measurss planned or implemented to mitigate risks Identifisd by
the RA and (as :;I}P“CE bl=) risks asssaclated with the draumstzances below:

*

to obtain apprnvci for requ-.-.-;'-.ed initial access fo SSA-provided Informatian for dn initdal .
agresment . ' -

to obtain approval to reestzblish previously terminated access to SSA-provided dats .

wien Implementing a new operating er security platform Tn which SS5A-provided datz wiil
be invojved

s:gnir” icant changea i the EIEP's organizatfanai structure, technical processas, operational
environment, dalz recovery capabiiities, or s2curty im]JIEII‘EntaﬁUns are plannad or hava
been made sinca appmva! of thelr most n;c:ﬂt SCP or of their most racaat successfully
cnmp[-.-_ted sacurity review

one or more SBCUFiLy hreaches or Incidents invelving SSA-provided data have ocourred-
since approval of the EIEP's most recent SDP or of their most recent successfully-
s:nn‘-pleted security review

to document desaipiions and Explanumr-.s uf maasures impemented as the result of &
data breach or security Incident .

to document descriptions and exp! anaticms of measures implemented to resclvn non-
eompllEncy 1s=u=-(s) ) ,

when approval af 'the SDP has baen revoked

The RA niay also ba required if changas {cther than those listed above) that may impact the
terms of thae EIER's data shadng acresment with SSA have occurred.

14
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The SDP must be approved by 554 prior te the inftiatien of transactiens and/or
access to SSA-provided information by the EIEP.

An SDP must satisfectorily document the EIEP's commpliance with 21l of SSA's SSEs It erder to
provide the minimurm level of security accaﬂtable to'SSA for its EIEPs' access to SSA—prowded
infarmation, .

_ Deficiancies idantified through the evaluation of the SDP must be corrected by the EIEP and a
revised SDP which Incorperates descriptions and explanations of the meaasuras implemented
to ellminata the defidencies must bz submitied. Untl the deficiendes have been corrected -
and documented tn ifs SDP, and the SDP is approved, the EIEP wili not be granted access to
SSA-provided Information ar certified for electronic receipt of the Information. The progress
of corective implementzkion(s} mus: be communicated to SSA on a regular basis. If, within a
reasonahle time as determined by 554, the EIEP is unable to rectify a defidency determired
by SSA to presant en untenable risk to SSA-provided information or the.agency, epproval of
the SDP will be withheld.

¥, at any time subsequent to approval of its SDP the EIEF is found to b2 in non-compliance
with one or mMore 5%Rs, SSA may revoke appmva! of the EIEP's access to SSA-provided data.
A revised SDP which incorporates descriptions and explanations of the measures implemanted .
to rasalve the non-compliance issua{s) must bz submitted. The progress of corrective
implermzntetion(s) must be communicated to SSA on a regular basls. Until resolution of the -
issue{s} has bezp accomplished and docemented In its SDP, and the SDP is approved, the

EIEP will be in non-campliance with SSA's 5SRs. If, within a regsorable ime as determined

bv S5A, the EIEP Is unable in ractify a defidency determmined by SSA to present an untenable
risk to SSA—pmvldad information or to 5SA, approval of the SDP will be withheld and tne flow
of SSA pravided Information to the EIER may bn draccnﬁnued

NOTE: EIEFPs that function only as an STC, fransferring SSA-provided data to other '
EIEPs must, per the terms of their’ agreemﬂnts with S5A, adhere to SSA's Systam -
Security Requiremants {SSR) and axercise their rESpOﬂSIhI!]tIE regarding

protectlun of SSA-prowded information.

: ' 6.3 The Certlflcatmn Process ﬂ’ , . : B T T R ]
Once the EIEP has succassiully sztisfied Phase 1, S5A wiil conduct an onsite certification
review. The ohjactive of the onstta review will be {5 ensure by SSA's examination end the

s demonstration that the nar-technical and technical controls Implemented by the EIEP
to =a;eguard Social Secunity-provided date from misuse and impropar dl\CiDSUI‘E gre fully
functoning end working as Ertanded . )

AL fts discretion; SSA may regusst thit the EEEP partidpate in an cn5|te review and
comipliance certification of their secunity infrastruciure and lmp!emenatnon af 5S4's securﬁ,- .
requlrements.

"The onsite review may adczn;_s any ar all of SSA’s security requirements and include, where
appropriats: )

» =z demonstretion of the EIEP's implementation of each requirement

‘« tandom sampiing of audli records and transactons submitted to SSA
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= @ wallchrough of the EIEP's aa s center to ohsarve and document physical secunty
szfeguards - ;

= 3 demanst’atlun of the EIEPS Emafeqmbtun of electronic exchange of data with SSA
. d-scusaaans wsth managersfsu peFvisors

« examination ¢f nanagr:ment cantrot proc—:aure.-. and r“pcrts {e g., anamaly dstacton
mpurﬁ etc.)

+ dzmonstration cf technlcal tools partaining to user accass control amj if appmpncte,
browsing prevention, specifically: .

o If the design 1s bzsed on a permission modude or similar dasidn, ar is transacton
driven, the EIEP will demonstrate how the wate*'r: triggers rcques‘cs for Information
from SSA. ‘

o Hthe dasign Isbhasedon g pe:-mlssiun module, the EIEP wilt demaonstrate the procass
by which requests for SSA-provided information are prevented far SSNs not present in
. the EIEP's system (2.9.; by attempting to obtain Information from SSA using at ieast
one, randamly créated, fictitious number nct kriown ta the EIEP' systam).

Buring the cartification reviexxf, SSA, or a ceriifier acting on its bshalf, may request a
demonsiration of the system’s audit trall and retrieval capabifity. The certifier may request a
demonstration of tha system's capabillty for tracking the actvity of employees that are
permitted to view SSA-provided inforrration within the EIEPS system. Additionally, the
certifier may requast these EIEPs whasz transactions with SSA are medlated AND auditsd by
an STC ta demonstrate the process{es) by which the EIEP abtama audlt Information frem the -
5TC regarding tn= EIEPs S5A transactions, ;

EIEPs whose transactions with SSA are mediated AND audited by an ST C wiil ba r:qu!r::d fo.

- demonstrate both thelr owin in-house sudit capabilities AND the process{as) by which the FIEP

obtains audit ini c-n.:tzcn ircm the STC regardmg the EIER's transacti:ms with 554,

If the EIEP employs a contractor wing wifl b= invalved with the nrocessing, handling,
transmisslon, ete, of the EIEP's SS5A-provided Iniormiyation ofisite from the EIEP, 5S4, atits

" discretion, may Include In the onsite certification review an casite Inspection of the

cnntractar’s facility., The msf}-c’dun may: nc:ur with or without a8 represantative of the EIER.

) tlpon suceessful completion af th= anslte c:mﬁcaﬂon exsrcizs, SSA will authorize elacironic

atcass to production data by the EIE?. SSA will provids written nntﬁcahcﬂ of [ts cemﬁcatmrs ‘
to the EZEP as well as all appropriate Internal COMPonents.
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The following [s & high-tevel flow chart of the OIS Ceriification Process: 0

The Cnmpl:anca Rev;ﬁw Program and Process ﬁ
. Bimliar to the c--rtrn:aticn process, tha COITip[IaI'IC“ raview progrem entalls a rigerous process.,

intended to ensure that EIEPs currently receiving elaciranic information from SSA are i full
comuliance with the Agency’s securiby requirements and standards, As z practice, S5A
attampts to conduct compliance reviews following 2 3 5 yezr periodic reviaw schedule..
However, as droumsiances warrant, a review may teke place at anybm Three ;}mm[nem
ex.:mmes that would trigger an ad hoc review are: .

» @ significant change in'the outside EIEP's computing platform

“w. a violation of any of SSA's systems security requirements

« an unauthorized disclosure of SSA Information by the EIEP
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The following s & high-lavel flow chart of the I8 Compliance Revlew Process: 0

u}ﬁ,s__‘-u-v £ ,_._,15‘.:.

SSA I may, at its discretion, conduct ccmplfcn:ﬁ r==v-=ws G’]S]te asthe EE? site, iﬁchd]né a

field oifice location, if appro:nate.

'SSA méy, aisu at its d[scretinn, request that the EIEP pariicipate In an onstte compliance -

review of thair s,ecuritv mﬁT-.sh'uctura and im piementatia-n of SSA’s security requiramer;ts_.

Tne ansite review may address amr or alf of SSA’s security requir-.—.ments and Includs , Wihera

a:}pmp riace:

¢ 3 demanstration of th"e EIEP's implementation of each requirement

+«  random samp[i'ng of audit records and transar:i:icns submitied o 55A -

» & walkthrough of the EIEP's datz center to -:-b.-,erve and document physicat secunty
sgie auards

« ademonstration of the EIEP's impiementation of enline exchange of data with SSA S
» discussionswith managers;’supervisors

+  examination of menagemsnt cmtml p“oc-:dur*s and reponis {E G armlrn::!';'r deterzmn
reports, etc.} .. . -
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» demanstration of technical tools partaining to usar access f:-.,ntraf and if approprizte,
browsing prevention, soediically:

o If tha deston is basad on 3 pﬂrrnlssmn maogule or similar design, oris tr*r‘.san:tm'l
driven, the ETEP wilt demmstrate how tha system triggers requests for information -
from S55A. ) .

o Ifthe deslgn Is bzsed on & parmission modute, the EIEP will demanstrate the process
by which requasts for SSA-provided information are prevented for SSNs nat pres—**nr. In
the EIEP's system (e.q.; by -attempting to obteln information from SSA using st least
one, randomiy created, fictitious number nat known to the EIEP's system).

| 55A may also, at its mscr:tmn nerfarm an ad hoo onsite ar remute review Tor reasons .

including but not limftad to the followings.

« ths EIEP has éxpeﬁenceﬁ_' a security breach or incldent involving SSA-provided data
+ the EIEP has unresolved ncn-cc-mp[iancy Isseie{s}

+ toreview an EIEPS ol"r*tte (re[atwe o the EIEP} contracto 5 facllitles Invelving SSA-
provided data .

e the E1EP i.-. a legacy urganizatlon that has not y=at benn thmugh SEAT =ecurﬁ:y cariification

and comphanes re\.r|=w pmgr‘rrs

s ths EIEP has requ-:st=d that an IV & ‘u" {Ind=p=ndent Venﬁca’aﬂn and Valldatmn r-'lwax';} ha
periormied by 554

buring the cn*npl!ancn ravle*.*,r, SSA ora cerlﬁer scting on s b=haif, may reque‘t g
demonstration of the system's audlt trall and retrieval capebllity, The certifier may requast a
demonstration of the system's capabllity for tracking the astivity of employesas that are

‘permittad to view SS5A-provided [nformation within the EIEP's system. Additionally, the
- certifier may reguest thosz EIFPs whosa transactions with S5A4 are medliated AND audited by

an 5TC to dzrmenstrate the pracess{es} by which the EIEP ohtains.audit Information from the
ST1C reaardmﬂ the EIEP's 5SA Lranzachons

EIEPs wWhose Lran:artinns with SSA are mndlaLed AND zudited b\_.' an 5TC may ba reau!r—d to
demonstrate both their own in-house audit capahllities AND the process(es) by which the EIEP
obtains audit inferrnation freom the STC regard[ng the EIEP's transactions with SSA.

I the EIEP employs 2 contractor wha will be Involvad with the processing, handling,
transmission, etc. of the EIEP's 55A-provided Information cfisite from the EIEP, 554, at its
distretion, may include In the onsite cornpliance review an onsite fnspecion of the
contractar’s fecility. The inspaction meay cccur with or without & represeatative of the EIEP.
Howsaver, manpower limitaticns or iiscal constraints could drive an altetnative approach, such -
as teleconferencing. In any event, the format of the review In routing dircumstances (l.e., the

compliznce review Is not belng ceaducted o eddress a spadal circumstance, such as 3

dlsclesura vinlation, etc.) wilt generally conslst of raviewing and updating the EIEPs
complianca with the systems sacurity requirements described above In this documsnt. -At the
conciusion of the reviaw, SSA wilt issue a formal report to appmpriate EIEP personnal.
Findings and recommandaticns fram SSAS comntrance review; 7 any, will be discusszed In its
report and mo'ﬁtnred for clasure,
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NOTE: Documentaiion provided SSA by the EIEP for compliance reviews is
considered sensitive and is, therefore, handied accordingly by S5A. E.g., the
Infarmation is accessible to only authorized individuals who have a need for the
information as it refates to compliance of the ETEP with its electrenic information
sharing agreement with S5A arnd 55A's associated system security requirements
and procedures, Additionally, the EXEP's documentstion is retained for only as fortg
as required and is deleted, purged, or destroyed when the reqmrement for which’
the Information was phtained has expfred

The fallowing is a high-level example of the analysis that alds in making prellminary decislons
gs to which review format may ba most appropriate. Various additional factors may slso ba
factored in determining whzther SSA parforms an onsite or remcte compliance review. -

» High/Medlum Risk Criterfa
o undocumentad closing of pror review finding{s}
o implementztion of tccnntcalfc;erahonai controls that Impact securiey ef 554 pra\.r'dad
data {e.g., Implemeantation of new data access method, stc,) -
o reported PII bre:ch

» Lc}w Risk Criteria
o 7o prior revigw findina(s) or pnor finding(s) doumen-.ed 25 closed
c no Implementaticn of technical/operastional controls thak impact security of SSA provided
datz (e.g., implemeniation of new daiz accass method, gic. }
o no r-pnrted PII breach

6.5.1 EIEP Compliance Review Participation (3
During Hie compllance review SSA ma\,.r request to rneet with the fallowing:

» @ sampie of managers andfor supervisors respansible for enforcing and monitoring
ongoing compliance to security requirements and proceduras ta assess their level |
of tra'ning to.tnonitor thelr employee’s usz of SSA-provided mfnrmaa.ian, and for -
raviewing reporis and taking necessary acticn

. ¢ the individuals responstale far security awareness and emplc'feﬂ sanciion funcons
and r‘*quast an explanztion of how these rsspunsablhties are performed

+ 8 sampie of the EIEP's employzes to assess thelr lavel of tralning ghd
understanding of the requirements and potentiz] sanctions applicable to the use
znd misuse of SSA-provided information

. me‘i-n'diﬂduai{s) responsible far management ovarsight end quality assurance .
functons and request & description of how these responsibiiities will be carried out

.+ additonal individuals as deamad appropriats by SSA

6.5.2 Verification of Audit Samples €1

Pricr to or during the compliznce review, SSA wlil'presant to the EIEP a sampling of
transactions previously subrnitted te SSA for verification. The EIEP is required o

. verify whether each transaciion was, par the terms of their agren*nent with 554,
legitimatsly submittad by a user au’churz::d to du s0.
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The EIEP must provide S5A a writkten ettastation of the resulks of the EIEP's review of
the trensactions. The decument must provide: )

= confirmation for ezch sample transaction iocated In the EIEP’'s audit file{s} and
determined to have besn submitted by its emp!oyee(s) for ieg]t:mate and -
suthorized buslness purposes

=« an explanetion for each sample trancac ian loceted in the EIEP’s audit file{s)
.detnrmﬁn=d to have been unauthorized i

. . e an explanatien for, each sample transaction not found in the EIEP's ATS

When the sample transactions are previded to the EIEP, detailed Instructions will be
included. {Jniy an official responsible for the EIEP [s o pmwde the sitestation,

6.6 Schedulingthe Onsite Review O

The SDP must be appraved before its essociated onsftz review Is scheduled, Notification of

the approval of a plan will be sert via emall. Although there Is no prescribed time frame for
arranging the subsequant onsite review {cerfification review for an EIEP reque;ﬁhg Initial
acress ko SSA—pmwdad Infermetion for an initial 2greament or compliance review for other

EIEPs), unless thers ere compelling dircumstances precluding it, the onsite rewe.l.r will follow
as soon as reasonahly possible, .

Howevar, the schedu[ing of the onsite review fay ctepend on addittanaijractos'—:_. incéuding:‘ .
¢ the reason for submission of a plan -
« the severity of security issues if an!_.-; '
. circurns:’:ancesrof the previuus‘ review If any

-+ S5S5Awarkivad considerations |

. Although the scheduling of the review is contingent upan approval of the SDP, in‘ ex¥irema
drcumstances, SSA migy, at Its discretian, perform an onsite révisw prior to approval if .
detzrmined necsssary by SSA for campletion of the evaluation of & plan. :

(THE REST OF THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY)
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7. Additionsl] Definitions 0

Back Button: - ’ ’ : :
Refers to & bution on a2 web browser's tuc]bar the bacpfspace bur‘on on a comput:r keyboard, a

~ progremmed keyboard button ar mouse buttan, etc*, th:t retums g user {o a previously visited

wab page or application screan.

Breach!
Refers to actual loss, less of control, compremise, unauthorized disclosure, unauthorized
acqulsition, unauthorized accass, or eny similar term referring to situations whers persons ather

" than autharized vsers and for cther than authorizad purposes hiave access or potantal aceass to

P or CCI‘-"E!FE‘d Information, whether physical, electronic, orin spalken word or recardng,

Browsing: -
Requests for or gueries cf SSA-provided d:ta for purposes not retated to the parformance of o‘ﬁuaT

job duties.

Chole Palnt:

The firewall betwesn & local netwark and the Intemnet Is considerad z choke paint in netwcrk
sarurity, becsuse any attacker wamd ha‘u"E to come thraugh that channel, which is typlcally
protected and momtcred '

Cloud Cumpuhng.

Tha term refers to Intermet-tzsed computing and is derived frorn the cloud drawing representing .
the Internet in competer network dizsgrems. Cloud computing providsrs deliver on-demand online
computing resources (e.0., services, software applications, data storsge, and information)
accassible to thafr customers by mazns of a web service ar browser,

_Cloud Drive:

A cloud dnva Isa Web-basnd =ew1cathct pmvl:es starage space on & remaie =erv=r.

Clnudﬁudlt, :
Cloudaudit is a sparification that provides doud camput_ng seqvice providers a standard way to
present and =hara detailed, automatsd =Et|5t4ts about performance and security. :

Commmgllng. - )
The process by which an EIEP adjolns specific 55A-provided dats to cpec:ﬁ«: preexisung EI:P
information according to a particular data- matchlna scheme,

Degaussmg. -

Degaussing s the mathed of us=ng a degausser {E e,, 8 davice that generatas & magnesic ﬁe[d} In
gréer to -::hsrupt magentically recordad Jnformation. Degaussing can be effeciive for purging
damaged media and madia with exceptionzlly large storage capadities. Degaussing :5 not effective
for purging nan- magnehc madia {e. g-r. optical d|51:5}

Dial-up: -
Sometimes usad synonymously with diaf-in, refers to digital data transmission over the wires of a
Toca[ telephone network,

Funciion: . )

Qne or mare persuns or erganizational compenents assigned to sarve a pardcular purpose, or
perform a particular role. Also, ths purposs, au:tlvl‘y, or role asslgned to one or mara pe:sons ar
organizztionat components,
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Hub: ’

As [t relates to electronic datg exchanogs with S54, a hub Is an argenization which performs 25 an
. elecironic information distribution @ndfor collectian paint (and may also bhe re:erred to as a State
T ransmi.smr; Campanent or 57C).

ICOM:
Intzrstate Conneclion Netwark (various smd:e; Use ’Cannectwaty* rather than ‘Connacticn’}

IV & V: .
independent Verification and Valdation

Legacy System:

A term usually fefemng ioa curpo—av: or urganizatmn:l computer system or natywork that ubillzas

outmnodad pregramming languages, sofovare, andfor hardwcre that typlcelly no longer recelva
support from the origingl vendors or devnicpﬂrs

Manual Transaction:
An operation {slso referred to as a ‘user-inltiated transaction”) which Is Inlated at the volition of a
user rather than system -generated within an automated process.

Examn!e. A user enters 2 dient’s Information Including the clients 8SN on an input scresn and

" presses the 'ENTER' kay to acknowledge that input of data has heen completed. A nzw screen

. Eppears with mulnpte cotions which indiude "WERIFY SSN" end ‘CONTINUE', The usar has the |
pplion io verify the cllent’'s SSM or performn altemative actions. :

' Media Sanizization: ‘ '
"+ Disposal: Refers to the discarding {2.4., recycling) of ijnédia that contalns no sensitive ar
~ confidentfal data . : . -

: »  Clearing: This typa of media saniﬁzatron is consldersd to bs adequate for pratectlna )

' information from a robust keyboard atiack. Clearing must prevent retrieval of Information by
data, disk; or file recovery utilitias. Clearing must be resisiznt to keystroks recovery attempts
exacuted from standard input devices and from date scavenging togls. For example,
ovenwriting is an acceptable method for'clearing media. Beleting itE"E‘LS, héwever, is not
suffidient for clearing.

.. This process mey Include overwriting all eddressable lostions of the data, as well a5 its loglcal
storage location {e,0., (ks file allocation table), The alm of tha overyriting process Is toreplzes
or obfuscats existing i"tfﬂ"fl’!atl on with random data. Most rewriteable medla may be clzared by
a single overwrite. This method of sanltization -:a"m{}t be utilized cn unwriteable or damag=d
media,

+ Purglng: This typa of media sanitzation is a process that protects infcrmatiaﬂ from 2
Tatinratory attack, The terms cf=arng and purging cre sometimes consicered synonymous.
Howaver, far some media, clearing is net suficient for purging (1.e., profeciing data from a -
laboratory atack): Although most rewriteablz madia may.be cleared by a singie ovenyrite,
purging may reguire. multp.e revrrites using different charactars far each write cycle,

This is becalse a Eahcratory attack involves thrests with the capability to employ non- stancard
gssets {e.q., specialized hardware)} to atiernpt data recovery on medla outslde of thet media’s
normal oparating envlronrr=nt -

Degaussing Is slso an example of an acceptable meJ’cd far purging magnetic med;a If pLH'gEI‘IG
m=dia 1s not aviable method fu; sanitization, the media should be dr.stmyer_i
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« Destruction: Physical destruction of media is th= most effeciive form of sanitization, Methods
of destructon include bumlng, pulverizing, and shr-ddmg Any resicual raedium ~huu d be able
to withstand a laboratory atiack, :

Permission modula:

A utility or subprogram within en application vihich autnma“;caiﬁf.r enforces the relationship of a
request for or query of SSA-provided data to an authorized process or transaciion legitimately
initiatad; e.0., verification of an SSN for [ssuance of a driver licens2 which can be tringerad only
sutomatically from within a state’s driver license application, recitests for information from SSA by -
an EIEP's employes which cannot bz initfated unless the EIEP's client system nas a record
"containing the SSN of the Individuz] for which information Is sought, etc.

Scresn Scraping:

Scresn screping 15 nermally associated with the programmiatic collection of visual data from a
source. Criginally, screen scraplng refarved to the practice of reading text data from a computer-
display terminal's screen. This was generally dona by rezding the terminal’s memory through its
suxiifary port, or by cennecting the terminai output port of one co'nputer system to an input pori
on another, The tarm screen scraplnc I= also commonly usad to refar to the bidirectional exchange

of data.

A screen scraper might connect to a lagacy system via Teinat, emulate the keystrokes needed to
'nawgate the legacy user interface, process the resulting d apfuy autput, extract the desired dats,
" and pass it on 2 a modemn systam. . )

Mare maodern screen s-::raplng technigues Include capturing the hitnap deta from a screen and
runaing i through an-optical character reader engine, ar In the case of araphical user interfacs
applicatxcn:, querﬂng the graphical contrals by ;}':Jgrammadcali*,-r obtainlng refersnces to their
undariyino a-ngrammlng abjects, )

S=cunty Breach.

An ack from ouiside &n urgamzatmn that bvaass&, or E{?ﬁtﬁl"fﬁl’l&: secilhty pulu::as, prclctic:s, or
pmc=dura:. . .

Szcurity Incident: '

- A fact or event-which-slanifies the possibllity that‘a oredch-of security may bz taklng place; or may - .
have taken place. All tnreats are c=curty Incidents, dut not zl} ‘=ECUt‘It\f Incidents are threata.

Security Vlalatwn.

An act from within an arganization thzu nypa_s-s or contrav-:nes sacurity poilues, practicas, or
proceduras,

- Sensitive daia:

Inforrnation such as PII and information provided by S5A o an EIEP, the less; misuse, ar
unauthorizad 2ccess to or moedification of which, could adversely aifect the natfonal intersst arthe |
cenduct of Federst programs, or the privacy to which Individuals are entitled under 5 U.5.C. Section
552z {the Privacy Act), but that has not been specifically authorizad under criteria established by

- . an Executive Order or an Act of Congrass to be kept classified In the Interest of national defensea or

foreign polley but is to be protected in acrcrtzanc-n with the rEerements of the Computer Security.
’Act of 1987 {P.L. Loo- -235), _ :

24



Attachment | . Page530f66

SHMDS {Switched Multimegahit Data Service (SMDS}): L.
5MDS Is a telecommunications service that provides connectionless, high~ perormancs, packet-
switched data transport. Although not @ protocel, it supports stendard pmtnc@is and
eommunicatiens intarfaces using current technalogy. . -

SSA~providad datafinformation: SRR R -
Ssynonyimous with 'SSA-supslied d:cajmfcrma-:m dafines information under the control of S5A
nrovided to 2n external éntity under-the terms of an Information exchange agreement with SSA.
The following are examples of SSA- -provided data/information infermation:

v SSA's response to a reguest from an EIEP for information fmm 554 (e.g,, date of death)
= SSAs s respanse o a query from 8n EIEP for venncahon of an S50

SSA dalajrjfcrrlatlnn.

This 1s term, sometimes used Inter&‘:anmaﬂ[y with ‘SSA—pvaded datg/informadon’, denotes -
infcrmation undar the contro! of SSA providad to an externzs] entity under the terms of an
infermation exchange agreemeant with S54. Howevar, 'SSA data/information’ alsoincludes
ivermiation provided to the BIEP by a source other than SSA, but which is attested by the EIEP io
havea been verified by SSA, or is coupled with date from 55A as to the accr.r‘c-,f of the informstion.
The following are examp.es af SSA mmrmat[an' '

» 55A's I'v:Si'JGﬂSt: ta a request from an EIEP for 1nfurmat.nn irom 55;!l (e Goy date of daath)
» SS5As respanse tc & guery from an EIEP for verﬁca*mn af an SSN

» Display by the EIEP of SSA' respanss to a query for verdiicalion cf an 55N ann‘ Ee
associatzd SSHN oirovided by 5S4

¢ Display by the EIEP of S5A's response to a query for ve*n“cahcrn of en SSN andthe -
associated SSN provided io the EIEP by a sourca othar than SSA .

= Electronic r‘cords that contzin only SSA's responsz e 8 query for verification of an SSN
and the assacuat-—d SSN vihether provided to the EIEP by, SSA or a source other than S5A

55N :
Sociat SE;urit‘)f Number

-STCi :

A State Transmisslen Camponent ks an organtzetion which perom‘s as an e[ectrc:nlc informiation
distribution and/fer callaction point for one or more ather entitles {and may also be referred to as a
: hub) :

Sy;tem—genera-.eé transaction:
A ransaction autumahcaliy trigoared by an autoﬁated system PFOCEsS. -

Examp[e- A user enters a cilent’s Information induding the dient’s SSN on an input screen and
prasses the *ENTER’ key to acknowiedge that Enput of dzts has bsan completad, An automated
process than matches the SSN agalast the vser’s orgzanization's database and when no maich [s
found, auvtomatically s=nds an electronle request for verification of the SSN ta S5A,

Systerns process: ) .
Refers to 2 software program madule that runs in the background within an avtomeatad batch,
online, or other process. . —_— -
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Third Party:
Tiis tarm nertzins to an entity {person or grganization) provided access o SSA-provided
Infarmation by an EIEP or cther SSA businzss pariner for which one or mors of tha following apaly:
« is Aot stipulated access to S5A- pmvldnd data by an infomatmn ~sharing agre=mant E:Leta.-.'een
an EIEP end S5A .
» has no Infarmation-sharing agreement with S5A
v {5 not direcdy aukhorized by 554 Eor accass to SSA-provided data

" Transaction-drivem: . . )

Tnis ferm pertalns to an automaticaily inlifated online quary of or reguest for S5A Information by
an sutomated transaction process {e.g., driver license Issuance, etc.).. The guery or request wil
anly oceur if prescribad conditions are met wuh fn the automated process,

Uncontrollad tr‘"nsactu}n. :

This ferm pertains to a transaction that Is not cuntmlled m,f & permission medule (l = no’c subfect
to a systematically enforcad relationship to an autnnnzed procass or apphcatian or an exlsting
cllent record)
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8. Regulatory References )
Federal Informaifon Processing Standards {FIPS) Publications
Federﬁ Information Security Management A-:_Et of 2002 {FISMA)
Homeland Security Presidential Diractive (HSPD-12) _
Nationat Institute of S*andards end Technology {MIST} Special Pu51icntjons

Ofilce of Mawagem—-nt and Eudget {OMB} GrcufarA 123, Managemenffs Respansibiiity for Internal |
Controf . . .

Ofitee of Merfagement and Budgek (OMEB) Cr::aIar A-130, Appendu{ BI Management of F-:dera.‘
Infsnnabon Respurces

Office of M:ncgnmnnt and Budget {OMB) Mamo M-06-18, Protection of Sensitive Agen.:y
Informaﬂon, June 23, 2306

Difica of anagnment and Budget {OMB) Memo M-07-18, Nemﬂrardum for the Heads of Executive
Dzpariments anu‘ Aganc.res, Ma y 22, 2007

Office of Management and Bucget (OMB} Memo M-07-17, Safaguardmg Agamst and Re.-,pundma ic
the Breach of f Personafly Idenaﬁabfﬂ Informeation, May 22 2007

Privacy Acr. of 1974
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9. Freguanily Asked Questions O
{Ciick links for answars or additional information}

1. Q: What is a breach of data? |
A Refer also to Security Broech,; Serunby Inrrdnﬁt, and Securiby Viclation,

2. - O Whatis Emp'c}vea browsina?
A: CHck hyperdink

3. Q: Dkay, so the SDP was submlt‘ed Can the Onsat: Revie.*.' be scnedulnd nowv?
A: Pefar to Scheduling the Onsiks Rewew -

4. Q: What [s @ *Parmission Mndu!e’?
A: Click hyperlink

5. Q: What is maant by Scean Scraolng?
A: Click hypzrlink

: When doas &n SDP have to be submitied?
: Refer to When the SOP znd AA ars Regulred,

Q
A
7. Q: Poes an SDP have to ba submittsd whan the Egreemerat fs renewed? :
A: The 5DP daes nat have to be submitied because the zgreemsnit betvieen the EIEP .
. and 55A was refiewsad. There are, however, circumstances that rnqmre an S5DP o be
. =t:bm|tted Refer to When the SDP and RA ara Reguirad,

8. o Isit acceptahle to eave SSA data with a verifed mmr:atar on a (EIEP) workstation as
iung as the hard drive Is encrypted? If not, what opticns does the agency have?
A: There Is no nroblem with an EIEP saving SSA-prcwded information to the encrypted
' hard drives of computers processing the data provided the Infermation Is retained only
&5 provided for In the EIEP's d:ta-shanng agreament with SSA. Refer to'Data and
Cemmunlcatrans Security.

8. Q: Is caching of SSA—pmwdnd data on EIEP workstations =1Enwed? '
A Caching during pmcessmu is not & problem. However, 5SA-provided dats must be
cieared from the cache when the yser axits the application in which the data was usad
., . or accesssd. Refer to Date and Communications Security. — e -

10, @ What !s meant by “Interconnections ta cthar systems™?
- Al As used In 55As s system security requiremeants documsnt, the tarm “int=rcnnner:ttcns"

Is synonyrnnus with “conrechons”. a
11, @ Is it acceptable to submit the SDP as a PDF ﬁie‘-‘ - i
- Al Ne, It Is nat.
1z, Q Should the SBP be wrtten from the standpolnt of my agency’s SVES access its=lf, or

from the standpalnt of access to all datd provided to us by SSA?
Al ThaBDPisto encompass your agency's electronic access to SSA-providad data as per
thé electronic datz sharing agreement betwean your agency and SSA, Referto

Developlng the SOP,

15. Q: Doss having a “transaction-driven” system mean that employees cannot [nitiate a
query 1o 5Sa end that e p—=rmt.3|on module Is net nesded? -
A Mot necessarily. “Trangaction ériven” basically means that gueries, etc. are submiited
automatically {and it might depend on the transactmn) anand ng on the s‘,r"tem

T
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imp.err='1t:.tion, gueriss might not be zrtomatic or, if they are, manual transacians

rkght still be parmitted (for example, when somathing nesds to be comected). Also, -

evzn if a "ransaction-driven” system [s implemented in such a way that manual )

transacticns cannct be parformed, if the system does maf require the usar to be In a

pardcular appiication endfor the query to he for an existing record in the EIEP's

syatem befora the systam will allow a qs..ﬂry to go thrﬂ_mh 1o SSA, it wuuid stili nead
a parmission modute. .

What Is an Onsite Compliance Review?

The Onsits Compllance Revisw is the process whereln 554 performs p:l‘lDulC sizz visits
to [ts Electronic Information Exchange Partners {EIEP) to cariify whether the EIEP's
technlcal, manageral, and operatlonal security msasures for protecting data cbtalaed
electronically from S5A continue to conform to the ferms of the EIEPs’ data sharing
agreements with SSA and S5A's associated systam security requlrements and:
procadures. Refer to the Comollancs Review Pregrem and Procass,

What are the criteria for performing an Cnsite Caomplignce Review?
The followlng are coitzria for perfarmlng the Onslte Compllance Review:

e EEEF‘ nlktating n=vr aecess or nev accass methed for -:.bta]n!ng Information frt:m

_ SSA

. EIEP's cyclical review {prewous reviaw was nermrmed remotely)

) « - EIEP has made 5|gmﬁcan.. chang—{s} in it€ operating or secunt',r piationm m*mivma

SSA-providad data )
. EIEP Expeneaced & breach of SSA-perded cersonally Tdenuf\,'mg Infermation (FII)
. EIEP has besn determined to be htgh ~risk
Refer glso 1o the Review Determinatian M;t.‘_s&

What is 2 Remote Compliznce Review?

The Remote Compliance Review Is the process wherein SSA conducts periodic
meetings remetely {e.g9., via conference calis) with its EEPs to determine whether the
EIEP's technical, managenal, and operstional security measures for protecting cata
chizlned electrenically from SSA continue to conform to the terms of the EIEPs' data

" sharing agreements with SSA and SSA's assoclated system security requirements and '

procedurss, Refer ta tha Compliance Review Program and Process,

Wnat are th—'- critzria far performing a Remote Campliance Review?
Each of the following criteria must be satisfied for perfo—mmg the Ramote Camphance
Review: T

- = EIEP’s cyclical review {previous review was performed onsite without findings or

issues for which findings were cited have baen satisiactorily resolved).

« EIEP has made no slgnificant change{s) In its operatmg or security platfarm
invalving SSA-provided data.

s FIFP has not experienced a nreach of SSA-provlded perscnafly ldentifylhg
infermation (PII} since iks previous compilance review,

« EIEP has besn determined to be jow-risk

Refer also to the Review Determination Maidx

20
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ATTACHMENT 5

- WORKSHEET FOR REPORTING LOSS OR POTENTIAL LOSS
CF PERSONALLY IDENTIFABLE INFORMATION
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ATT ACHMENT 5 - . - 09/27/06

Worksheet for E‘.epurtmcr L{a 55 Or Pefenhal Loss of Persenally Idl:ntlﬁabie
Enf{:-rmaﬁnn .

" 1. Information about the individual making the report to the NCSC:

N

Nams:
Position: :
Deputy Commissioner Level Orgamzm:on' i
Phone Numbears: - ) )
Work: | lcalt: | B } Home/Other; |
E-mail Address: | © - . '
Check one of the following: 3
Management Official. | | Security Officer | | Non-Manzgement ]

2. Iiﬂurmatihn about the data that was lost/stolen:
=scrihe what wes lost oz stolan {e.g., case file, MBR data}

Which elem»m(s} of PII did the da.a contain?

Name . Bark Account Info

SN - - Medical/Health Informaiion
Deete of Birth Berefit Payvment Info

Place of Birth . Mother’s Maiden Name
Addrzss } Otaer (describe):

© Estimated vo‘mne of records involved:

3. How was the data physically slored packaged andfur cnntamed‘?'
Paper or Eiectronic? (cmcle one):

If Elecironic, what type of device?

Lzptop Tablat Backup Tans - Blackbemy }
Workstation Sarver - | CD/DVD Blackbsmy Phone #
Hzrd Drive Fleppy Disk USH Drive '

Other {describe): .
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Additonal Questions if Electronic:

! Yes | No | NotSure
a. Was thz davice encryptad? ;
b. Was the device pessword projected?. :
g. If a l=ptop or tablet, was 2 VPN SmariCard Jost? o

Cardkolder's Nama:
Cardrolder’s SSA logon PIN:
Hardwere Maka/Model:
Hardware Serial Numbsz:

Additional Questions if Paper;

Yes | No | Not Sure

a. Was the information in & locked briefeasa?

b. Was the information in a locked cebinet or drawer?
c. Was the information in 2 locked vehicte Gunk?

d. Was the information redacted? '

2. Other circumstences;

4, If the employee/contractor who vas in possession of the data or ¢o whom the
data was assigned is not the person making the report to the NCSC (a5 listed iu
#1), information about this empluyeefcouiractnr*

Namse:

Position:. : :

Depaty Commissianer I evel Organization: |

Phone Numbers:

AWorke | ... - JCat .. . . .| Homea/Othar: |
E-meil Address: | '

5. Circumsitances of the Joss:
& 'When was it lost/stolen?

b. Brief description of how the loss/thef} occurred:
c. When was it reported to S8A management official {date and tims)?

$. Have zny other S5A companenﬁ heen contacted? If so, who? (Inciude depuéy
© commissioner level, agency level, regionalfassociate level component names)
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ATTACHMENT 3 L - 09727406

7. Which reports have been fited? (include FPS, local police, and SSA reports)

Report Filed ‘ - _Y_is No | Report Number
Federal Protective Service . .
Local Police

Yas |Np

S54-3114 (Incident Alert)
SS5A-342 {Report of Suzvey)
Osher (describe) :

5. Other periinent'infurhaﬁnn {include actions under way, as well as any _cdn!acts -
with other agencies, law enforcement or the press): ) .
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RECERTIFICATION OF THE COMPUTER MATCHING AGREEMENT
BETWEEN
THE SOCIAL SECURITY ADMINISTRATION (S5A)
AND
THE HEALTH AND HUMAN SERVICES AGENCY OF CALIFORNIA
(STATE AGENCY)

SSA Match #6003

Under the zpplicable provisions of the Privacy Act of 1974, amendad by the Computer Matching,
and Privacy Protection Act (CMPPA) of 1988, 5 U.S.C. § 552af0)(2), a computer matching
agreement will remain in effect for a period not (o excecd 18 monmhs. Within 3 months prios o
the expiration of such compuizr matching agreement, however, the Data Integrity Board {DIB)
mezy, without addittonal review, renew the computer matching upreement for a current, ongoing
matching program for z period not to exceed 12 additionz] moaths if:

1. such program will be conducted without any changes; snd

2. each pary to the agreement certifies to the DIB in writing thut the program hus beca
eonducied in compliance with the agreement.

The foilowing match mesls the conditions for renewzl by this recedification:

I. TITLE OF MATCH:

Caomputer Matching and Privacy Protection Act Agreement Between the Social Security
Administration end the Health and Human Services Agency of California (Match #6003)

il. PARTIES TO THE MATCH:
Recipient Agency:  The Health and Human Services of Californiz {(State Agency)
Source Agency: Social Security Administration (SSA)

Hi. PURPOSE OF THE AGREEMENT:

This CMPPA Agreement batween SSA and the State Agency, suis {orth the terms and
conditions governing disclosures of records, information, or data (collectively refesred to
herein “dala™) made by SSA to the State Agency that administers federally funded benafit
programs vnder various provisions of the Sacial Sceurity Act{Act), such as section 1137
(<2 U.5.C. § 13205-7). including the state-funded state supplenentary payment programs
winder title XVI of the Act. Under seetion 1137 of the Act, the State Agency is required
to use an income and eligihility verification sysiem to administer specified federally
Funded bencfit programs, including the state-lunded state supplementary payment
programs under title XVI of the Act. To assist the State Agency in delennining
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entitlement to and cligtbitity for benefits under those pregrams, as welt #s other federally
funded benefit programs, SSA discioses eertain datr ahout applicants for state benefils
from SSA Privacy Act Systems of Records znd venfies the Social Security numbers of
thes applicanis.

ORIGINAL EFFECTIVE AND EXPIRATION DATES OF THE MATCH:

Effective Date: July 1, 2012
Expiration Date: Drecember 31, 2013

RENEWAL AND NEW EXPIRATION DATES:

Renewal Chate; Yanvary 1, 2014
Nesww Expiration Date: Devamber 31, 20014

CHANGES:

By this recestification, SSA and the Siule Apency muks the followine noo-substantive
changes 10 the compaler matching ugreement:

In Article X1V, “Points of Contoct,” information under subsection A, "SSA Point of
Contact, Regionni Office,” should be deleted in its entirety and replaced with the
following: '

Dolores Duennachic, Director

Sun Francisco Regionat Office, Center for Programs Sugporl
1221 Newvin Ave

Rickmond CA 94801

Plione: (5103 970-8444/Fax: {310} 970-8101

Dolores. Dunnachiefrsss, gov
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Social Security Administration

Source Acency Certification:

As the auihgrized represenlative of the soerce ageney named above, [eertify thet: (1} the
subject matching program was conducied in compliance with the exisiing compuier
matching azreemant between the parties; and {2) the subject matching progeam witl
continue without 2ny chzage for an additionz | 2 months, subject to the agproval of the
Dala Integrity Board of the Soviut Security Administration.

‘. S A

Grace M. Kim
Regionz] Commissioner
San Francisco

§

Due___ 1 1 7

Data Inteerity Board Cenification:

As Chair of the Data Integrity Board of the source agency named above, § cenlily that:
{1} the subject matching program wus conducted in compliance with the existing

- compuier matching ugreenieat bewween the parties; and (2) the subject matching program
will continue without any change (o7 an additionat 12 months,

Clric
[rete Tnleyrity Boand
o _lhe|i%
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Health omd Haman Services Aveney of California

Recipiend Aucney Cerdification:

As the authorized representative of the recipient agency named above, | eortify that:

(1) the subject matching program wus conducted in compliance with the existing
compuier mitching gresment belwecn the parties; and (2} the sebject matching program
will continue withoet any chenge (or sn additional 12 months, subject to the approval ol
the Data [osegrity Bowrd of the Socizl Security Administration.

o L Ao

Diana S. Dooley, Secretury

et 30,4013




CCC-307
CERTIFICATION

I, the official named below, CERTIFY UNDER PENALTY OF PERJURY that I am duly
authorized to legally bind the prospective Contractor to the clause(s) listed below. This
certification is made under the laws of the State of California.

Ceoniractori/Bidder Firm Name (Printed) Federal ID Number

By fAuthorized Signature)

Primted Name and Title of Person Signing

Date Executed | Executed in the County of

CONTRACTOR CERTIFICATION CLAUSES

1. STATEMENT OF COMPLIANCE: Contractor has, unless exempted, complied with
the nondiscrimination program reguirements. {(Gov. Code § 12990 {a-f) and CCR, Title 2,
Section 8103) (Not applicable to public entities,)

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contractor will comply with the
requirements of the Drug-Free Workplace Act of 1990 and will provide a drug-free
workplace by taking the following actions:

. Publish a statemnent notifyving emplovees that unlawful manufacture, distribution,
dispensation, possession or use of a controlled substance is prohibited and specifying
actions 0 be taken against employees for violations.

b. Establish a Drug-Free Awareness Program to inform employees about:

1) the dangers of drupg abuse in the workplace;

2) the person's or organization's policy of maintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,
4) penalties that may be imposed upon employees for drug abuose violations.

c. Every emplovee who works on the proposed Agreement wilk:

1) receive a copy of the company’s drug-free workplace policy statement; and,
2) agree to abide by the terms of the company’s statement as a condition of employment
on the Agreement.

Failure to comply with these requirements may result in suspension of payments under
the Agreement or termination of the Agreement or both and Contracior may be ineligible
for award of any future State agreements if the department determines that any of the
following has occurred: the Centractor has made false certification, or violated the



certification by fatling to carry out the requirements as noted above. (Gov. Code §8350 et
sed.)

3. NATIONAL TABOR RELATIONS BOARD CERTIFICATION: Contractor certifies
that no more than one (1) final unappealable finding of contempt of court by a Federal
court has been issued against Contractor within the immediately preceding two-year
peniod because of Contractor's failure to comply with an order of a Federal court, which
orders Contractor to comply with an order of the National Labor Relations Board. (Pub.
Contract Code §10296) {Not applicable to public entities.)

4, CONTRACTS FOR LEGAL SERVICES §50.000 OR MORE- PRO BONO
REQUIREMENT: Contractor hereby certifies that contracter will comply with the
requirements of Section 6072 of the Business and Professions Code, effective Januvary 1,
2003,

Contractor agrees to make a good faith effort to provide a minnnum number of hours of
pro bono legal services during each year of the contract equal to the lessor of 30
multiplied by the number of full ime attormeys in the firm’s offices in the State, with the
number of hours prorated on an actuzl day basis for any contract period of less than a full
year or 10% of'its contract with the State.

Failure to make a good faith effort may be cause for non-renewal of a state contract for
legal services, and may be taken into account when determining the award of future
coniracts with the State for legal services.

5. EXPATRIATE CORPORATIONS: Contractor hereby declares that it is not an
expalriale corporation or subsidiary of an expatriate cerporation within the meaning of
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the
State of California.

6. SWEATFREE CODE OF CONDUCT:

a. All Contraciors contracting for the procurement or lzundering of apparel, garments or
corresponding accessories, or the procurement of equipment, materials, or supplies, other
than procurement related to a public works contract, declare under penalty of pegury that
no apparel, gamnents or corresponding accessories, equipment, materials, or supplies
fumished to the state pursuani to the contract have been laundered or produced in whole
or in part by sweatshop labor, forced Iabor, conviet labor, indentured labor under penal
sanction, abusive forms of child labor or exploitation of children in sweatshop labor, or
with the benefit of sweatshop labor, forced tabor, convict labor, indentured labor under
penal sanction, abusive forms of child labor or exploitation of children in sweatshop
labor. The contractor further declares under penalty of periury that they adhere to the
Sweatiree Code of Conduct as set forth on the Califormia Department of Industrial
Relations website located at www.dir.ca.gov, and Public Contract Code Section 6108,

b. The contractor agrees to cooperate fully in providing reasonable access to the
coniractor’s records, documents, agents or employees, or premises if reasonably required
by authorized officials of the contracting agency, the Department of Industrial Relations,



CCC-307
CERTIFICATION

L, the official named below, CERTIFY UNDER PENALTY OF PERJURY that 1 am duly
authorized to legally bind the prospective Contractor to the clause(s) listed below. This
certification is made under the laws of the State of California.

Contractor/Bidder Firm Name (Printed) ' Federal 1D Number

By (Authorized Signafire)

Printed Name and Title of Person Sigiing

Date Execufed Executed in the County of

CONTRACTOR CERTIFICATION CLAUSES

1. STATEMENT CGF COMPLIANCE: Contractor has, unless exempted, complied with
the nondiscrimination program requirements. (Gov. Coede §12990 (a-f) and CCR, Title 2,
Section 8103} (Not applicable to public entities.)

2. DRUG-FREE WORKPLACE REQUIREMENTS: Contracter will comply with the
requirernents of the Drug-Free Workplace Act of 1990 and will provide a drug-free
workplace by taking the following actions:

a. Publish a statement notifying employees that unlawful manufacture, distribution,
dispensation, possession o1 use of a controlled substance is prohibited and specifying
actions to be taken against employees for violations.

b. Establisk a Drug-Free Awareness Program to inform employees about:

1) the dangers of drug abuse in the workplace;

2) the person's or organization’s policy of mmaintaining a drug-free workplace;

3) any available counseling, rehabilitation and employee assistance programs; and,
4} penalties that may be imposed upon employees for drug abuse violations.

c. Every employee whe works on the proposed Agreement will:

I} receive a copy of the company's drug-free workplace policy statement; and,
2) agree to abide by the terms of the company's statement as a condition of employment
on the Agreement.

Failure to comply with these requirements may result in suspension of payments under
the Agreement or termination of the Agreement or both and Contractor may be ineligible
for award of any future State agreements if the department <etermines that any of the
following has occurred: the Contractor has made false certification, or violated the




certification by failing to carry out the requirements as noted above. (Gov. Code §8350 et
seq.)

3. NATIONAL LABOR RELATIGNS BOARD CERTIFICATION: Contractor certifies
that no more than one (1} final unappeaiable finding of contempt of court by a Federal
court has been issued against Contractor within the immediately preceding two-year
period because of Contractor's failure to comply with an order of a Federal court, which
orders Contractor to cemply with an order of the National Labor Relations Board, (Pub.
Caontract Code §10296) {(Not applicable to public entities.)

4, CONTRACTS FOR LEGAL SERVICES 850,000 OR MORE- PRO BONC
REQUIREMENT: Contractor hereby certifies that contractor will comply with the
requirements of Section 6072 of the Business and Professions Code, effective January 1,
2003.

Contractor agrees to make a good faith effort to provide a minimum number of hours of
pro bono legal services duning each vear of the contract equal to the lessor of 30
multiplied by the number of full time attormeys in the firm’s offices in the State, with the
number of hours prorated on an actual day basis for any contract period of less than a full
vear or 10% of its contract with the State.

Failure to make a good faith effort may be cause for non-renewal of a state contract for
legal services, and may be taken into account when determining the award of futuzre
contracts with the State for legal services.

5. EXPATRIATE CORPORATIONS: Contractor hereby declares that it is not an
expatriate corporation or subsidiary of an expatriate corporation within the meaning of
Public Contract Code Section 10286 and 10286.1, and is eligible to contract with the
State of California.

0. SWEATFREE CODE OF CONDUCT:

a. All Contractors contracting for the procurement or laundering of apparel, garments or
corresponding accessories, or the procurement of equipment, materials, or supplies, other
than procurement related to a public works contract, declare under penalty of perjury that
no apparel, ganments or corresponding accessories, equipment, materials, or supplies
fumished to the state pursuant to the contract have been laundered or produced in whole
or in part by sweatshop labor, forced labor, convict labor, indentured labor under penal
sanction, abusive forms of child labor or exploitation of children in sweatsliop labor, or
with the benefit of sweatshop labor, forced labor, convict labor, indentured labor under
penal sanction, abusive forms of child labor or expleitation of children in sweatshop
labor. The contractor further declares under penally of perjury that they adhere to the
Sweatfree Code of Conduct as set forth on the California Pepartment of Industrial
Relations website located at svww.dir.ca.gov, and Public Contract Code Section 6108.

b. The contractor agrees to cooperate fully in providing reasonable access to the
coniractor’s records, documents, agents or employees, or premnses if reasonably required
by authorized officials of the contracting agency, the Department of Industrial Relations,



or the Bepartment of Justice to determine the contractor’s compliance with the
requirements under paragraph {a}.

7. BOMESTIC PARTNERS: For contracts over 5100,000 executed or amended after
January 1, 2007, the contractor certifies that contracter is in compliance with Public
Contract Code section 102853,

DOING BUSINESS WITH THE STATE OF CALH'ORNIA

The following laws apply io persons or eniities doing business with the State of
California.

1. CONFLICT OF INTEREST: Contracter needs to be aware of the following provisions
regarding current or former state employees. 1f Contractor has any questions on the
status of any person rendering services or involved with the Agreement, the awarding
agency must be contacted immediately for clarification.

Current State Employees (Pub. Contract Code §10410):

1. No officer or employee shall engage in any employiment, activity or enterprise from
which the officer or employee receives compensation or has a financial interest and
which is sponseored or funded by any state agency, unless the employment, activity or
enterprise is required as a condition of regular state employment.

2). No officer or employee shall contract on his or her own behalf as an independent
contractor with any state agency to provide goods or services.

Former State Employees (Pub. Contract Code §10411):

t}). For the two-year period from the date he or she left state employment, no former state
officer or employee may enter into a contract in which he or she engaged in any of the
negotiations, transactions, planning, arrangements or any part of the decision-making
process relevant to the contract while emploved in any capacity by any state agency.

2). For the twelve-month period from the date he or she left state employment, no former
state officer or employee may enter into a contract with any state agency if he or she was
emploved by that state agency in a policy-making position in the same general subject
area as the proposed contract within the 12-month period prior to his or her leaving state
service.

If Contractor viclates any provisions of above paragraphs, such action by Contractor shall
render this Agreement void. (Pub. Contract Code §10420)

Members of boards and commissions are exempt from this section if they do not receive
payment other than payment of each meeting of the board or commission, payment for
preparatory time and payment for per diem. (Pub. Contract Code §10430 (e))

2. LABOR CODEWORKERS' COMPENSATION: Contractor nceds to be aware of the
provisions which regnire every employer to be insured against liahility tor Worker's
Compensation or to undertake self-insurance in accordance with the provisions, and




Contractor affirms {o comply with such provisions before commencing the performance
of the work of this Agreement. {Labor Code Section 3700}

3. AMERICANS WITH DISABILITIES ACT: Contractor assurcs the State that it
complies with the Amencans with Disabilities Act {ADA) of 1990, which prohibits
discrimination on the basis of disability, as well as all applicable regulations and
suidelines issued pursuant to the ADA. {42 U.S5.C. 12101 et seqg.)

4. CONTRACTOR NAME CHANGE: An amendment is reguired to change the
Contractor's name as listed on this Agreement. Upon receipt of legal documentation of
the name change the State will process the amendment. Payment of invoices presented
witk a new name canmot be paid poor to approval of said amendment.

5. CORPORATE QUALIFICATIONS TO DO BUSINESS IN CALIFORNIA:

a. When agreements are to be performed in the state by corperations, the contracting
agencies will be venfying that the contractor is currently qualified to do business in
California in order to ensure that all obligations due to the state are fultilled.

b. "Doing business" is defined in R&TC Section 23101 as actively engaging in any
transaction for the purpose of financial or pecuniary gain or profit. Although there are
some statutory exceptions to taxation, rarely will a corporate contractor performing
within the state not be subject to the franchise tax.

c¢. Both domestic and foreign corporations {those incorporated outside of California) must
be in good standing in order 1o be qualified to do business in Califernia. Agencies will
determine whether a corporation is in good standing by calling the Cffice of the Secretary
of State.

0. RESOLUTION: A county, city, district, or other local public body must provide the
State with a copy of a resolution, order, motion, or erdinance of the local governing body
which by law has authority to enter into an agreement, authorizing execution of the
agrecment.

7. AIR OR WATER POLLUTION VIOLATION: Under the State faws, the Conlractor
shall not be: (1) in violation of any order or resolution not subject to review promulgated
by the State Air Resources Board or an air poliution control district; (2) subject to cease
and desist order not subject to review issued pursuant to Section 13301 of the Water
Code for vielation of waste discharge requirements or discharge prohibitions; or (3)
finally determined to be in violation of provisions of federal law relating o air or water
poliution.

8. PAYEE DATA RECORD FORM STD. 204: This form must be completed by all
contractors that are not another stale agency or other governmental entity.

STADMINHOMEPAGEWCCCWCCC-307.doc



Fiscal Management and Accountability Branch (FMAB)

County Assignment Listing

Effective Qelober 14, 2014

County Namo

Analyst Name

County Name

Analyst Name

County Name

Analyst Name

Alamecda Susan Munoz Madera Valerle ludington San Joaquin Shirley Rath
Alpine Anita Valdivia Marin Brad Watson San LLuls Obispo Xerylle Almojuela
Amador Shirley Rath Mariposa Eiy Munoz San Maten Julle Munoz
Butte Jeff Tragnell Mendocing Shirley Rath Santa Barbara Ely Munoz
Calaveras Jarrett Davis Mereod Scalt Qros Santa Clara Tamara Martfeld
Colusa dell Trapnall Modoce Scott Qros Sanla Cruz Jarrett Davis
Contra Costa Shirley Rath Mono Valerie Ludington Shasta Brod Watson

Dol Norte irma Niaves Monterey Xerylle Almoluela Sierra Scolt Orog

&l Dorado Anita Valdivia Napa Valerle Ludinatan Siskivau Tamara Martfeld
Fresno Susan Muhoz Nevads Irma Nievag Solano Tamara Martfeld
Glenn Irma Nievas Qrange Irma Nigves Sonoma Tamara Martfald
Humbaldt Susan Munoz Placer leslie Fang Slanislaus Shirlay Rath
imperial Anlta Valdivia Flumas Brad Watson Sulter-Yuba Julie Munoz

Inye Ely Munaoy Riverside Anita Valdivia Tehama Xerylie Almojusia
Kern Scott Oros Sacrarnento Tamara Martfeld Trinily Tamara Martfald
Kings Anita Valdivia San Benito Brad Watson Tulare Susan Munoz
Lake Jeff Trapnell San Bernarding Susan Munoz Tuglumne Julie Munoz
Lassen Leslie Fong San Diega Jarrett Davis Ventura Jarrett Davis

Los Angeles Brad Watson San Francisen Vaterie Ludington Yolo Susan Munoz

Suporvisor: Susan Heavensg

Supervisor: Mike Reeves

Supervisor:  Francine Manas

(516) 445-0373 (916) 327-4B8G (916) 422.4847
Jeff Trapneb (816) 323-1819 Brad vWWatson (916) 327-8342 Leslle Fong (916) 323-1815
Sugan Munoz (916} 322-8043 Shirley Rath (916) 327-9501 Ely Mungz (916} 323-1810
Tamara Martfeld (216) 445-T438B Julie Munoz (916) 323-1817 Xerylle Almojuela {916) 327-0882
Jarrelt Davis (316) 324-7228 Anita Valdivia {816) 327-4BB4 Valerie Ludington {918) 3223-1947
Vacant Scolt Oras (916) 324-0235 Vacant
Vacant

Branch Chief. Susan King

(916) 323-6698

Irrma Nieves

(916) 323-2087

Rosle Forraz

(916) 324-3077
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